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34385 1£3/.311334  HONGKONg_ea: /Tiey broaacast
34548 1237.705612 192.168.30.1@ 192.168.30.1 ICMP
34549 1237.785456  192.168.30.1 192.168.30.10 IMP
34551 1238.365280 192.168.30.10 192.168.30.1 DNS
34552 1238.393946  192.168.13.40 114.114.114.114 DNS
34553 1238.404427  114.114.114.114 192.168.13.40 DNS
34554 1238.404690  192.168.30.1 192.168.30.10 DNS
34555 1238.487043  192.168.30.10 192.168.30.1 DNS
34556 1238.431280  192.168.13.40 114.114.114.114 DNS
34557 1238.442844  114.114.114.114 192.168.13.48 DNS
34558 1238.443127  192.168.30.1 192.168.30.18 DNS

DU WNO Nas 1¥Z.166.13.1f 1ell 1¥Z.105.13.3
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1d=0xP001, seq=30/7689, ttl=63 (reply in 34549
1d-8x0001, seq-30/7689, ttl-128 (request in 34
111 Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

query
query
query
query
query
query
query
query

x0002 AAMA Cn.ntp.org.cn
8x8002 AABA cn.ntp.org.cn

response @x@802 AAAA cn.ntp.org.cn SOA lvdnsl.ffdns.
response @x@802 AAAA cn.ntp.org.cn SOA lvdnsl.ffdns.
8x0083 A cn.ntp.org.cn

x0003 A cn.ntp.org.cn

response @x@03 A cn.ntp.org.cn A 223.113.97.99
response 8x8803 A cn.ntp.org.cn A 223.113.97.99
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TTLEE 240

MTUZE 1500

R4ttt A%, FHREASH; & FMBESESHASHTIRE.
MTU: KA TT, BRA 1500, Al HE SR & 24 1 4,

MRS ES)E, "L GRE-VPN BN, 8 GRE-VPN CIE# &#7.

wBEORES HHinE [
=0 HES
GRE- VPN IPv4: 10.10.10.2
- P-t-P: 10.10.10.1
o= e 6.1 KB(75 E0Ea)
o Bi%: 4.6 KB(7S EuES)

P2 GRE R4S ifi:

il g S FRAE MR ML B — A~ GRE RS54

ip tunnel add grel mode gre remote 192.168.13.112 local 192.168.13.127 ttl 255
ip link set grel up

ip addr add 10.10.10.2 peer 10.10.10.1 dev grel

PEIE ISR SE A tdhixis- 3=

=%?§§?I§'E‘-Jbﬂs’é?§‘----.-_.:
xrwe ik - - - - T - - I 2O@1:@:7n81:fe@c 188

E

T FeB8@:c18e8:-3M46a-3FS 7o

: local
T FeBS@:cSefe:192_168_S% _

a8 I’E}
BF 18] ~2m=
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2.3.45. IPSEC &

K IPSECV #HUA) VPN &8, EAEEMT (WA G781, — AN i

CORE T

=2==A

ErESET

L]

ThEessdy

=EE=

aAttrEr]

Frm=

Exres iz

=E [~

MNet-to-MNetE =t

wan

192 165 44 V24
B F a0 p/ TR eSS, . 10.10.10.0/24

@right
@ FREESTONIPVARELE FIR0. 10.10.10.10, SRR @ EE WEyST Fitl. @domain

192.168.13.179
@1Pv4 fiEhl, AB.CD

192.168.55.0/24
B FREETS=ips/ TR ilRn. 1010 10.0/24

@lent
B FFiRFEEES AP vaiiEhl RN 101010 10 50 @S AYE = Filkn @ domain

— MRS A, BB .

EEE A e HOEE(PFS)

JR 55 4+

EHAiaee

mEEsPDeE [
IKEhDET 3DES-MDS-DH2 [~]
TKE < P RS 123
sy - B0 I - 1-56400. B0 : 28800
sasmem | ese[—|
ESPhoEs 3pES-MDSs [~]
ES Pt FERA ase
=t SgGrmmode l:l
1
e - - .
B+=
smEE aE
Net-to-MNetiE =
L i)
ThEsseEy
=Ema test
st wan
Es s 192.168.55.0/24
@ FrEsToS=p/ TMEES fIA0. 10.10.10.0/24
At @left
@ RS EIPVARERE HFIR. 10,1010 10 s2EFA@ B WASS = Fkl @domain
i=EEnEar
@1Pua tEht, AB.CD
FrEE T 192.168.44.0/24
@ FrasTos=tip/ TIAEES FIE0. 10.10.10.0/24
FdiEtEiR @right

D EFFRFEESET AP valibhl S0 101010 10,5 S @S aYE S Filn @domain
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BT TR U B
e =
IKEDDES IDES-MDS-DH2 ~
IKES=anmEE 123
D ey = =
SAeTy esP|~|
ESPhnss spes-mos [
ESPE=asfRA 456
= aggrmode|[~|
EEETTREATHIOES(PFS) —_
SIEERET] | eeccees

R Net-to-Net #5330 3 25 5 5038 P S B 5¢) . Road Warrior £ (3 2135 x5 5 PC ZIM

x);

FERMEAL: ] LAy g i A ORI i 5

IIRERAL. Al LL2r N VPN % 5 A0 VPN RSS2

EEAT: AURRZERNS T, WimaiE—.

A GBS AL, X ANTTERE wan, eth2 (R 4G WD, lan.

AEHbE: X uR ) IPAE A SEFEERE HON RS AR, X IP nRES, BEE %any;
AP IPSEC Auty (R 7 W 7 RS, Wn ik $% Road Warrior #2012 i, WIASTE ZIHS
X F ¥ IPSEC i it fR 371 X S ¥ WX L

KRR IEIEAREmR N, ATLUA IP B8R4, FEEAEAEE E XA IN@;

S ERER AT JEIEXRARR, ATDUON IP Bk 4, ERAEA S E 2 LA IN@;

JA5)) DPD Kl 275 ZIIEE, FT8RRIEH;

DPD i [A][a)R%: BB EHA (DPD) Y A] (] B

DPD I I [A]: 5 BERAI (DPD) N i A 5

DPD #:4F: W BRI 1F

2 HE

IKE FIns: 25— B BUE S IKE BrBUrina i, se BT %6, DH 3850

A o DN -
A

ol

IKE A Ji . & IKE B4 A, $Ao880, ER1A: 28800;

SA R 55 BeAr LUk HE ESP A AH;

ESP hins: & MmN R &

ESP fEaw /il iH: &% E ESP Adn /i, A7 s, BRik: 3600;

(S WYY 6w NS oY W] Brint = G Y W

SUERMVEH M TN (PFS): W 4T#, WS PFS, BA S H

WIE R H SR = 2 1 e 75 5K

E=N

2ot b R E 1 1P B R, B UCRH B MAEF 4G B, U AR AR
LA R e I, 7R B AR AR

FEHEIAE AHL ESP ALERRT IS IP Sk AR FEAAS, EZH T End-to-End (pc F pe/ui 2 ) 1N H 375
B U AE AHL ESP AbFE Y J5 FEf 3 — NN 1P Sk, FEAT site-to-site (943 X /34 21wk
RO N 75

v BEIERE AT LUE RT3 5

6. fEimiE N fE&EH T PC 2] PC B35t
7. B RIE, nldefriEH EEIE IPsec SAestablished #rE, FaBIE IPSEC VPN Il

K. ERRERE (A G781, —AMNE . —Mhisa, FEES) , EAE;
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TESL VPN #E#:, B4~ G781 AMFIME. ping &, 1 TFHE:

Realtek

WiMhera m e

ZEHIWR:  (FA 9781, — AN i

& P ¥t

PCILe
Laink
:Lnezt

pac ket

virtual Ethe
Limk encap
1net addr
T 1

wirtual Ethe
Limk enc:
inet addr
l“-"'ITIJ' 1

packet
packets:

TOPERATIOMAL

dropped =2
dropped

Adapter fTor
rmet Hwaddr:

rmet Adapter fTor
Etherhet H\-.raddr'

1Qt:: drcpped (=]
dropped : @

WMme T

WiMne T

2 unkown: o
27 txqueuslen

AL
nkown - @
txgueuselen:

Nnkown &
txgqueuslLern :: &

— M RSEAR, EERD W
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pe== )

i)

Thasssi

A=t ]

= a |

TR

e

IR

[

FaF
Met-to-MetE =t

wan ]

102.168.44.0/24
B FRSsET Rap/ T RS AN 1010.10.0/24

@right
B fFRRFESTAIPVAEhE HiR0. 10.10.10.10. E2E@ 8= NS Filkl.@domain

192.168.13.179
@1Pva fBhE, AB.C.D

192.168.55.0/24
B FRETITp/ TR AN 101010 0/24

@left
B EFFINESET AP vaithlh FE0 10.10.10.10, 5SS @EE W 9= FilRl. @domain

ESDPDiEE [

IKENDE  3DES-MDS5-DH2

IKEZ=HERE

123
B EEfEr - #0588 - 1-86400,285A - 28800

sazzm ESP|v|

ESPhODES  3DES-MDS

ESPZ=a5] 456
=T Main
EERE A EEThnE(PFS) (]
EEEsSE S P sessne -

R 553«

=m [~

SIS Net-to-Ne®E=t

Lz [Ei=Cca

ThRESSRY  ARSTER

EHEE= test
FstEEl] wan
B ] 192 168.55.0/24
B TS ISP/ T RS, AR, 10.10.10.0/24
= onis] @left
@ D= SCSIPVAREEE IR0, 10.10.10.10, SRR @ B eSS Hikl.@domain
=Etnar | 192.168.13.186 ] o e e e
Dt i, ARCD =5 ) g o B A gU IP B AL 5=
= =57 L e =
E‘j > rm,?l\,-EHHEA{";%IE
It T 192.168.44.0/24
@ FRESsTo=tip/ RIS 0. 10.10.10.0/24
e snis) @right

D FFRFSET AP VAiihl i 10.10.10.10, 522 @ B A5 T Pl @domain
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E===A 00 EEA

IKESE=ssFRRA

]

ESPOn=
ESPzZ===EFg 456
jroa. Main ~]
SIREtAEEThO=PFS) —

Srr=rees ceccee

WA G781 R B ESH K E ok i, EEE, FHKA A0 PE, WA G781 AN H ping i, WTHE:

2 txgueuelen:o

T ﬁacket =] aroppea @ erro

GBE Family 3
ency = = i 4 BE-24A

unkown : 0
txqueuelen: 8

Vvirtual Ethernet Adapter for
Link encap:
inet addr

= OPERATIONAL
8 dropped:8 unkown =@
0100 dropped: txqueuelen:0

virtual Ethernet Aadapter for
Link encap: Ethernet Hwaddr:
inet addr 2.168.152.1 <

MTU: 1
Admin 3 E OPERATIONAL

R unkown -
Tx packet =T 8 txqueuelen:0

£

133

EEHEWT:

ZEHIWiR:  (—A 9781, #ZFF ¥, H—A H3C MSR 800 B, EHEEX) wWF.
G781 FLE:
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] wan
FiET 102 168 .44 0124
B FRSETa=0p/ T RS A0, 10.10.10.0/24
At @usr
B IFEFS=TSAIPVARBHE BN 10.10.10.10 28 E=EYEES fikl.@domain
BT o g 192.168.13.171
@1Pva HBHE ABCD
I 102 168.10.0/24
B TRSTo=tip/ T RS, A0, 10.10.10.0/24
papsEais @h3c
B fFEFETCAIPvalhh FlR0. 10.10.10.10, 2@ B E YRS T Filla@domain
THEREEES HBHa=
BRIDPD&SEEs —
IKEhD=  2DES-MDS-DH2
IKEZ=w=fERE 123
@ =2t - #9755 - 1-86400.855A - 25800
sazsm  ESP[w|
ESPHDES  2DES-MDS
ESPi=sFEES 456
ST aggrrﬂode
EEETEHESIINE=(PFS) (]
e s cosons =
IPseciEH &
=t
2o
PR Ht
FtRFEALENE [ e
ik [z |
AE
SEAE
ORI
=] oo
— — R
s [E— T
O v
FEZID
ademIDzE FtRFEID usr *EF (1-255)
O Pt
AHIDZER @ Fapn HHRERID “ = (1-255)
O User FQDN
Hias
A
SO TN Ofg®ia
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=i
SE—TER
ZHE
hnEEEE
DH

SAfE PR
EomER
[he
ESPIAIER
ESPHIEEES
BESES

PFS
SARIETEEHR

ETFestariErr A
ETmBaE s

DPD

NI

D EfE, @ BRI

3DES ~
Diffie-Hellman Group2
86400 Fl (B0 604800, FRe(H=86400)

ESP ~

®piEEs O EEiE

3600 Fl (180— 604800, FrES{H= 3600

1843200 44 (2560 - 4294967295, HH(H - 1843200}

DFE ®=iH

HnZEEREA AIAMEFHER

F5 (%) AniESn

G781 il ® ok J5, HEJi;

o]

Test

192168 13 186

col IP sre-port 0

K#) 40 V)5, /£ H3C Bl A i A 24 5 R -

&0

GigabitEthemet0id

1000

PR HH A1 IAH B ping i@ -

TX p

Ie
Link
inet

ViMwa re

[ze1ls
[Admin

=
=
=]
=]
=]
=]
=]
=]
=]
=]

acket

ercap :
adgdr:

EEHE

Connected

Bl RiEREERERE BERISAKNP SA

unkown

txqueuelen: o

Ethernet adapter for

encap

Z2o

dropped.:
dropped :

Ethernet HwWaddr -81

unkown: 8
txgueuelen:©

Ethernet Adapter for
Ethernet Hwaddr

OEEEEEEEE

3333333333

N

ERROR_NONE

RiE—TERER
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USR-G781 it B 5 A e it it

BRI
G781 AL &

o =ad

SR TaEeu 0= (PFS)

H3C BY AL B

(&= ]
FIRID

Aozl

FimID2ea]

S
EITE
ERrEIRE R
vER
E—EER
SERiEE
piAnace
IEEEE
DH
SAENETE R
ETENER
L1523
ESPILIEEE
ESPHIZEHEE
HEHER
PFS
sAgETE R
EFediafrEr B
EFRErEEEm

it

FlE T

Frite

ERIDPDRS=

IKEHDES

IKEs==sREREA

SASETEY

EsPhn=s

ESP==s:=RAHEA

A=

SR

(—4~g781, MZE/ ¥, B—A H3CEHMR, EHER) T

B&=

am [~
MNetto-NeRisl  [~]
PRt [~
=~

test
wan ]

192.168.44. 0424
B2 FRSETISUip/ T REESS, FiR0. 10.10.10.0/24

@usr
@ FFEEFEE TP VARESE FIEN. 10,10 10 10, SR B W eSS filkl @domain

192.168.13.171
@ IPva fEsE, A B.CD

192 163 10.v24
B T RESTT=ups T REERS, 0. 10.10.10.0/24

@h3c

B TR AP VAL IR0 101010 10,582 @ BE N aAYS = FiRl@domain

BDES-MDS5-DHZ2 |~

123
[ ol ol

=sF ﬁ

2DES-MDS [~

o7 -

1-86400,2LiA - 28800

Main [~]

AP0 usr *=fF (1-255)
HHFIRID b3 s a-oms

® s O grasigs=h

&
B
]
i
=

S (2560 - 4204967205, FAe{H = 1843200)

G781 i & ok J5, HEJE; KZ 40 #v)5, EHHZRAHA DWW FER.:

G781web:
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000 “test": 192.166.44.0/24—192.168.13.186[@usz] . ..192. 168,13, 171 [Bh3c]——192.166.10.0/24; erouted; eroute owner: ¥4

000 "test” myip=unset; hisip=unse A

000 "test": ike life: 3600s; ipsec life: 23300s; rekey margin: 540s; rekey fuzz: 100%; keyingrrie:

000 "test™: policy: BSR+ENCRYPT+TUNNEL+UP+IKEv2ALLOW+SAREFTRACK; prio: 24,24; interface: wan; kin

000 “test™: dpd: action:Testart by peer; delay:30; timeout:120;

000 "test™: newest ISAKMP SA: #3; newest IPsec SA: #&; eToute owner: #4;

000 "test™: IKE algorithms wanted: 3DES C3C(S) _000-MD5(1) 000-MODP1024(2); flags=-strict

000 "test™: IKE algorithms found: 3DES CBC(S) 192-MD5(1)_128-MODP1024(2)

000 “test™: IKE algorithm newest: 3DES CBC 182-MDS-MODP10Z4

000 "test™ ESP algorithms wanted: 3DES(3)_000-MDS(1)_000; flags=-strict

000 "test™: ESP algorithms loaded: 3DES(3) 192-MD5(1) 128

000 "test": ESP algorivhm newest: 3DES 000-HMAC MDS: pEsgroup=<N/A>

000

000 #3: "pest":500 IKEv1.0 STATE MAIN 14 (ISAKMP SA established); EVENT SA REPIACE in 2390s; newest ISRKMP; lastdpd=370s(seq in:14437 cut:0); idle; import:admin

initiats —,

000 $4: “test”:500 IKEv1.0 STATE QUICK I2 (sent QIZ, IPsec Sk established); EVENT SA REFLACE in 27618s; newest IPSEC; eroute owner; isakup#l; idle; importiadmin

initia I T

000 #4: "test” esp.9c3162748192.163.13.171 esp.7ad2d8edd192.168.13.186 tun.0R192.168.13.171 tun.08192.163.13,186 ref=0 refhim=4294301761

000 v
&0 s e Fgipht 2 30 B —RERRE

GigabitEthemet0/0 192.168.13.171 Connected ERROR_NONE
‘ it FEHE P fE i) HAFTH BE
src 192 158.10.040.0.0.255 dst 192.168.44.000.0.0.255 in 2620482202 [ESP]
192,168 13.186 orotocol P Src-part 0 dstport 0 ) 379379 24256124258 ﬂ

2.3.4.6. OPENVPN & i g

# % OPENVPN Wil i) VPN &, HEAEE W R:

VPN-openvpn

RESISAKNP SA

IZEBVPNEIEEL

2ESA p=1o: ~
i  TUN El
TCP/UDPIESS uopil
=0 1194
priz o ihein —
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EEVPNES =T

HOE=tToEE AES-256 CBC CBC |~

EFRLZOEESS —_

keepalive=1E 10 120
MTUSE= 1500
TCP MSS 123

TLSHESS: | _Baw & L, - Sta key Sl
CANFE: = = L & “hca.crt Sl
oS = - -wclient.crt Byl Lo
=FumTass: = 3 ‘client key Snlss . EfEuESs

HAKE
P TSR TUN(H HH AR ) B TAP(MI B R) -
WW{E: FF UDP. TCPIEfE =
5 ;. OPENVPN JIR 45 %% W Wy i 1 o
mAEHE: IREARI 1P
MRE
T bR . JBIE NS A4S Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256 CBC, AES-512
CBC fiffhnas, #iU{#] AES-128 CBC, AES-192 CBC, AES-256 CBC.
IIESE: i SHA256.
i/ LZO [&4i: Jo e dE i H LZO H446.
Keepalive B E: ERiAN 10 120
TUNMTU &5 : WEIEER MTU E
TCP MSS: TCP ¥ K K 43 Be R/
WEP A%
TLS iE: ZefE4ZHRRNEEH RIS MSACE, e B
CAETs: MRS AR it H K CAUET
HPRIETS: & e
B AL B e I B

VER:
1. B S RABEEN, caifH, FFWIER, EPWESH, TLSIED, TERSHRER.
2. BREMERXMERE, LET,
Mk EE A, 1 openvpn-VPN BRI, 78 OPENVPN-VPN CIFE & & 57,
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B

b

G781 ¥4 LAN K41 ping i

IPv4: 10.8.0.3
P-t-P: 10.8.0.3

openvpn-VPN

- 11.0 KB(140 $EEa)

openvpn

OPENVPN AR 55 s iz fUl s 1k

tordping www.baidu.com -t

Ping

10.8.
10.8.
16.8.
10.8.

IFvd4 KINS BB
28R NetBIOS ove
R 1P fhil

:\Users\Adninistrator

linux & openvpn AR 555 fic &

gort 1194

proto udp

dewv tun

user nobody
nogroup

persist-key

persist-tun

keepalive 18 1208

topology Hubﬂet

server 1B
1pp.txt

push 5.8.8.8

push

push

“dhcp optlon DNS
"dhcp-option DNS 2
"redirect-gateway defl bvpahh—dhcp“

crl-verify crl.pem
ca ca.crt
cert server_

t]a—auth tla—auth k
dh dh.pem
auth SHAZ256

6 -CBC

-version-min 1.2
H -cipher TLS-DHE-RSA-WITH-AES-128
status openvpn.log

A2iE: 10.3 KB(147 EEE®)

192, 168. 1. 100
255, 255.255.0
HiE S8R 11:57.36
H11F $#— 11:57.38
1.1

1

68.1.1 [

feB0: b410:412¢:8846 aDdd®12 |
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2.3.4.7. SSTP B it &

H% SSTP hilt iy VPN &, HAEREIR:

IEEVPNEYEEL

BTEmA  ER

BRSSSsihhb
A= root
= ssse

L]

TRIF&E A

IEEVPNEIEEL

FRAmiEias 255.255.255.0

EEMTU 1500

1277 &E A

HRssasttuht, HP 4, SR REASH, 0 T MIEIEERAS AR i E.
MTU: R RMEHETT, BRA 1500, RIARHE SR 2%

Mg EIEE, AW SSTP-VPN BE#IM K, Fas SSTP-VPN & IEH #57.

IEEVPNEIS=EL

IPv4: 192.168.30.11
P-t-P: 1.0.0.1

== - 12.3 KB(175 E3ES)
A2X: 13.0 KB(184 E3ES)

G781 ¥ LAN H# 1] ping i SSTP Ik 55 Ui iz U b bk
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Ping 192 _168.368_1 Eﬁ 32

H<E5 192.168_.3@_1
895 m:
192._168.3@.1 [0
192 _168.38.1 IO =E

IUsersAdministrator>

b3d:=-8e*
-1908
a

b=z

38d9:-1931 :=3f57:c89bx<11

local
fe8O::-Sefe:-192_168.55 _108:217

-168_38.1

?‘ﬁe’»‘léﬁﬂE:
32 1B] =2ms
32 [B] =2ms
32 Btneﬂ =2ms

B8] =2mns

%’*ﬁ@ﬁgﬁﬂ: SSTP k%5 b, Tﬁﬁﬁ SoftEtherVPN Server }Wﬁ/\ﬁ: J¥J5 SSTP L%zaﬁ[ﬂ:

1194 [mEZE O | \.\),,vmm..., ]
@A SoftEther VPN Uregt ﬁ B
S8 VP ORI A e Sl 15
) Server Manager =4 G s& ST TR i vor sorver Lottty Tor SOSTTESEY . H3EDE
I 0B e
(@ menmiunei Open¥PH Client FIRBIXFFERTE
SoftEther VPN Server EHERE S) A 0, gnwy{ clm ﬁ — IR T 1o 2] LT B3 A E515fY OpenVPH Clien! T o ERRAIED
TE s o e BEREEMEATT T >N %@ $(¢fg;% D‘ ml‘éi"“’f i g&;ﬁg I'\’m@%aﬁsﬁ g e e s
s enFPY_CLtand
vl ﬂaiﬂm@% BEHIERT 3 OpenVEN Client i{]ﬁgiﬁ#j&ﬁﬁ: )
BB VEN Server EML..  HR{EMS Wierofort 5TF 5B
EATEHEY, LR locslhost v s <0 g i ) Biadons Server 2003 / 2012 73 Windows
8/ RE/ 10 HEEE) NS-S5TP A Vista. 7. . RT MS-55T® Brotocol J
@ Er 3 st ven
RS O
wrEsE o FE3 MS-SSTP VPN 59/ Server ik
VEN Sevver i SSL ‘E%E']?:}n %_ﬁ;‘;%)g - s
#OS Ealan; gl ey -
dRICE 443
FaEm RELE ©) s 3:?; L FERCEEER Wn gt MRGERERR
A | s & n = ARSI TPsec IRSSERE T) Lo | e
) FLE 0F me2Ew
i T
L“[ ORI EE 6 ] @[ 3 EEAEE () ] E [ TPsec / L2TP BE ] N [ OpenVPH / N5-SSTF &3 ||
HEEEE ) R

B SeftEther VPN Server B

B swosus

E [ VEH Azwe EF ] @[ VER Gate 135 ] [

Baiw | [ zAw

%3 10w & men-vpn.sedns.cn

VN Azwre EHl&: men-vpn.vpnazure.net

G781 % FE )y

o 1P iHAIEE -

- - -

FRIME ok J5, FEjG; K% 40 #)5, wFEF] SSTP server HyH:

E EEW, HUB “menxiuweiVER" ERY IP HHIPERSIEESINTRE -

LI BCHY 1P ik
-

=5 IF diftht HiEEATial EiAtial fuf
ﬂSID—SECU'RENAT—ZE 192 183 13 40 20158-068-068 11:50: 34 2015-068-068 12 16:35 SEY-201T0S04CTT J:
‘ 11— FFWT— =1 19 1R 1 N18-0F=015_11 ':\I_I'g N18-0F=0F 17 -1F/-31 =21 TOS04CTT -
“:'SID’RUDT* [SSTP1-5T 1921688, 30. 10 (DHCE) 2015-06-06 12:01:11 2015-06-06 12:16:32 SEY-20170S04CTT
:ESID ROOT-[SSTF]-55 192, 165, 30. 11 (DHCF) 2018-06-06 12:01:16 2015-06-06 12:16:35 SKY-20170S04CTT J:
Eﬁ% ﬁﬁ@% log:
S S g
P). PPP F08 1P dthi 22,15, 112 (EAN4G: “192.168.13,1127), FPP &5 O O« FPP AR5 8% TP dhbb:19z. 168013, 40, PPP AR S E50MO @ das,
L 18, 1'-! 112, *;J\ 188,13, 11 MEI
815, 112 i [ \‘E‘ K‘iﬁﬁm Fﬂwéﬁf “C10-85
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PERRA e Tt e e,
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% iy (gﬁéﬁm
=850,

Ay \V—\‘E' o, L H

s F
e o
8"

EMLE 1e2. 162015012, WS 5I5es, BAIME CMicvosoft SSTP VRN Client”,

R 4,27, PIHRERE ssee) IE2

SSTP™)

o, ST, Caormner ven o

1
PsenipoebrsTARI F0)

LI ARE R, HUB . PR A A LR e

R R A 4 5
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2.3.5. BB H TR
BABEBBEW RIS
*®7 BSKHASER
S X &
O % FH R D BAA T 114 iy 1 eth0 (54 WAN 1)
H i bk BT A R R bk e kG | 192.168.2.0
F R FERD T ] 5 X 4% P T X FE R 255.255.255.0
Mo CR—Bk LR F bl 192.168.2.1

A B A 1 AR R it B 0 i e R

W R 24
MARFFEE, TR N A ERIR H 5 A (G781) Al BEEHEMKHI2E), WIANERMAS T onbEs THE
N AN HN PCL A1 PC2, W1 R,

WAN : 192,168, 0. 200 IF: 192, 188, 2. 200
LalW: 192,168, 2.1

UsSR-GTE1
& LTE BTy

FREHE 0 Lan: 192,168, 0.1

WAN : 192,168, 0. 100
LalW: 192.168.1.1

IF: 19Z. 168, 1. 100

S

o o — — — — —— — — —— — — - \; __________________ : PC2

16 #HESHEERLHE
RS A A B 1) WAN #4524 192.168.0.0 FIMZ5 A, BRHIES A [ LAN 125 192.168.2.0 T, B&H &
B I LAN A 192.168.1.0 T,
WAE, WAL RS A Bin—2k8% i, fRkATU710 192.168.1.x Hibikif, BN H S B.
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JETERREHAE A LR EFSRH,

iz
FEERsIEIR T EIERATAREE.
EEIPvAREH
=N Hagtmht FIHERS ZES
gthd v 192.168.1.0 255.255.255.0 192.168.0.200 i M
(3 Fm

B 17  BRERGBIIHE
£ PC1 L, H ping 420 192.168.1.1 (a2 & B () LAN 1 IP)
C:\Users\Fldmlnlstratur}plng 1?2 .168.1.1

\F7f Ping 192.168.1.1 S
192.168.1.1 **—H TTL=255
192.168.1.1 (I '-_,- 7=32 E‘H'E‘I<1mc- TTL=255
SEH 192.168.1.1 [ '-.--|:|-32 B|A]<ims TTL=255
EH 192.168.1.1 F)[@E: FPH=32 A}[d)<ims TTL=255
Bl 18  BRHIRINAEMNR
ATUES], @& Cads, SNTEEMN PCL Uila 28 h#s B 1) LAN Hi. anRIATEE V517 B FHJE
%, i PC2, T EM U A,
TER% HHAT B El’JBﬁ)d uﬁ FT7F WAN 2] LAN IR R, X PR WAN SRR AL, 0 n] DU 2 21 %
FHE% B 1) LAN P45, 3xX BLAH R % B 2% 10 % B 71

Brkis-igisis s

RS VTR fiten TSR,

iSRS AR 227,25 EHREH

i) NIEEERE fracii] B

ReRRE BEv BEv BEv

B 19 G78l1®BHE
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The BEeliable Chose

AFRE i
b ST higHEm
P RERE Sl LAN->WAN v
P MERE -
st M o ME O it
P EifEE sCH:z

- ER=i: ALL v TP L k
L
S REEn FpalE: R v N

sveves:  (aswe -

* ALFER#R AE FEMET v

= EriliEn EOREEEE: W =

* ke TR, BN

* Ui p—
» fiAEE :

& BE L HESD mEoN iR EaAE BIrhTE  i%sE  wR
S WaRE
» SEEE 1 i Fiir ALL WAN -3 LAN 1P _magie iR ReETe EEE “
P REETR
TR

r BEER

B 20 TP-LINK &8 Hi
2.3.6.88 IPHE

HSIPiEE
SBEIPAIMAC

50:7B:9D:A6:01:3B 192.168.1.11 + | m kR

21 #HEIPHERBENE
FH AT L@ ZIhRE, ¥ 1P Hikk 5 MAC #HT405E, G781 JiE4 ik &4 BL g E I 1P bk, A
M dhep il oNiZE SRS, 1A MAC 4 50:7B:9D:A6:01:3B (WX % 0L —MEER 1P Hilk
192.168.1.11.

#=8 IP it 48 &%

MAC FAEIEE IP 144 MAC
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I | 192.168.1.200 |

WEFE:
> TEEM SR IERE: M%->EE IP.
> AMPEANZEEREMZE: MAC Al IP.
> R RAE&RI
> HERA.

2.3.7. BB B

USR-G781

SHEDNSFAFHRE—TEEEh0ES | EREsmsIPE LIERET.

> s PR 1iEA : wan-HEZWANL , eth2-4G,

HADNS MYDDNS

TETHREE FE @

TS swsl a2 v
> REE (@ DDNs&sB R
AL BRESEINIE ddns.oray.com
> kg

JEHFE username
> =EE
= &

> 5 = @

(o |

Kl 22 DDNS #®&EBFi
FAW AN, R DDNS, 2458k a8 B — /M4, 88 =7 MRS ke, SeBb it v ik 44 10 77 X
Sk I] i A%, X B R4 7% ddns.oray.com.

+9 DDNS &%

eSS Uise

VAN F£ 5T 5 DDNS Zhfg

A AT RELEMBAS WA 2582 11 A%
IR 2% % b ik DDNS Jik 5 # itk

M P4 DDNS 4

Y DDNS #1f4

wETTiE:
> fELMSAHEEEE: IRS5->8075 DNS.
> AR E NS
> R RAF&II
> ERBE
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2.3.8. 1T HNMEE

FELETEENIRAL W G BRI 55, AT ASEIl i & e G 5E B, BEP IR
1. EHIR, A RAF&M, HF &, TR SN AR 55 B &R

USR-G781

> W&

WMAEDNS
ERRMNEE
ImEEE

> WE

> VPN

> Bk

> EfE

> EE

USR-G781

> HE

AESDNS
TR
ImiEEE

(]

5
x
]

2. piily “ERER

EETAMEES

FHEERRNFEDE LRSI TARENLESE SER

oo

SNi3 OFFLINE

e OFFLINE

O ¥HEE O EE

2ERE x|

o IAERAMFEERM

SEER A RN AR SRR S TR

foons

SNES USRS0430c0dcf010

frs ONLINE

O sieR || @ ==

==

o MAERAMNFEERE

FREMEAE ML, (PR BEE I BIIEE SR SR A, TR s

WRE VPRI ANE D, WA ERES )y admin, 1648 SN A K.
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C ) | @ hitps//b.oray.com/passport/loginZsn=USR$0430d0041088

ERER Tl TR | AT

SNEIE R KS&ER
P o
witER
O S A AR SN USRS 0430 4004 1088
) 40 VB R e 4% 2}
.. _
iy 4‘?" ‘E 15 "!-; - SNEEEE SR

o TEAFAMEIE SN FHEH;

3. WIkEF T BB E LK T, MSIEFILS.

< C (¥ | & == | https//b.oray.com o ¥
HogE | omEsA | UeeRse | EEnR (@ con-swmks (@ siemens PPILS W DigiTanspor? Wi [) EEBESAR G Google

source insight/&f:

o AEFRNMFEFHIIE

4. BFRWIETEIBIK S, RKBFEEF K SES, s B EJ7H) SN A IE S U)K =

Gra A N AR A BR A & 049 T3k 110 | WWW.UST.CN


http://h.usr.cn/
http://www.usr.cn/

‘®
~ A AR

BAEAEME!

USR-G781 i P i i it F it

aF

http://h.usr.cn

#ER  AHE
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6. DI 58 3 m oy 22 M B PN X 257 3

BFE meEE Q mE dF R EERO

& USRS043004b4b064 v

AR

R Tk
SN : USRS0430b4b4b064
IP: 60.216.119.134

2 EER
2 EEES
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HERAMFETHREKS
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O EE)
mhEFIsE

| AF=E

wOEE
Bz

SKEERE
k==
KSER

< peEE
BEEE
wEES

[ N T I

7. s gt

HOMSEENE g o

ParIBRET

FRASEHMRR0EATRENME]. FRANERE , eGS0, LR

B2ERE . (FEEESEE 0M/1023M)

AV
SHRITIEBE REFIETR PRI
barry1986.oicp.net:38267 kajklfjl 127.0.0.1:80
fanjiantaotao.vicp.cc:33965 123 127.0.0.1:80

o NERAMFERE

ERRER

0.35MB

omMB

+ HRhnBRE

#ME

&mE O~

&HE O~

) @ & ronsEEmE ad
s ‘ | ‘
—_— ARBES -
iwHEE EUREMR AT SN, REMIENS , TAARDH , THFE
iz
HEREE RETE | (TEOEES: IW/1023M)
ERET v
KEEE

B oEER ARREME  CRREA e
O peEE
o NWAEFTANFEERE
8. W HEME
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o ARIBRET
LETEER - BEMisO
RS barry1986.oicp.net o= , E58ER , T
FEEE -

FEFRETR : admin
A= :  127.0.01
PR : 80

SRR - IERROS

=]

o WAERAMNFERE
PIZERAL A 58 S 1, 3 A I BRI A P 1344 (AR S B K B SEAT RO, A A4 AR T3
S RGEWUN AR (D, A ENIEAS & ZBAT B 1P ik, R RANIAS 127.0.0.1, WM

PSS P R i (R 23 11, ASHLIES 80, Ah WA i [ 2 350 [ 5 o 11 5 ZEM S, P GG % w11, R el
ik
i CIBRET S IR

B0 SR E RELAD ik

S i 128 7R I R S JEFE H R S

PR )35 44 PR EREAT WL R 344 i 2 FH i B S

o2 A4 R 2% A 1) 44 P i UMEEIRE

R AL i BN NS B % 1Y ip AHUHE 127.00.1

P oA i 1 P A 3245 P i 1 AHUIRE 80

A1 W 1 s FH 35842 S i I (1 1 A K ] R o 11 B3 5
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PP B

FEHFEIEERI0EATRERST. FHEOISIRE | Tk AREMmET , S7EIFR

BERE | (FEEREIE : 0M/1023M)

a4

SRR

barry1986.0icp.net:39835

« N |: barry1986.0icp.net
eSS | ENEESESA. SASAKEE.

S BAMBR

TUrERE RS

USR-G781

.

FilE
EfhRa
FHATIE

srma—

Rp=int-d

BIFEEL

ZEHEL

oERF

=

RIFRASETR FaRgiEIRIEnE

admin 127.0.0.1:80

EfRRE/R

omMB

+ FhnadsT

=E

e v

USR-G781

V1.2.18

2018-06-25 12:32:57

127855,0d:3h:33m:5s

3.313.233.23

59612 kB / 65536 kB (91%)} |

31440 kB / 65536 kB (48%)

19604 kB / 65536 kB (30%)

\ 0 kB / 65536 kB (0%)

® AR TE PN B A WA

BAELNEHSE
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2.3.9. &L Wi ThEe

USR-G781
-

BiLpingfI AT EREETEE
> HE
> S m www.baidu.com
_ PING wrw, baidu, com (61, 135, 169, 121): 56 data bytes
64 bytes from 61.135. 169, 121: =seq=0 t11=55 time=05.916 m=
Z=0 ) s
——— wur, baidu. com ping statistica ———

. 1 packets transmitted, | packets receiwed, 0% packet loss
APNiZE round—trip min/ave/maz = O5. G16/95. O16/05. 016 ms
VPNIEE

HE! ERREER
sl
it
N
> BME
> EE
> EH

B 23 WLk
HPaTPUaE ZThEE, ping —MNMEEMHbE, SRAW AT LIRS R B IER .

GCAEPIRr S
> TEEMSAARIERE: M4->MZ2 W,
> AIPIENE ping R,
> st ping”.
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2.3.10. B K IE ThRE

ATNEEHET linux RE NPk (iptables) FIMES T, iptables SR “R"FI“BE" 1) 5 JE 4544, 1E Linux
HHELTE R DK R AN . W EIFTR.

1 raw¥® mangle 3 nat # | filter &
L ———1| I=—1| [z
4 PREROUTING%® || PREROUTING |||l PREROUTING & ||| #2%&AN
B3
4 OUuTPUT# | POSTROUTING % {POSTROUTING T INPUT
4 INPUT 4 OUTPUT & —|_ FORWARD #
1 OUTPUT % | ouTpuT &
| FORWARD

B 24  Linux &% iptables HE&HERE

AT REN B E T 7> LB T filter KA nat RIRE, FI T BAE 25 E U HLEA iptables iy & 19
Jr ORI MBR . BB KR .

> Filter #&E

USR-G781

SRR MR filter) EUTESHAN.
> RS

> kS

> M

A3 Ee7=s o] A

Filters=

HiRIH NSRS SRR Baiid
NATZ=

=maE LS #WEY BE o

C
? EH
B 25 Filter ®ThEewE

UL E. Filter RAVERINEMS CBFEAE, HubAERD , WAl AR S, H b A R R0 P 75 in sl B
B2 BRI

WE I
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> ELAMSHIEES: b kE%->Filter %.
> AMBAEANEXRE NS
> R RN
> EEW&.
> NAT Fi&E
Bk - i ket
I BRgT = W AR (nat) IRE RN,
> s
L ]
> RE
Filtersz
TTIE Ve Sid Bnuttehik BRgEC
NATZ=
=FEE
3 &
> EE
> E5
B 26 NAT RIEE
AT LA B AMN-> % (PREROUTING %) AP M->4M% (POSTROUTING #5) R RN o
wWEHE:
> EAMSHEER: P kEE->NAT XK.
> AMBENEXE S
> EERAFEN .
> HEER&.

Tre A N BARAT B2 % 56 Ul It 110 7T

Www.usr.cn


http://h.usr.cn/
http://www.usr.cn/

FAS
o HAMBR ait
A

BAEAEHE! USR-G781 i B 5 84 - i http://h.usr.cn

> FERE

USR-G781

k- IR

i ] BRET R W Pl SR RS (nat) EOFHERINY,

> IRE
S BE iptables EEEIEIEN
> s Chain PREROUTING (policy ACCEPT)
target prot opt Zource destination
v BAMIE
Chain INFUT (policy ACCEPT)
. target prot opt source destination
Filterz=
Chain OUTPUT (policy ACCEFT)
NATZ= target prot opt source destination
s Chain POSTROUTING (policy ACCEPTH
SHEE target prot opt =ource destination
MLSQUEFADE all -- 182,168, 1.0/24 argwhere
> EfE
> EH

B27  BikEmHERE
LU E E LY iptables A4, SRSEHLE E LHITIEE .

WEHE:
> EEMSHEERE: P kiE->m R E .
> HMBEANERE NS
> i “iptables”,
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2.3.11.  BHEIEZB(NTP)

a2
IHEETT=FTPINEE | RATXKFIRSEE RN
> E
- e
> MEE
> BkiE EENTPEFRE @
> EE BERANTPESSE
EFEEE (min) 60
EFgE
. BFX(-12~12) 8
iy El| =ik
Fai=prine BRESSEtbHE cn.ntp.org.cn
HFEE
B

E28 HEEFEEZ (NTP) ®E

A AT UL AEAE NTP 2077 i a1 NTP iRk 95 48X, 6 e AT LA R 46 _EAREURT[a], B AR i iR

554 o
# 10 NTP IhEEBRIASHE

I E hie
JEH NTP % i | fiifg
JEH NTP fR&5-4% | 251k
FEAS (min) | 60 434
i [X £ 8IX, BIJLLU ]
Jik 55 25 M - cn.ntp.org.cn

wE
> LML RE->EFED.
> AMPBENZERE NS
> s RAE&NI.
> HFR&
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2.3.12. AP EHE

m APPSR
AERTEACEHZE,

HE

BB
Jizl =% admin
i

VPN =5 admin

harie:]

>
>
>
>
>
>
~

BEFiRE
iElRE
BEEE
AFEE
BHEFHER

29 HPREEEE

#* 11 HFPREERIASE

M4 admin

e admin

wE T
> fELEMSAER: Rg->H .
> AMPEANZERBRSH.
> R RAT &N
> ERBE
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2.3.13. ZHKEEER
]

> W&
> RS
> W&
> VPN
> S
> EE
BERgE
FiEES
BreER
EA R
KEI N IhfE
> BHATEITSEIRE N RS
> HPER%
BE

EXgl REER. AE5EA

B30 SHEREFEERE

> EEMSHRIER: RE->HEARE.

> A AR D RE (K% AL
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2.3.14. LOG

¥ log R4t FEASE: ZREHE. AMEE. HEFLNSE.
SCRAR AR, BRIAEERR 10 0B ORAT — 1K

SRR ANV E A SERHRAF R G H &

SRR AR IR I AT H & KT — izt H &

ZHEHE S H IR

SCRPSERT AR A, M. VPN HEER

SCHPRE SRR A2

HAWHE

Ha=E, BE=Es. BiEE=Es

FEEEEERE 200
it loglRIS S8 192 168.13.40
TR logARSSS8im ] 512

BEicR=a =

7 Erweer : ; T o

1 USR-G781 kezrn.info [ usbcore: registered new interface driver -~

- UM 8751 kazn:inte i Moboerial: 55 Sesiel suppore sepistered

i Eazn.inte { NETZiItar mansages vis MERLLWC voi30:

: iazn.iara ‘ AEni moat ! egistering wLth afestiink.

i P { e Sonnirack sersion 5.5:0 (350 buskers, 3634 ma)

H kern.inro { CiReviin vb.53 regiovering wich mEncciink.

: keraiinie ! R TERIE | L omipasoas preny Seppoct Toitisiised, veraten 4.1.0

; Farn.inmo { HETTRONY. Copyriame (o) S066-5007 Baiamit T red.

1 kern.infe 4 xt_time: kernel timezone is -0000

- kern:info ! I ot Thvs seas TPvi connsiing acives

H Yarn.inTo { GEeT hE ver Toes demateipiewor ariver

1 kern.infe [ ip_gre: GRE over IPv4 tunneling driwver

1 kern.info [ IPv4 over TPSec tunneling driver

1 kern.info L ip_tables: (C) 2000-2006 Netvfilter Core Team

1 kern.info 4 2. ED’\GDD] ipt_CLUSTERIP: ClusterIP Version 0.8 loaded successfully

1 kern.info ( 2.300000] arp_tables: (C) 2002 David 5. Miller

: Necn:ingo | 31330000} Tebr mubic regieovead

1 kern.err kernel 2.420000) Warning: unﬂbl= to open an inicial console.

h Farn.inte ¢ 15 Gsi madem (1post) comverter decected

3 Nern.info [ E1530001 Uon iz: 54 medem (1porc) somverter mov arvasned £ CYUSED (5%

1 kern.info [ 2.570000) optiom 1-2:l.1: GSM modem (l-port) converter detected “

3 P { 35 mdem (roport) Somrerter mow aitached oo teyusEl

1 kern.info r 11.2: SM modem (l-port) converter detected

1 kern.infe [ GSM modem (l-port) converter now atvached vo cryUSB2

i Ferniinre { S e a Tpore) Sinnereer “detecea

1 81 kern.info r : GSM mudem (l-port) converter now attached to EEYUEEB

1 kgrn info 4 2.660000] GobiNet 1-: th2: regisecer 'GobiNet' ae usb-nued70-ehei-2, GobiNee Ethernee &
Pavsces
R e A

BrETE ESa=F TH#E

mFEHE

AT log IR 454%: i UDP RS- 2810 IP B4, X4 IP

TEFE log RS #%3 11 ki UDP HRS% dsif 11

ARG HEZRAEXR/N: BRIA 200Kk;

BIOFER: BOINBIRER, ACFEngs
AR HE

WZHESH: R, BR. EE. B iR, . 5% B2, L8 AEY: I iER
AR, B

MHHEEH: [ L

0.0.0.0 B A a HiZfe H &

TR N B A IR A R % 61 71 3k 110 I WWW.UST.cNn
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HE (W, NH. VPND ORI &R 3§52 WTHE:

ARESOREE  (F8 v

BE @M

woamersn  witly]  ([ETH
=

[fail -n 200 /tmp/log/useriogd.extden 1 00:00:52 G761 user.warn syslog: adjusting ipsec.d to /etc/ipaec.d

gan” 1 00:00:52 G7! syslog: Labelled TPaec not enabled; value 32001 ignored.

Jun 13 07:49:22 USR-G781 user.debug 4G-LCG([9080]: =1 azgv(0]=httpd.cgi argv[l]=(null) req=POST rul=/cgi-bin/htipd.cgi
USR-G781 user.debug pCmdStr=(func get user_log 1

3 USR-G781 user.debug argc-1 argv(0]=nttpd.cgi argv(ll=(null) reg-POST rul=/cgi-bin/hrred.cgl

USR-GT81 user.deb) STr= get user_log
USR-G781 usex.debug argo=1 argv[0]=httpd.cgi argv(i]=(null) zeq=POST rul=/cgi-bin/httpd.cgi
USR-G781 user.debug pOmAStr=(func get user_log
USR-G781 user.debug argc=1 arqv(0]=httpd.cgl 8rgv(l]=(null) reg=POST rul=/cgl-bin/RTtpd.cgl
USR-GI81 user . debi St x
USR-G781 uaer.debug arge=1 argv[0]=hctpd.cgi argv(l]=(null) Teq=FOST rul=/cgi-bin/httpd.cgi
USR-G781 user,debug pOmASte=(func get user_log |
USR-G781 user,debug arge=1 argv(0]=httpd.cgi Argv[l])=(null) reg-POST rul=/cgi-bin/httpd.cgl
USR-G781 user.deb set user.log.log_localkernlevesinfo
USR-G781 uaser.debug mer. 10g. log_localappleve=debug
USR-G7E1 user.debug 4G-LOG[9465]: pars set user.log.leg_changed=yes
BEd EMEL | TR

Iocals.infa
G781 locals.info
locals.info

ipsec(3295

1psec(3295) :
ipsec(3295] :

1psec(3295]:
ipsec(3296] :

ipsec[3295] :

000

0 algorithm

1: 000
ipsec(3295]: 000
import:admin initiate
000

000

amin initiate
00

Tne

algorithm IKE
algorichm TKE
algorichm IKE
algorithm IKE
algorithm IEE
algorichm TKE
algorithm IKE
algorithm IKE
algorithm IKE
IxE
algorithm IKE
algorithm IKE
algorithm IKE
algorichm TKE
algorichm IKE
algorithm IKE
algorithm TKE

cksize=16,

keydeflen=131
keydeflen=192
keydeflen=128

name=(null), blol
- v 3DES,

nane=CRRLEY GROUE_MODF1024,
name—OAKLEY GROUE_MODP1536

MO .
name—OAKLEY GROUE_MODE2048,
name=CRKLEY GROUE_MODE3072,

dn group:

mtest™: ESP algorithms loaded: 3DES(3)_192-MDS (1) 128
"gest": ESP algorithm newest: 3DES_00D—EMAC MD5; Dfsgroup—<i/A>
#2: "test":500 IKEv1.0 STATE_QUICK I2 (sent QI2, IPsec SA established); EVENT_SA_REPLACE in 27964s; newest IPSEC:

#2: "test” esp.38485c8e€192.168.13.127 esp.7£137boeE192.168.13.186 tun.0B192.168.13.127 tun.0E192.168.13.186

#1: "test":500 IKEv1.0 STATE MATN_ 14 (ISAMMP SA established); EVENT_SA REPLACE in 2834s; newest ISAKMP: lastdpd=-

ipsec start log end, See the ipsec log web for more information

Bt EREEE
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X : WinRAR ST (7.7 KB)

T 3 : httpy//192.168.13.186
ARESCRSR  @e |- SEBCERSR  wit|v s

B Firofox MBI ?
85 me |7 = 17 WO |WinRAR ST (A
o [BHERE
USSR AT, (A

[(w= ][ ==

Bt | smes | FRES

2.3.15. EE AT 4

G781 L Frfi s AT 184, #: AT MHHHAT 154, il www.usrcn#AT+Z.
TEH AT 1842 W 4.2.6AT 5454

+SYSINFO: CHINA MOBILE,LTE

3

Tre A N BARAT B2 % 63 Ul gt 110 1T
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2.3.16. 44 2%

W PETHARE 5 ANEARSCRFRR, DIZIBERTH 9, IR THOEREVIZIpuT i dE, =57
Son R RSER” JE, J5 I B L

> RS B M| RE
> R

> VPN TEE

> Bkis

BE Ebt

> BEfE

T#

EfiElElE
BEISEE
AreER
BN

B 31 EFAE

WET:
> fELAMSAEGEE: RG>
> AR BTN R AR
> RIS RTHGE K

3. DTU IhgE

S TR ey |
BT ETEE
EEETTTEAN

R s

HTTPDiES,
FEEATISS
sz
IEEATIES

B 32 DTUIRER

TR N B A IR A R % 64 T 3k 110 I WWW.UST.cNn
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3.1.1. THEE

3.1.1.1. M FEEHER

3.1.1.1.1. XU

BRI E G781 Eif
4G
SBOEiE I ¥IiE
B EESDTURIEE EHDTUIT B 18R -
ABC ABC
23 r | Tepr
" UDP
i G781 iR
B | prussisEne: TCPIUDPIR S 5258 BIHIHIR « =
& 123 123 o8

F

33 MLBEfEEN

FEMBCT, HP A9 8%, W RUE G781 As il 2 (%% E ik E kS 4s. G781 AT LAk H
55 s R, IR R R B DB

FPAS 5 BEORTE A T Hdie 5 M 8 S8 0 2 T) (SR A i id 72, A R@ g i i 280k B, BI T seailes M
e 55 R 4 1 55 45 2 TR PR B HiE 8 IR

AR FVU % SOCKET %82, 73 %1 SOCKET A, SOCKET B, SOCKET C #il SOCKET D, Ef1&

A HE AT (K. Hoh SOCKET A 3¢ TCP Server. TCP Client. UDP Server. UDP Client U=, ] SOCKET
B. SOCKET C 1 SOCKET D 3§ TCP Client. UDP Server. UDP Client =f#& .

AT LW ETTE:

1. WE TAEBRAANMESE
AT+WKMOD=NET

Grr A NP B AL R A ] i 65 T 3k 110 | WWW.UST.CN
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2.

% B socket A N EEIRAS:
AT+SOCKAEN=ON

% & socket A &y TCP Client:
AT+SOCKA=TCPC,test.usr.cn,2317

A
AT+Z

BEE PR

& USR-G781V1.0.0.20 - l =R él
¥4 language FEE)
[Pmzsn o= cows - g us200 - gmmgmEbnow -8 <1 - @ xmawn]]
AET{EES niTes EER 6
4 ) HTTPDRS 3 AR | 1 B eEr RS |
TCP/UDP TCP/UDP l HNE- 20 2I RAEER I [ T l
e 7
PC s M2M i & BOikE [ HEIES ) HHER ] | EEER ]
FisEERIRE S [ mamemic | [ mEmes | [ wEwreE ]
=T MmO [est.usr.cn |37 | 3 | EiRSEE | [ =mzewmes | Bk ]
km ToC - - = A
| AT+HTPTO?
CisemsE = +HTPTO:10
AT+HTPFLT
5 L&
TiseRsE AT+HTPFLT?
+HTPFLT:OFF
i AirsE @
2EEH W HEEEES AT+WANINFO : - |
SROSH EOpEE 115200
k/HER/ Bl NONE - g8 - 1 -
- {TERE(Bytes) 1000 | BT - o - |
— )
K34 HRERGFEE
1. B MR E R USR-G7817. MR ¥ LRl ol B & B N SHOF Aldi fT TR 117
2. REFHAREBRE, SRt AT R B,
3. AIFHEIEHAISE, SRR SRS 85 k.
4. FEEFETAEHER—ET, e aE R,
5. WE“HLhE AN 74 test.usr.cn £1 2317,
6. AT WEIHMRIETAESH.
7. DRAFSERE)E, R E R AL
HR: S uDP FRGHTEER, G781 A E RN 05 5% B MR O SHM.
G NI BARAT BR 2 5 26 66 11 3t 110 T WWW.USF.cn
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3.1.1.2. HTTPD &%

3.1.1.2.1. UL

HiRiLE G781 i HTTP AR 22

g‘ —

2HDTUA B SRIEH 2R
EERERE TR GET /1.php? SEND=ABC HTTP/1.1

Host: www.abc.cn
Accept:text/html
Accept-Language:zh-CH
User-Agent: Mozilla/s.0
Connection: Keep-Alive

SEND=ABC

hJ

k4

HTTP B35 2512 [EIR 21 1R -

HTTP/M .1 200 OK

G781 Date: Wed, 24 Jun 2015 04:08:35 GMT
Content-Length: 19

Keep-Alive: timeout=15, max=99
Connection: Keep-Alive

Content-Type: text/html

&5 5
T
Mo i 23 o
u

Hjt

RECV=ABC

A

DTUBR S -
B el n ERIEE:
RECV=ABC

<l

'

B35 HTTPD =R
R, AP & i s, R GBI A B & AT REAE R TR E 1 HTTP fRdsas, AR sk iok A
HTTP AR5 a5 s, SR AT IR 4 R 2 D

PN ZORTE & DU 5 2 B B 2 18] i Bt e ot 78, A sl e SR S 80 E,  BIm) sEles Lix
Fo i HTTP 5% a8 1 Bt 3K o

B BOA L B RSB A BHs , FURE R Bdls v o3 R 0 R 1, 7 ) URE A AT 52 i 362 15 JE HTTPD

AT 8RB T::
1. WE T/ERACH HTTPD:
AT+WKMOD=HTTPD

TR N B A IR A R % 67 m dk 110 W WWW.Usr.cn
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2. WE HTTP gk 7
AT+HTPTP=GET

3. WE HTTP [fi% K URL:
AT+HTPURL=/1.php[3F]

4. B HTTP (i RARS 2%
AT+HTPSV=test.usr.cn,80

5. WHE HTTP figR:LE R

AT+HTPHD=Connection: close[0OD][0A]

6. WHE HTTP Hik KB .
AT+HTPTO=10

7. WEEGERZEDAL:
AT+HTPFLT=ON

8. HJi:
AT+Z
##% USR-G781Vv1.0.0.20 - l o |lEl él
7% language ¥EED
[Poanssn: mos coms - g s200 - gaggmmpEbNON - 8 - 1 - @ gsn|]
EETEER WITHS TR G
© P @ wrmeoitst [4 3] [ FREEH | | B i Es A |
HTTP HTTP 1R
| ' 2| AR | | HNBRITS |
*e 7
HTTP server % M2M SORGE ( #Heze ] e ] | BEEE |
HT TSRS [ rememih | [ wEmemu | | wEureE ]
( BE2RE | [ =osmmerzs | | i |
HTTPERAR, GET - = = -
]
S TS AT+HTPTO
+HTPTO:10
BRF St test.ustcn
) AT+HTPFLT?
FES&EmO 80 5
EHAW) 10 AT+HTPFLT?
+HTPFLT:OFF
HTTPE#H{EE Connection: close[0D][0A]
£ TTe Wirss L
B WHEExRTES ATHWANINFO - I
BROs#H EOpdsE 115200
IS HHBMELE NONE 8 - 1 -
—m HTREEBytes) 1000 | BSORE - o - |
_ —
K36 wEHHEIEE
G NI BARAT BR 2 5 % 68 W 3t 110 W WWW.UST.CN
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1. TP LR ERIUSR-G7817, MRAESERRE I EH O ZHOF mdr T8 17,

2. SAERECHET ST, SR E YEi S Hse .

3. M HEARERE", SRE&IEAN AT FEA R E R,

4. EEFETFRA—Fd, #EP“HTTPD Rz,

5. WHEHTTP R FTRX" N GET. WEHTTP ERF URLA“1.php[3F]". ¥ & “AR 5% 28 Hudlk” A
“test.usr.cn”. 1 & “Ik 55 28 uim 17~ 80, BB “HRITf[A]”4 10 70 . % & “HT TP i R k15 B A“Connection:
Keep-Alive[OD]J[OA]" #EH*it i HTTP ki H”.

6. mRi"REIFRIEITHSE

7. PRAFEER)E, DRAFSEHR)E, s R E S LA

TR N B A IR A R % 69 1 3t 110
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3.1.2.80

3.1.2.1. A

®12 BOELXEYH

mH ¥
N 1200, 2400, 4800, 9600, 19200, 38400, 57600,
115200, 230400, 460800
4 7Y DA 7.8
(AR 1,2
NONE (TeA:3647)
L LA EVEN (k56
ODD (&5
. NFC: JClffiiiss
"T¥21485 485:485 {5

e WIS R, 15EIAEE NFC 5% 485 it
3.1.2.2. Bl

3.1.2.2.1. RiEfik R

G781 fEHUCK H UART HIEEET, S AN A 2 AHAR 2 AN 715 O Ta) B i (] o 4n SR (] B s 8] K 145 3 —
COTIEIERE” , AN, B B ECEE B BR TS T AKE CBRILE 1000) 715, Fx —mi%L
WEAEN—A TCP 5t UDP K [7] W 4% it o X BL [ < I () B0 MR 7 BP9 1 60 ) g N JB) o AT 8% 2 1190 3 L 2
10ms~60000ms. H/) Ekik 50ms.

EASHT LR AT 2RI E, AT+UARTFT=50.

T1 12
T2-T1=T, TR¥TEIEIIRETE]

A9IE]

ENTEIES EN+114UER
Ea—1TFD NE—TF1

B 37  EFiEf AR
3.1.2.2.2. KEfiRER

G781 fEHCR B UART HIBIERT, S AWk & CE I B i 7 8. S I B i 7 ok B — K
BERME”, WEANA—WIZE . X — iR N —> TCP 85 UDP 4% [7] I 8 3t o 3% HL 0K B R B 3T ke
. Al E TR 1~4096. H)ERIA 1000.

TR N B A IR A R % 70 w3t 110

p=i
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EANSHT R AT 2R E, AT+HUARTFL=<length>.

ERERNENTTT

EREINEMT T
M-N=L, UatTeKE

HEEE—F1 HIEEET—1TF1
B 38 KEMEER
3.1.2.3. &8 RFC2217
S G781 =i

UART I GRRSEE

1—F%1—P

ToRUDPEE

e

.......

# OiBfs FLoiE S
FEEEEE EX@sds
(9600 )
= = 4 = >
IET—”iEEB;%['EFE EHFEEHE
4 — ' G
ot TH Y R FFC2ZITIHA SR = 0
RFC.:.::[J.E-:EL; agsz‘s,u G . ~ iimz00 |
7
i 3 BE
J =
& Ex s ! S =
& (115200 > _ 7 -
ERFE£EE
(115200 FREBEHIE
¢ 4 )
sl s
B39 HKRFC2217 DigenEE
HIhEERALT RFC2217, BPNMZKumsh A C0E S8, M 28 i AOE T & R 8 PS5t , B a] SRy
Grr A NP B AL R A ] 71 W3 110 W WWW.UST.cn


http://h.usr.cn/
http://www.usr.cn/

FAS
o° i AE
x BAER

BAAEMHSE ! USR-G781 i B 5 84 - i http://h.usr.cn
Bh QS EL RSO RN LR, W EEE, KRFERNSH.

PriSCUE A
PSS 8 AN, BRI, 2541 19EUE N HEX #%5K:
F 13 L RFC2217 MY

T 3 3 1 1
=N RIR— -~ ¥ i
- =T RD T AN bit SRFRA | /i TH DAL A
T (e F 5 , 5 N o . R
A L RIS S, WLER | &, Zmgat
{LAE A
25451
55 AA55 01 C200 83 46
(115200,N,8,1)
2451
55 AA55 00 25 80 83 28
(9600,N,8,1)

Fz 14 SBOSENL bit & XiHA

00 5 fr ¥ 7
; . 01 6 i EdE 7
1:0 T
HEALETE 10 7 R b
11 8 L H iz s
N 0 DRI DA
2 = AT ———
Ll ] 2 frfie ik fr
0 AN BERR IR AL
3 % W i At
UL fi L R
00 ODD # R4
5:4 L R A T 01 EVEN fE& 56
10 Mark & —
7:6 T X 00 H5E 0
Gra A N AR A BR A & 072 513 110 | WWW.UST.CN
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3.1.3.%¢ TR

3.1.3.1. FEMEThEe

_3

TCP Server

&40 ERaTsEsRE

TEMZEAERICT, B A DOk R LR 8 4% 1 IR S5 28 IR VEM L . VEMHVEL N T ik AR 55 2% BE 5 1R A B0 SRR
W, AR NIRIUIRSS B DhRER B RS . Ve AL AT DATE S 45 5 RS a s L e 0%, Hm] DAYE RN A
(AT M A, ER— AR MR EHE T LUE ICCID 65, IMEI 5, B8H & MR .

® |ICCID, SIM [fyME—iR5%, EHTHT SIM RIEBFIR .

IMEI, DTU &4 W £ DTU ME—R0RS, &M T2 T RS EBMIRE, 5HN %R SIM RTEXK.
CLOUD, #TH NiFEfe= R AAS, 8% & 1 CIRIRR AL S5, IR A NiE
e % o

® USER, M/ H&EXEHE, vIRHTH @ SO s .

F15 BEATHESKE

EiFR 2y i R4 Uik BINSH
AT+ REGEN )R B SRR OFF
AT+ REGTP )5 B AR Y R A USER
AT+ REGDT AR E B E SCEHE R 7777772E7573722E636E
AT+ REGSND AR B I k% T DATA
AT 1B RETTE:

1. JFREMEIEE:
AT+ REGEN=ON

2. WEEMBNEREOVH BEX:
AT+ REGTP=USER

3. BEAESGEM MR-

p=i

WWW.usr.cn
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AT+REGDT=7777772E7573722E636E

4. BETEMHROE T AR M Ay R e ) ok -
AT+ REGSND=DATA

5 EH)i:
AT+ Z
& USR-G781Vv1.0.0.20 - l‘:' El él
7% language ¥EED
[porozan o coms - mem 115200 - gaggmmdELNON - 8~ 1 - @ x@sn|]
EETEER WITHS TR G
4 ) HTTPOR 3| e I G |
TCP/UDP TCP/UDP i O EHE
| 2| i ATE S ] RS |
e /
PC 5 M2M ik & O [ HENES | THER ] | HRER ]
PRI AR 4 [ rememih | [ wEmemu | | wEureE ]
| BE2RE | [ =osmmerzs | | i |
O s . _
AT+HTPTO?
+HTPTO:10
] BRLHE
| AT+HTPRLT?
_ S) | AT+HTPRLT?
Y B MR RS REEAE AR - | HHTPRLT:OFF
SRRAE  EENAEE - e
BRENENE 7777772E7573722E636E [V Hex B HiTsEEe K]
ZREH W IEEES ATHWANINFO : - l
BROs#H EOpdsE 115200
SR/EUREL  NONE - 8 - T .
- TEREEyes)[1000 | BideRT i - o - |
_ ]
B41 BERHEFEE
1. THLTHERERMUSR-G781". RIFLFREHIE S NSHIF T8 07,
2. RS SRBCYATSEC, SARIUTA Ui S E0 R
3. Ml AR ERE”, FfrR& N AT 152 E A
4. EEF TR, g E eI E socket 1S4,
5. JFEEMAIIRE, JFXE SIS
6. MEFWEIMRFEIAZEC.
7. RAFTEEESE, SR E R R
TR A NIBRINH ARG BR A 7] 74 W3 110 W WWW.UST.CN
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3.1.3.2. LBk LA

Py MEOBEE

L

MCU

O OBEE

K42 DLEBEDEREE

ERZEAEI T, P T DAL DTU RIS OB LB T LRI R4 IR 5 8 A%, H0mT Bl e 1
BRI
) R 2% i ki T H RN T SRS SR ER:, ALK 2SN R E] WA 2 W) iR 45 8 SR
[¥) DTU {545 5 IR 55 28 & 1% .
E R 55 28 T e 46 RO B e B R A IR A, N TR B E TR, FP AT LR, F R LA b R O
PhE (EWTES) , KRB MRS S KEE TR 2.
K16 BEATHESE

EiE Ry i R4 ise BRiINSH
AT+ HEARTEN B[R E AR OB E OFF
AT+ HEARTDT A5 B O BB B 7777772E7573722E636E
AT+ HEARSND | #ifi/ B OBk ELI & 1% 7720 NET
AT+ HEARTTM )5 B OB 2 [T 30
AT 184 BT A:

1. JFRLBEREDEE:
AT+ HEARTEN=ON

2. WELBOHE:
AT+ HEARTDT=7777772E7573722E636E

3. WEOBMAIETT XK R 4 b
AT+ HEARTTP=NET

4. BB AL ] R I ] -
AT+ HEARTTM=30

5. HJ:
AT+ Z

TR N B A IR A R % 75 7 3k 110
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WHE PR R
& USR G721 vi0020 (BN
7% language ¥EED
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AT

> Dhfg: WKIE S, AT U AT &2 Ak TiE SR A .
> 1%
& i
AT{CR}
{CRHLF}OK{CRHLFHCR}LFIOK{CRHLF}

AT+H

> Digg: WA
%
& Hifl:
AT+H{CR}
{CRKLF}help message{CRHLFH{CRHKLF}OK{CR}{LF}
> S
€ help message: fE4 L.

A\

AT+E
> Dife: AWARE R A AT IBAHIEEIRE.
> %
& HlHETSEUE:
AT+E{CR}=k AT+E?{CR}

{CRH{LF}+E:status{CRH{LFH{CRHLF}OK{CR}LF}
& WH:

AT+E=status{CR}

{CRHLF}OK{CRKLF}

€ status: [FIEIRE, GFE:
%  ON: JI)5
% OFF: &M
> fil: AT+E=ON
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AT+Z

> ThRg: BMHEE.

> K
AT+Z{CR}
{CRHLF}OK{CRKLF}

AT+R

> ThEg: BOREH.

>
AT+R{CR}
{CRHLF}OK{CR}LF}
AT+ENTM

> ThRe: WERAIR B ETH TR
> &
&  HUTHREDIRE:
AT+ENTM{CR}
{CRYLF}OK{CR}LF}

AT+WKMOD

A\

UhRe: Bl E AT TR,
> %
& Tl YETSHUAE:
AT+WKMOD{CR}&k AT+WKMOD?{CR}
{CRH{LF}+WKMOD:mode{CRHLFH{CR}LF}OK{CR}{LF}
& THE:
AT+WKMOD=mode{CR}
{CR}{LF}OK{CRHLF}
> S
€ mode: TEMR, 5
% NET: WZiEEmR
% HTTPD: HTTPD #&=
> fl: AT+WKMOD=NET

AT+CMDPW

> ThRgE: EMAE G HM.
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> A

& HYETSEE:
AT+CMDPW{CR}s{ AT+CMDPW?{CR}
{CRH{LF}+CMDPW:password{CR{LFHCRHLF}OK{CR}LF}
’ -‘L&E:
AT+CMDPW=password{CR}
{CRHLF)OK{CR}LF}
> B
€ password: A%, 1~10 MFATH) ASCIH .
> fil: AT+CMDPW=www.usr.cn#

AT+STMSG

A\

Dife: B E A RanE B
> kg
& Tl SHE:
AT+STMSG{CR}&k AT+STMSG?{CR}
{CRHLF}H+STMSG:message{CRH{LF{CRHKLF}OK{CRH{LF}
& E:
AT+STMSG=message{CR}
{CRHLF}OK{CRKLF}
> B
€ message: WIEE, W& EHEEZE, E3ifHrEE. 0~20 F15 ASCII i,
> f]: AT+STMSG=www.usr.cn

AT+CSQ

A\

Dhee: B LHE SREER.
> K
& HifHETSHUA:
AT+CSQ{CR}={ AT+CSQ?{CR}
{CRY{LF}+CSQ: rssi,ber {CRYLF{CR}LFIOK{CR}LF}
> 3.
& rssi: FUESEREER
<  GSM #l:: F/x RSSI, BUEIEE 0~31, 99.
0: /N85 T-110dBm.
1. FNVEEE SEMRS, e Bk 1.
2~30: X}%-109 dBm ~-53dBm.
31: K14 7-51dBm.
99: ARAIEATIM.
< TDSCDMA/WCDMA fi|#;: 7~ RSCP, HUETEH 100~199, SZPr{EM-100.
0: /N5 T-115dBm.
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1~90: *fM-114dBm ~-26dBm.
91: KT4%T-25dBm.
99: ARENEATI,

% LTE #l=0: */x RSRP, HUEJEMH 100~199, SZFR{EMN-100.

0: /T E&T-140dBm.
1~96: XfM-139dBm ~-45dBm.
97: K147 -44dBm.

99: ARENELATII

AT+NETMODE

A\

Dhfig: YA AR
> 1%
& TN ETSHUAE:
AT+ NETMODE {CR}&{ AT+ NETMODE?{CR}
{CR}LF}+ NETMODE:mode{CR}{LFH{CRHLF}OK{CR}LF}
> SR
& mode: TAERS, f4E:
To 2%
GSM
CDMA1x
TDSCDMA
WCDMA
EVDO
LTE
TDDLTE
FDDLTE

R/
0’0

e

8

5

8

5

8

R/

R/
0’0

5

8

R/
0’0

5

8

0’0
NI H DR

AT+CPIN

A\

Ihag: E/E SIM R PIN 9.
> R
& Tl SHE:
AT+ CPIN {CR}&{ AT+ CPIN?{CR}
{CR}HLF}+ CPIN:code{CRH{LF}{CRHLF}OK{CR}LF}
® XH:
AT+STMSG=message{CR}
{CRYLF}OK{CR}LF}
> =¥
€ code: SIM KK PIN fig.
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AT+APN

Y

Difig: AWCE APN 5.
> kgt
& HifHETSHUA:
AT+APN{CR}& AT+APN?{CR}
{CRHLF}+APN:code,user_name,password,auth{iCR{LFH{CRH{LF}OK{CR¥LF}
i&.ﬁ:
AT+APN=code,user_name,password,auth {CR}
{CRKLF}OK{CR}{LF}

*

£

code: APN
user_name: /4
password: #15
auth: %8075
AT+APN=CMNET,,,0

T 660y

AT+RELD

> Difg: IKERPERARE, BESER.
> 1%
& PATIREIRE:
AT+RELD{CR}
{CRHLF}OK{CR}LF}

AT+CLEAR

> Digg: EH) WE, WReEE.
> i
& PUTIREIRE:
AT+CLEAR{CR}
{CRKLF}OK{CR}{LF}

AT+CFGTF

> Thig: B YR ITSERE NS L.
> kg
& PUTHREDIRE:
AT+CFGTF{CR}
{CRH{LF}OK{CR}LF}
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AT+VER
> ThEg: BB E R RCA

>
& HiHETSEUE:
AT+VER{CR}& AT+VER?{CR}
{CRHLF}+VER:version{CRHLF{CRKLF}OK{CRHLF}
> B
€ version: [EfFRAS

AT+SN

A\

UiRe: B &N SN .
> 1%
& Tl YETSHUAE:
AT+SN{CR}&{ AT+SN?{CR}
{CRYLF}+SN:code{CRHLFH{CRHLF}OK{CRHLF}
> SR
& code: SN 15

AT+ICCID

> gt Bl ICCID i,
> K
& HifHETSHUA:
AT+ICCID{CR}=k AT+ICCID?{CR}
{CR}LF}+ICCID:code{CRKLF}{CRHLF}OK{CRHLF}
> =¥
€ code: ICCID fi,

AT+IMEI

Y

Difig: AWEAR IMEL S,
> 1%
& HlHETSEUE:
AT+IMEKCR}=k AT+IMEI?{CR}
{CRH{LFMIMEI:code{CRHLF{CRHLF}OK{CRHLF}
> S
& code: IMEIfg,
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AT+UART

Y

i

£ mill/ES OSH.

> g

L 2R 2 *

*

> il

AT+UART{CR}=} AT+UART?{CR}

{CRKLF}+UART:baud,data bit,stop bit,parity,flow contro{ CR{LF{CRKLF}OK{CR}{LF}

WHE:
AT+UART=baud,data bit,stop bit,parity,flow control{CR}
{CRHLF}OK{CR¥LF}

baud: 4%, 300~460800 U [ A HESAE .
data bit: FdfEfr, .

S 7 T EE

% 8: 8Ni¥dE

stop bit: {5147, FLHE:

% 1. 1A %dE

& 2: 2

parity: 57, HHE:

NONE: A%

ODD: #i5:

< EVEN: {5

flow control: ifE, MHE:

<% NFC: TR

< RS485: {{iH] RS485 Jjfie
AT+UART=115200,8,1,NONE,NFC

0,
0.0
0,
0‘0

AT+UARTFT

A\

b
%4

i

U A 1T B IR BRI 1]

> g

AT+UARTFT{CR}&; AT+UARTFT?{CR}
{CRYLF}+UARTFT:time{CRKLFH{CRHLFIOK{CR}HLF}
WH:

AT+UARTFT=time{CR}

{CRYLF}OK{CR}LF}

> S

*

Lk

time: FIALIEBFATE], JuHlZ& 10~60000ms, ERIAE 50
AT+UARTFT=50
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AT+UARTFL

Y

Diee: B E S DK,
> 1%
AT+UARTFL{CR}& AT+UARTFL?{CR}
{CR{LF}+UARTFL:length{CRH{LFH{CRH{LF}OK{CRH{LF}
AT+UARTFL=length{CR}
{CR{LF}OK{CRHLF}
> S
& length: TR, WEHEE 1~4096 77, ERIAE 1000.
> . AT+ UARTFL =1000

AT+RFCEN

A\

Dhfig: WA E R SRS RFC2217 k.
> kg
& Tl YETSHUAE:
AT+RFCEN{CR}& AT+RFCEN?{CR}
{CRY{LF}+RFCEN:status{CR{LF{CRHLF}OK{CR}{LF}
& WH:
AT+RFCEN=status{CR}
{CRYLF}OK{CR}LF}

& status: 2% RFC2217 WiRsfHiReiRAs, .
< ON: fiifig
% OFF: Z£i-
> fil: AT+RFCEN=ON

AT+SOCKA

A\

Thee: T E socket A IS5,
> KR
& Tl SHE:
AT+SOCKA{CR}&; AT+SOCKA?{CR}
{CRKLF}+SOCKA:protocol,address,port{ CRH{LFH{CRHKLF}OK{CR}H{LF}
& XHE:
AT+SOCKA=protocol,address,port{CR}
{CRYLF}OK{CR}LF}
> =¥
& protocol: JEEWMYL, LFE:
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% TCPC: TCP &7
% TCPS: TCP x5+
< UDPC: UDP % J"ifi
< UDPS: UDP %%

& address: JR&-AsHubE, HHbHER] DL A ER 1P,
& port: fR54sum, Vo 1~65535.
> . AT+SOCKA=TCPC,test.usr.cn,2317

AT+SOCKB

A\

> kg

ThRe: )/ E socket B [Z4.

& T4 ETSHUE:
AT+SOCKB{CR}& AT+SOCKB?{CR}

{CRHLF}+SOCKB:protocol,address,port{ CR{LF{CRKLF}OK{CRKLF}

& WH:

AT+SOCKB=protocol,address,port{CR}
{CRHLF}OK{CRKLF}

& protocol: HEPMY, FLFE:

*,

» TCPC:

‘0

&4 UDPC:
s UDPS:

TCP & ' ifi
UDP % J biii
UDP %5 2%

& address: ARg-adhhlb, prihhbnl Pl AL E 1P,

& port: AR5

Ui I, Y&l 1~65535.

> . AT+SOCKB=TCPC,test.usr.cn,2317

AT+SOCKC

> IhAE:. &% E socket C KIS HL.

> KR

L N ETIE SR

AT+ SOCKC

{CRHLF}+ SOCKC:protocol,address,port{ CR{LFH{CRHKLF}OK{CRHLF}

¢ BE:
AT+ SOCKC

{CR}={ AT+ SOCKC?{CR}

=protocol,address,port{CR}

{CRYLF}OK{CR}LF}

& protocol: JEEWMYL, LFE:

TCPC: TCP % j i

% UDPC:
% UDPS:

UDP % J7 i
UDP iR 2%
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& address: JR&-AsHubE, HHbHER] DA A ER 1P,
& port: RS, Vo 1~65535.
> . AT+ SOCKC =TCPC,test.usr.cn,2317

AT+SOCKD

Y

hig. Til)%E socket D KIS,
> KR
& Tl SHE:
AT+ SOCKD {CR}&k AT+ SOCKD?{CR}
{CRHLF}+ SOCKD:protocol,address,port{ CRH{LF{CRHKLF}OK{CRHKLF}
& E:
AT+ SOCKD =protocol,address,port{CR}
{CRHLF}OK{CRKLF}

& protocol: JEEWMN, FLFE:

TCPC: TCP % /)"

»  UDPC: UDP % /i

< UDPS: UDP %%
& address: JR&5asthl, pibhbn US4 EL 1P,
& port: JlRgEsum, ol 1~65535.

> . AT+ SOCKD =TCPC,test.usr.cn,2317

R/
0’0

*

*,

L)

*

AT+SOCKAEN

> ThAg: AWAE R R URE socket As
> K
& HiHETSHUE:
AT+SOCKAEN{CR}&{ AT+SOCKAEN?{CR}
{CRYLF}+SOCKAEN:status{CR{LF{CR}{LF}OK{CRH{LF}
& WE:
AT+SOCKAEN=status{CR}
{CRYLF}OK{CR}LF}
> =¥
€ status: socket A THAE(EREIRAS, HLHE:
< ON: flig
< OFF: %%if

AT+SOCKBEN

> ThAg: EiR/E 2 5 AE socket B.
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> A

& HifHETSHUAE:
AT+SOCKBEN{CR}& AT+SOCKBEN?{CR}
{CRH{LF}+SOCKBEN:status{CRHLF{CRH{LF}OK{CR}LF}
’ i&.ﬁ:
AT+SOCKBEN=status{CR}
{CRHLF}OK{CRHKLF}
> ¥
€ status: socket B UJREfHREIRES, BFE:
< ON: flif
< OFF: %1k

AT+SOCKCEN

A\

Dhfig: AR E 2 S RE socket C.
> 1%
& Tl YETSHUAE:
AT+ SOCKCEN {CR}&k AT+ SOCKCEN?{CR}
{CRHLF}+ SOCKCEN:status{CR{LFHCRHLF}OK{CRHLF}
L S
AT+ SOCKCEN =status{CR}
{CRHLF}JOK{CR}LF}
> L
& status: socket C THAEMHREIRA, LH5:
< ON: f#if

A OFF: %@JJ:
AT+SOCKDEN

> Difg: AW E R SR socket D,
> K
& HifHETSHUA:
AT+ SOCKDEN {CR}=k AT+ SOCKDEN?{CR}
{CRHLF}+ SOCKDEN:status{CRH{LF{CRHLF}OK{CRKLF}
& HE:
AT+ SOCKDEN =status{CR}
{CRHLF}OK{CR}LF}
> =¥
& status: socket D HAEMEREIRZ, 4.
< ON: flif
< OFF: %%if
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AT+SOCKALK

Y

INfE: 7Tif socket A 75 L@ TR .
> 1%
& HifYETSHUAE:
AT+SOCKALK{CR}zk AT+SOCKALK?{CR}
{CRHLF}+SOCKALK:status{CRHLFHCRHXLF}OK{CR}LF}
> ¥
& status: socket A EFLIRAS, BE:
< ON: &R
< OFF: R

AT+SOCKBLK

A\

Ififit: 731 socket B f& 15 O T4 R .
> 1%
& Tl YETSHUAE:
AT+SOCKBLK{CR}ak AT+SOCKBLK?{CR}
{CRHLF}+SOCKBLK:status{CRHLFHCRHLF}OK{CRHLF}
> SR
& status: socket B EBRRE, .
< ON: %

< OFF: Riff

AT+SOCKCLK

A\

IfE: 7T socket C f& 75 L@ STk
> K
& HifHETSHUA:
AT+ SOCKCLK {CR}#k AT+ SOCKCLK?{CR}
{CRH{LF}+ SOCKCLK:status{CR{LF{CRHLF}OK{CR}LF}
> =¥
& status: socket C IEREIRAS, H4FE:
< ON: %R
< OFF: K

AT+SOCKDLK
> IhEE: i) socket D &5 OV LIEE.

> A%
& EHHASAUAE:
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AT+ SOCKDLK {CR}5;, AT+ SOCKDLK?{CR}
{CRH{LF}+ SOCKDLK:status{CRHLF{CRHLF}OK{CR}LF}
> ¥
& status: socket D EFRIRAS, B4F:
< ON: C&E#

< OFF: ARk

AT+SOCKIND

A\

The: 0% B I Re i 1B 15 20 >R socket.
> kg
& HilYETSHUAE:
AT+SOCKIND{CR}&; AT+SOCKIND?{CR}
{CRY{LF}+SOCKIND:status{CR{LF{CRH{LF}OK{CRHLF}
® WHE:
AT+SOCKIND=status{CR}
{CRY{LF}OK{CR}{LF}
>
& status: FREEEIE KR socket THAEMIGEIRE, GF:
< ON: J)3
< OFF: XH

AT+REGEN

A\

Thag: Al E R BRI B IhRE .
> KRR
& Tl
AT+REGEN{CR}& AT+REGEN?{CR}
{CRH{LF}M+REGEN:status{CR{LF{CRHLF}OK{CRHLF}
& WE:
AT+REGEN=status{CR}
{CRYLF}OK{CR}LF}
> =¥
& status: JEMMEIIREMEREIRA, 4E:
% ON: T8
< OFF: %M

AT+REGTP
> Difig: EWAET AR A AR,

> A%
& EHHASEUAE:
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AT+REGTP{CR}& AT+REGTP?{CR}

{CRH{LF}M+REGTP:type{CRYLF{CRHLF}OK{CRHLF}
’ i&.ﬁ:

AT+REGTP=type{CR}

{CRH{LF}OK{CRKLF}

& type: VEMEHREA, M.
< ICCID: ICCID 4
< IMEl: IMEI %
< CLOUD: &t =Ihfk
< USER: HIJ"HEX
> fil: AT+ REGTP =ICCID

AT+REGDT

A\

Dhfie: AWARE A e UM R -
> kg
& Tl YETSHUAE:
AT+REGDT{CR}& AT+REGDT?{CR}
{CRH{LF}+REGDT:data{CR}{LF}{CR}{LF}OK{CR}{LF}
& WH:
AT+REGDT=data{CR}
{CRH{LF}OK{CRHLF}
>
& data: F 7/ HESCEMEEE, SR F BN, RRKE 256 F. Glu: ZHEN
7T777772E7573722E636E, WIXRH ASCH f5& -0 www.usr.cn
> . AT+ REGDT = 7777772E7573722E636E

AT+REGSND

A\

Dige: EWAREEME R RIETT K.
> K
& HifHETSHUA:
AT+REGSND{CR}&{ AT+REGSND?{CR}
{CRHLF}+REGSND:type{CRHLF}{CRH{LF}OK{CRHLF}
® H:
AT+REGSND=type{CR}
{CRHLF}OK{CRHLF}
> =¥
& type: KikJ5, BFE:
< LINK: #IER K%
< DATA: VEMEEHE 83 Ik
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> fil: AT+ REGSND = DATA

AT+CLOUD

> Difg: BmlAREA NEERTIRERIEN S
> KR
& Tl SHE:
AT+CLOUD{CR}&k AT+CLOUD?{CR}
{CRHLF}+CLOUD:id,password{CR{LF{CRHKLF}OK{CR}NLF}
& E:
AT+CLOUD=id,password{CR}
{CRHLF}OK{CRKLF}
> B
& id: HANBELIRERVEN ID, KER 20 D7,
& password: H NZELIDREREEEN, KEZ8ANFT.
> fil: AT+ CLOUD = 12345678901234567890,12345678

AT+HEARTEN

A\

Difig: EWAKE R SR OBk RE.
> KRR
& HifHETSHUA:
AT+HEARTEN{CR}i AT+HEARTEN?{CR}
{CRYLF}+HEARTEN:status{CRH{LF{CRHKLF}OK{CRHLF}
‘ &E:
AT+HEARTEN=status{CR}
{CRYLF}OK{CR}LF}
> =¥
& status: OBVEIIRERDIRG, Q3
% ON: JI&8
< OFF: %M

AT+HEARTDT

> Theg: ER/EE OBV EE .
> &
& HlHETSEUE:
AT+HEARTDT{CR}&{ AT+HEARTDT?{CR}
{CRYLF}+HEARTDT:data{CR{LF{CR}LF}OK{CR}LF}
& XH:
AT+HEARTDT=data{CR}
{CRYLF}OK{CR}LF}
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> .

& data: OBVEEHE, +SEEHEFRFE, 2~80 BT, Blan: SEUENTTTTTT2E7573722E636E”,
R ASCI AR 7= U2 www.usr.cn
> fil: AT+ HEARTDT = 7777772E7573722E636E

AT+HEARTSND

> Dhig: AWAREOBVERRIZETT
> g
& T SEUE:
AT+HEARTSND{CR}&k AT+HEARTSND?{CR}
{CRHLFHHEARTSND:type{CRHLFH{CRKLF}OK{CRKLF}
& WE:
AT+HEARTSND=type{CR}
{CRHLF}OK{CRXLF}

& type: KX, BIE:
< COM: [\ & Mg & i%E OBk
< NET: [\] 2% A& 32 O kA
> fil: AT+ HEARTSND = COM

AT+HEARTTM

> IhfE. ASCE O BRI % TR R A
> K
&  HiYETSEE:
AT+HEARTTM{CR}&{ AT+HEARTTM?{CR}
{CRYLFIH+HEARTTM:time{CRK{LF{CRHLF}OK{CRKLF}
‘ &E
AT+HEARTTM=time{CR}
{CRY{LF}OK{CR}LF}
> 3.
& time: JE[AIRGITE], ATiE G 2 1~6000S.
> . AT+ HEARTTM =30

AT+HTPTP

> Theg: AWAKE HTTP iFRkT7 .
> kg
& HMETSEE:
AT+HTPTP{CR}&k AT+HTPTP?{CR}
{CRHYLF}+HTPTP:type{CRHLF{CRHLF}OK{CR}LF}
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VA
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’ i&.ﬁ:
AT+HTPTP=type{CR}
{CRHLF}OK{CR¥LF}
> B

& type: HTTP &Ry, €.
< GET: get i3k
% POST: post =
> ffl: AT+ HTPTP = POST

AT+HTPURL

A\

IhfE: Ei/SE HTTP 5K URL.
> kg
& TN ETSHUAE:
AT+HTPURL{CR}& AT+HTPURL?{CR}
{CRYLF}+HTPURL:URL{CRH{LF}{CRHLF}OK{CR}{LF}
L S
AT+HTPURL=URL{CR}
{CRY{LF}OK{CR}LF}
S

>
€ URL: HTTPi&E:RM URL, #lt/1.php[3F], # XEMNiES% GRS uii) =15,
>

1. AT+ HTPURL = /1.php[3F]

AT+HTPSV

A\

Dhee: WA E HTTP GRS 28240
> i
& Tl

AT+HTPSV{CR}&{ AT+HTPSV?{CR}

{CRHKLF}+HTPSV:address,port{ CR{LFH{CRKLF}OK{CR}{LF}

& WH:
AT+HTPSV=address,port{CR}
{CRHLF}OK{CRHLF}
>
& address: fR&asthE, pHbhERT US4 EL 1P,
& port: JRgasi, A E EEZ 1~65535.
> fi]: AT+ HTPSV = test.usr.cn,80

AT+HTPHD

Thie: AL E HTTP iHRALE R,
s
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&
x BATEAEMSE! USR-G781 i Bl Bk % i http://h.usr.cn

&  EHilYHTSEE:
AT+HTPHD{CR}& AT+HTPHD?{CR}
{CRYLF}+HTPHD:head{CR}{LFKCR}LF}OK{CR}LF}

& WHE:
AT+HTPHD=head{CR}
{CRH{LF}OK{CRKLF}

ZH

& head: HTTP i&ERMIL{E8. U Connection: close[OD][0A], #47iLL[OD][0AS: &, #% UHENiES
x (FPRRT S U FAT.
> fi: AT+ HTPHD = Connection: close[0D][0A]

AT+HTPTO

Dhfe: TH/E HTTP &K i8S a]
1%
& T4 ETSHUE:
AT+HTPTO{CR}&} AT+HTPTO?{CR}
{CRHLF}+HTPTO:time{CRKLF{CRHLF}OK{CR}LF}

® WHE:
AT+HTPTO=time{CR}
{CRHLF}OK{CR}LF}
S

& head: HTTP iR A, Wi y6E 2 1~600S.
> ffl: AT+ HTPTO =10

AT+HTPFLT

Thg: MR ERTIEIE HTTP iR 5 B HLE R
AW
& HHHHT A
AT+HTPFLT{CR}& AT+HTPFLT?{CR}
{CRYLF}+HTPFLT:status{CR{LF{CRHLF}OK{CR}LF}
& XHE:
AT+HTPFLT=status{CR}
{CRYLF}OK{CR}LF}

& status: ZEUE HTTP iEREIEEBRHLER.
% ON: T8
<  OFF: ;’%Pf_‘]
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5 BRRFA

2wl G NI BARATBR 22 7]
Mo g1k ARG RS T ECET X AROR BT 1166 SRR 1S5 11 R

W dk: http://www.usr.cn

P FEFG: http://h.usr.cn
e 46: sales@usr.cn

H 1%: 4000-255-652 (¥ 0531-88826739

ANBR: AHEHCHAEAKRE
AR ANEAAME

PR WH WE MEeE
ANE%: REME EEEH HRBK

6. I

AR R G781 i MR B, ASTRIARIR AP R BUIVEAT, JFR A R B 7R, siBIAR IR
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