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rootEe ; ual-machine:—#
root@edu-virtual-machine:~# vi fetc/ipsec.conf

conftig setup
#interfaces=%defaultroute
protosta netkey
plutodebug=all
plutostderrlog=/var/Llog/pluto.log
nat_traversal=
virtual private=%v4:192.168.5.08/24
oe=off

#include Jetc/ipsec.d/examples/no_oe.conf

conn road
left=192.168.132.66
leftid=@left
leftnexthop=%defaultroute

right=192.168.13.13
rightid=@right
rightsubnet=192.168.1.8/24
rightnexthop=%defaultroute

type=tunnel
Buto=add

:~# v1 Jetc/ipsec.secrets
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63 IPSEC izt 4

IXARE GROOV2 FENLFLZRBC & 52 ik, HJH—F G800V2, 1 LAFHFNLIE I G8OOV2 i wifi, 4RJG1E L
ping FHLHY IP, fit ping i, E/EETAEL_ Road Warrlor BB I Flan: FRFHIIREE 1P: 192, 168. 1. 114

rnnt@pdu ulrtua1 wachlne -# ping 192.168.1.114

PING 192.168.1.114 (192.168.1.114) 56(84) byteﬂ of data.

64 bytes from 192.168.1.114: 1cmp_reg=1 time

64 bytes from 192.168.1.114: 1cmp_reg=2 3 time

64 bytes from 192.168.1.114: 1cmp_ req-j 3 time

64 bytes from 192.168.1.114: 1cmp_reg=4 63 time=1784 ms

64 bytes from 192.168.1.114: 1icmp_reg=5 3 time=777 ms

64 bytes from 192.168.1.114: 1icmp_reg=6 3 time=1501 ms
.114: 1cmp_req=7 3 time=503 ms

.114: 1cmp_req=8 3 time=619 ms

.114: 1cmp_reqg=9 =63 time=8.62 ms

64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.

-~

H

--- 192.168.1.114 ping statistics ---
9 packets transmitted, 9 received, 0% packet loss, time 8045ms
rtt min/avg/max/mdev = 8.623/725.247/1784.277/541.355 ms, pipe 2
root@edu-virtual-machine:~# |
64 IPSEC MiX 5
Net-to-Net B3 I8 H, Z8NH— A BRI EIEE, Bl ARESE, oaawEwl,
PABSLILGE FE (1F AR B 7 2 Te)iEAE,  BIRT 7 .
2450 K.«
TRIRBE
G8O0OV2 MM E : WAN [: 192.168.13.167 LAN H: 192.168.20.1 FM T pc: 192.168. 20. 214
G806 MM E : WAN . 192.168.13.165 LAN [: 192.168.1.1 T N pc: 192.168. 20. 177
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g HREE EERE

HEREESEA Net-to-NetEx 7

TSR BERT Y

THEEEM VPN EFR T

EEET test
DHCP/DNS
FHE FymgEl]l  wan_wired ¥
EpiEm FHTM  192.168.20.0/24
Rk @ 7 Cip/F RIEE5, M. 10.10.10.0/24
QoS FERRET @client.com
= R IPVARBHE (A0, 10.10.10.10 HEFE@EZENARF FE0.@domain
BOgRE
ekt 192.168.13.165
ks @ 1Pvé tishit, AB.CD
£
FEFE  192.168.1.0/24
B B FRETARip/ T MES,FR0. 10.10.10.0/24
FHHRIRRE @server.com
@ R IPVABAE fAI80. 10.10.10.10 HEFE@SEVATET fR0.@domain
5 .
65 IPSEC i 6
E+gE
wE
B Friglpsec ¥
=N
SEEm  EEEs
APNIZE
- ThEEER  vpN BEE Y
IPSECIRE
Tk EEEET test
DHCP/DNS FEO  wan_wired ¥
FE
FHFR 192.168.1.0/24
L ® FRETAp/FREE f. 1010.10.0/24
(T B ek @server.com
QoS @ FEEEAIPvAltsE FIED. 10101010 ER@SEVNET AlEl.@domain
B[RS iRl | 192.168.13.167
@ 1Pv4 il AB.CD
Frskis
= TRTH 192.168.20.0/24
@ FRZErATp/TRHER PN, 10.10.10.0/24
B

i niate @client.com
@ FFREFETAIPVAIELE BN, 10.10.10.10 EE@ESEVAES FlE1.@domain

66 IPSEC &t 7
TR EE
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P -
BER: C\windows\system32\cmd.exe" = a7 s

C
C:\Users“Adninistrator>
C:slsers™Admninistrator?>
2NUsers Administrator

192.168.1.
192.168.1.
192 .168.1.
192.168.1.
192 .168.1.
192.168.1.
192.168.1.
192.168.1.

slzerssAdninistrator
slsers"AdninistratorPping 172.168.20.214

£ Ping 192.168.208.214
H 192.168.20.214 H[0];
H 192.168.208.214 :
g 192.168.208.214 FY[0]
g 192.168.208.214 HY[D];

SsersAdninistrator’

E] 68 G806 THJ pc
3.8.5. OPENVPN #&#t
« GBI, TIaE TUN (% et B TAP (AR ) -

USR-G800V2
HEWANL WAN_4G1 LAN

£t b EfE

BTTHIEL 6h 52m 14s

LAN
@)
br-lan
1Pv6: FD71:460D:28DA:0:0:0:0:1/60
DHCP/DNS S
WAN 4G1 GETEIE: Oh Om 0s . & e @ =3
W2 a
& izx Bl
Rz 'WAN_WIRED 2 == @ =3
QoS =
th0.2 & 1238 B
1Pv4: 192.168.13.46/2.
=R
E 69 fIEEO
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USR-G800V2

W

B
APNiZ=E
IPSECIRE
FoEE
DHCP/DNS
Eil&E
sEEm
Rl 2 T
Qos

= ImE i

« BV E I B S HURRE

USR-G800V2

HE

BS
APNIZE
IPSECIZSE
Foek
DHCP/DNS
WS
BLiEn
Pz

P AT TUN (B AR B TAP (RIFRE )

JEIE B UDP BE TCP

BBEEHEN

FEORER

ORI

E2 R0 LaERE

aEUTED

openvpn
@ AEFE: AZ a2z, 09 _
B bl
BT
DHCPEFH
TEEDY
DHCPv6 client
PPP pclio”
pPtP tho"
PPROE
PPPOATM p-1" (lan)
UMTS/GPRS/EV-DO b o~ (wan_wired)
L2TP
GRE thi" (wan_dg1)
TUN [ S
TAP
SSTP Ea”
FREEHT ds0"

= "wds1"
2= "wds2"
2: "wds3"

) Master "USR-GB00V2-0053" (lan)
0 Famvs:| |

70 I3 OPENVPN ##[0

WAN 461

&1 - OPENVPN

ESmaElEn.

OPENVPN EHHEWAND LAN

—MRiRE
E4RE HRE

st

TCP/UDP BfE
e B}
FimiEl]

b ekl

& 71

ui 1. OPENVPN 2% i () s Wy g 11
Az : AT LA wan_wired. wan_4g, FRIGELIN XA FEFEA R L.

REHE: IR S5 AR IP/184
- BARERES R

leted
= 1 0.00 B (0 5EE)
tun-openvpn %% 0.00 B (0 5638)
TUN v
uppP ¥
1194
lan v

EXRE

e N BT BR 2 =
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_— | ]
li7e=
zsom || mmes | mosas
.
=0 SRIVRNEEIEN
APNIZE MERE  Blowfish CBC ¥
IPSECIEE BEEE  SHAL
T
EBLOER
DHCP/DNS
na Keepalive 28
BRSEEE Tun MTUIRE
FREZLHT
Qos
ERTLS
ERIERIE
P LS Auth Key
<
B AEECATS

72 OPENVPN BE&igE
J& F VPN JIg 55 2% SEIAS I . 7] DAORAIE vpn 78 573 5 W S AT 5% .
TN kRAE: BIE N bR UEEHE: Blowfish CBC. AES-128 CBC. AES-192 CBC. AES-256 CBC. AES-512 CBC
TN o
W75k SHAL. SHA256. SHA512. MD5
S LZ0 E4i: 5 FHEE AR o A LZ0 E47.
Keepalive W& : ERIAN 10 120
TUN MTU % & & E@E N MTU E
TCP MSS: TCP ik i 8 K7 BOK /M
TLS Enable: =&7%/8 F#f7 TLS #7720
TLS NIEEHH: 2 2% 502 IS
AR CAUEFS: ARG EEFNZE i A FL I CA UEFS
AR P et B e
AL P i A AR
e
> B SRS SR, ca b, FImIET, B uEH, TLS ERH, XU ER S AR .
> AFBIRPER SO, A F RUEFS A 250 70l 52 ) 810 B 7 TR XS L ) o AR ATE rh RO
fff: linux | openvpn R4S B

A\

R
By

B
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slort 1194
proto udp

dev tun

user nobody
group nogroup

kéepalive 18 128
topology subnet

"dhcp-option DN
"dhcp-option D
h "redirect-gateway defl bvpaﬁ-

crl-verify crl.pem
Cca ca.crt
cert server_Jzé 14 ; : et
key server L4 key
tls-auth t1
dh dh.pem
auth SHAZ2S56

-version-min 1
—c1pher TLS-DHE
openvpn. log

13

73 linux T~ openvpn PR imECE

3.8.6. GRE &
Bl

USR-G800V2
HEWAND WAN_4G1 LAN

[ZE:] HS EfE

&fTHEiEL: 6h 52m 1ds

MAC-Hiht: 9C:AS:25:00:00:53 2 me
$542: 11.02 MB (82985 £iEt) =
: e @
1Pu6: FD71:460D:28DA0:0:0:0:1/60
WAN 461 G 07 0m 0s 2w | (@23
MACLESE: FAETAZAAROT9 —
ethl i%: 000 B (0 5B4) 2
BETRIE: 6h 51m 11s
MANSWIRED, MAC-Hik: 9C:A5:25:00: ER= -
Qos g B 2007 M
Cho2 #1%: 881 M8 o = e
s 1Pu4: 192.168.13.46/24
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USR-GBOOV2

FhslegEiR | gretest

Ay
e @ SEFE: AZ, az, 0-0 f1_
RS r y
FrEleohy | Snit '
A e
Eziellagne |DHCPESE
TECE Y
2 DHCPv6 client

APNIZE SELUTED | pep pelio”
PPtR tho"

IPSECIATE EE—
PPPOATM -1" (lan)

Tk UMTS/GPRS/EV-DO | 3% (wan_wired)
121D

DHCP/DNS | [ere th|" (wan_dg1)
TUN TR

FHE TAP
SSTP Eqlo”

FEEm i3 ds0"

WL 0 g LIRSS "wdsl”

Qos 3

BERE © @ FEEREE: Master "USR-GB00V2-0053" (lan)
) EEs:

kA )

75 f1J# GRE #0
- S VB SRR

USR-G800V2
s 0 - GRETEST
it EsmsElEes.

=0

APNigE
IPSECIZ &
®Es = 1 0.00 B (0 HaE)
7 T i 0.00 B (0 2H24)
DHCP/DNS
= i GRE
BSEm TR
T
e
QoS
TiEhsE
| EDmRS Tl
e} ABREEE
=aE

76 GREEAEE

TERE k. XT3 GRE ff) WAN 1 TP Hbdik

Al AU wan wired [, wan 4g fHibE, WERIGEE™m A

LI FETE Lk XS Y GRE BEIE TP, Xf 5 ¥ B 7 WHRAG AT DA% B an N E 0K -

255.0.0.0 A LAS AR IP/8. 255.255.0.0 A LA [ IP/16+ 255.255.255.0 1] LA'5 [ IP/24. 255.255.255.255 1] LA

5 R 1P/32
Bltn. 172.16.10.1/24

AU bEiE 1P ASHh GRE f%iE 1P Huht
o B E S BURRE

e N BT BR 2 =

&
D
(=]
=
H
—
(=]
—_
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USR-G800V2 %At i1 F- it

EERERER.

—RRE

APNRE &zﬁg |

PSECIEE

FiE TIL 28

EEMTU

QoS

EWAN

BEOERE

FrkiE

77 GRES4&EE

TTL % & : & GRE &M TTL, BRIA 255
W E MTU: & B GRE JBiER MTU, 2R3N 1400

- BRI

L. g dn i Se A ESHL A 22— GRE IR 55 4% :
ip tunnel add gre—test mode gre remote 192.168.13.13 local 192.168.13.66 ttl 255

ip link set gre—test up

ip addr add 10.10.10.2 peer 10.10.10.1 dev gre—test

PAT5EA

root@edu-virtual-
ethe Link

inet6 H#ohE
UP BROADC

gre-test

1neth- -H-_‘hj: S
U DOINTDPOINT RUNNIN

achine

PING 16.16.18.1 (10.18.106.

tiping 10.
56(84) bytes of data.

ifconfig H— FOLHL— gre—test WK, HAZIX ping 10.10. 10. 1 Z&AJET

-QO-0B-00-00-00

16.16.1

78 GRE lif 1
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2. ISg A Ir 2 Jm, £ GBOOV2 ) GRE e & Fr MifSAH N AIACE . sl RAFRNI T 5, B RIFIE TP, Hidl.
IS ) AN 2 Ron B
“ D - §

o
l.i::'.g"?" EST3

ERRiGSIES,

i

B

v
[ ] aves | =

3 =
1]
Bt =
G
.
s
" Smedlas
S

# 79 (EREEJMﬁtZ
NIRRT, M T ping S IR T .

root@edu-virtual-machine:~# ping 18.18.10.1
PING 10.16.168.1 [lEl.lEl.lCl lJ 56(24) bytes C-‘I' d:'ltd
64 bytes from 10.10.18.1: icmp_req=1
64 bytes from 10.10.168.1: icmp_reg=1
bytes from 18.10.10.1: icmp_reg=1
bytes from 18.18.108.1: icmp_reg=1
s from 10.10.10.1: 1
s from 10.16.16.
; from 10.10.10.1: o
; from 10.10.10.1: icmp_reg=2

El

(Dup!)
(oup!)
(Dup!)

2232 =2
M oMo o

(Dup!)
(Dup!)
(pupt)

23 =2

---108.10.10.1 ping statistics ---

2 packets transmitted, 2 received, +6 duplicates, 0% packet loss, time 1682ms
rtt minsavg/max/mdev = 1.837/1.143/1.249/0.104 ms

root@edu-virtual-machine:~# |

80 GRE i 3
3.8.7. SSTPClient &%

A1 SSTP VPN 211

pes
—
(e}
2
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FrElayEfr | sstp
@ AEFF: AZ, 22, 09 _

&
BE

FaOahy | Sieht
:
#0 BN

EEEO YRR

APNIZE aEuTED

IPSECIZE

UMTS/GPRS/EV-DO o
L2TP

TokE
DHCP/DNS
FiE

aseta)
P2

Qos s

BOEME # Fo#EM%A: Master "USR-GB00V2-0053" (lan)
& aEvE: |

iible ]

=

81 SSTP VPN EQO6iE
o SR B S HUh R

I EEdti]
"o wo.tess |
i EREECE,
w0
APNEE
e HE AT OF O 10
T L | M 5800 B (4 S0
. np-twath W ¥L.00 B 5 B

E LA T

DHCRTING
W& .

5 ] -
| Ba i

& 47

R SETP B8 197.168.13.432
Qo3 PAR/CHAPRSSE  sstptest
g
conitrn PAP/CHAPRER ~ #edees =

A A mPHE R E] hitpeffwsw.usr.on)

82 SSTP EX/RE

SSTP HR %5 #%: SSTP 45281 1P sl 4
PAP/CHAP F /"4 SSTP [WHH ' 4
PAP/CHAP %% SSTP [1) % H5

TR

R B TS PPTP [ N E .

3.9.VPN + ¥z B

VPN + ¥ EWREF, AT S2Hl 4G 2% H 2% 2 18] ) S 7 1a) .
TEEE A28 AW, B LIS b B B 32517 socket H1E .

H
W
(9%}
=il
H
—_
(e}
—_

e N BT BR 2 =
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] L s e

iE{TEEL: Sh 45m 255

LAN MAC-Htht: D8:BO4C:0O:1E4L & & ® %@

) 18 13.00 MB (103087 EEt)
& GO HiE: 2677 MB (76482 SBM) =
brdan 1Pv4: 192.168.1.1/24 PLEE: S

-

wts
EE
R

1Pv6: FDEE:ED2D:BC2C:0:0:0:0:1/60

BT Oh Om 115 Y 3
&_l PR e 136008 q0 e RS 25
APNi = i 109 KB (29 BEL) 5
Lt IPv4: 192.168.111.36/32 o e i W
IPSECIZM
§ . - — o IEITHEE: Oh Om 44s
Tk IWANISG) | MAC-HBt: FE:05:2D:4B:5F:82 = S
= 1B 11.88 KB (91 BuEa)
DHCP/DNS ethl Hi¥: 15.42 KB (184 EuBe) [r. g - i Wi
1Pvd: 10.41.145.135/28
=il ETEE: 5h 4 2:
. T — y IBiTEE): Sh45m 225
P INWANWIREDISSS  MAC-tihi: DS-BOACDOAESL ER AT
e 188 20.06 MB (69242 BB
(e eth0.2 #ix: 8.45 MB (65568 EHED) [r. g - i W
1Pvd4: 192.168.13.19/24
QoS
O #mEo...
mOsrEE
B
83 EOWME
I s
MO R e Bl nea 2t I EL OO DA i+ WL
51
= o |
o
HF A L=t e L1
Lot ]

I

Pe-TOP UDP
po— 121012 o0 ST pun P AR2 168 LMT, port #4441ET dan ¥ v » B
2o 1 e o o[ |
R

e BRI

EE

. e i AEEE AEAD AEEw AP - |

] - : -

et TEP+LDn m|  wan = g |= - 0 En

84 ImOMRSHEETE
WAN [P ZR 4@, RS 46 10, [RIN Qg2 47 VPN Client 4%,
1. PCHAH, 4Gl —a (H 4G 81D
2. WAN_4G1 £ HERERI ) IP Hikiky 192.168.109.7
3. WELE AR, AN T 4444, NI TP Huhik 192.168.1.247 (PC1), MG 4444 7F 192.168.1.247 L,
B1% TCP Server, WiWTiR I 4444

4, TEHMR PC2 E(FEE PC2 i T HABM L, NEAH 48 T ), A& TCP Client, H#x IP Huhit 192.168.109.7,
Hbru 1 4444, N 4HEWERES] 4G % H#8 NI TCP Server Jfil /{5
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=aaen x
ISR ] |‘W$§1§E\
|t tp: /fwwn. usr. cnhttp: /fwwn. usr, cnbittp: ffw | |l d HpIUHEA
wi. ust. enhttp: /fwww. usr. enhttp: /feww. usr. o I TCF Server "i
tip /e, usr Cr\l (2) E P

(3) EMiEOS
1444

192.168. 1 247

—HBRERER
[ BaMRiTET
[~ =R
[~ EEEET

rEERRE

| it [12 163 109 44365 -

http: /fwwn. usr. cn

\_ @& wF |

I~ lEst.

{R7F4nE HETT

I~ BRXHEER. ..
[ BEiREERI
[ EEREMAEE
[ fatrlRE
[ #HEmEITRE
BHEER [0 =%

iR BRI
| 1e sheg |OEED | BR® Sy
85  VPN-+iin [ BRET MR E
3.10. F&H
FBABEBEAW TN
* 8 BSREBSHR
BT =P #/iE
N % EH I BRAT (1 3y eth0.2 (% WAN [1)
X5 CH s B ] R R b Ik st Y | 192.168.1.0
T HERS B ) [R5 G 285 1) I 255.255.255.0
Mo CR—Bk B R F P H 192.168.0.202
KB (Metric) AL Bk ER N4 I 0 BpwT
MTU SN T 1500

A A 1 DIOK I $odh 60 e b R

WA 2R

M, WA has A B, WHE,

T N B AR A IR A F]
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L N WAN: 192. 168. 0. 200 | i IP: 192.168. 2. 200
Submask: 256.255.255.0 ; :
Next Jump(gateway): 192.168.0.202 LAN: 192.168.2.1 ; -
- & |#
Rou-terA 2 =
T3
5 CB
MainRouter © WAN: 192.168.0.202 : @8-
. LAN: 192.168.1.1 ! -
B ™= > SRR ' % IP: 192.168.1.7
Router B TS

5 86 ERSERHIRSIA

P% RS A FO B (1) WAN CI#HELE 192, 168. 0. 0 FUMIZE A, BXEHES A B LAN 125 192, 168. 2. 0 7, A B
f) LAN 2y 192. 168. 1. 0 T

BAE, WURIRATEAER A A BA— 2%, EIRATIVI IR 192, 168. 1. x Hikbiy, B )45 1 3 B.

SAERR A A R E AR,

s =0T R ] iR B Ref Use &0
0.0.00 192.168.13.1 0.0.00 uG 0 0 0 eth0.2
=0 192.168.1.0 0.0.0.0 255.255.255.0 u 0 0 0 br-lan
APNISS
192.168.13.0 0.000 255.255.255.0 u 0 0 0 eth0.2
IPSECIZE
192.168.13.69 192.168.13.1 255.255.255.255 UGH o 0 0 eth0.2
Ttk
DHCP/DNS
HAIPvAZER
HHE
120 aiF P4 FRURES Py4-FI% HEs mMTY
EE LT PR MENSEE S
S
e an_wired ¥ 192.168.1.0 255.255.255.0 192.168.0.202 i fik
SRS
BEKSE G 5

e

87 HREIRAMITAE

FETL (AT —6G PCAL T, M ping dr4 & V51A] 192. 168. 1. 1 (2% 4% B () LAN [ 1P),
C:“Uzers“Administratordping 192 _168.1.1

Ett Ping 192.168.1.1 HF 32 i 1B

S 192.168.1.1 RO E: FH=32 B TTL=63
ST 192.168.1.1 [F[0] = .-32 (8] =2ms TTL=63
SEE 192.168.1.1 H[OE —.——|-|—32 A [8]=15ms TTL=63

88  BEHRINAEMIR
A LLES], #ABECLAER, ANRZETEM TL AT R 28K FH 28 B () LAN L. S IRA 164823717 B
T4, tan 15, B FE i AR,
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FEFE H#s B BT KB BCE, 4TJT WAN HU 3 LAN HE R, IXFE WAN EREGEE AL, 0 mT DURL & 21 #% o

B[ LAN (2% 1 EIR T PR it & 1B KB B, BT% 09 USR-GB00V2 (M, J5#& N TP-Link).

FLIsEkE
ErT—
[Eren] (2|
mOgE
Xl = 855 ASHEER HIAEER 74 IPETSTRE MSSHIH
EfEA
B
= S

TR lan: lan: § & = [Wan %E %}EE %E Il |
s —
=5 & B%
B wan: wan_wired: g={wan_4gl: 2| = ﬁ_‘éa ’%%E ] ]

i #E

G #&in

E 89 HehRIAHIE—

0% 8% B B KRS R B A S, AT LAY T5 T o R R AT LAY i Bk 88 B A9 T5(192. 168. 1. 7).

C:sllzers~Administratorping 192.168.1.7

\FFf Ping 192.1

HH 192.168.1.
= H 192.168.1.

E 90  FEEFRINAEMR
R
> BOAEARINERASEE .
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7.1.WAN+LAN+4G 2HX

USR-G800V2
LAN WAN
PC1 I:lj |
P

WIFI

I PA D E 2 ._._:___.;;-_:II',.‘.:_:._'_:_._ -
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PC2 I:l] .
e LAN

150 WAN [N 4G ARR=E
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7.2.WAN+VPN+LAN 4

VPN Client:192. 168. 188. 100 192, 168.188.1  ''N Client:192. 168. 188. 101

A:USR-800V2 B:USR-800V2
¢ ﬂpﬂmﬁ VpN@@ .
erver
~li i VPN S

LAN:152.168.10.133

LAN
PCa
e
LAN:192. 168. 1. 110 !ﬁ LAN:192.168.10.135

Server
151 WAN+VPN+LAN M5
USR-G8OOV2 1% 22 %7 ¥ PPTP. L2TP. IPSEC. OPENVPN. GRE. SSTP Z5Z%#f VPN IR%, 800V2 @it WAN mi 3%

AG 77 VIR 5 8 2 VPN AR 55 S DLAE AN [R] J= 380 P PR 5026 L3 o AR 75 30&E & 112 =) P9 I 7 T 8 A 0 B B
ANTE) R ELIE ) B SN SR A R N EE

8. AT 184 &

LAN:-192. 168. 1. 116

PC3

T EAs Thie
1 AT+VER A A 1]
2 AT+MAC MAC i)
3 AT+ICCID ) iccid
4 AT+IMEI ) imei
5 AT+SYSINFO A& N5 B
6 AT+APN APN ik
7 AT+CSQ (EREAi
8 AT+TRAFFIC THREREE (EFD
9 AT+UPTIME RIS T TR
10 AT+WWAN ) BEAS TP Huht
11 AT+LANN BB /AR R S i TP (AR
M B Bt ShRE A %0
12 AT+WEBU B /A X T B i 4L B R
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"K® B ABE
BAEARMRE ! USR-G800V2 A 5+ -t
13 AT+RELD R B R E
14 AT+Z HIFHES, & EREIE ok
RIS FRAE R
15 AT+UPDATE )/ BT AR T A RS
16 AT+MONITOR )/ E TR A S
17 AT+HEARTPKT i)/ E AR I OBk RS
FAEAE R
18 AT+SOCKALK i) Socket FIZEREIRAS
19 AT+SOCK B/ 2% I S Ek
20 AT+UART EHil/REF S
21 AT+REGEN BB E BT NS
22 AT+HTBT i)/ B A LB S AL
R4 shell 541K
23 | AT+LINUXCMP | AT RS shell 154

EE: R AT 5 EE R 1T 6 AT DUE ] .

8.1.AT+VER
Dife: A bl 4R hie A
%
#if): AT+VER<CR>
<CR><LF>+VER:<ver><CR><LF>
BH,
ver: BB [E AR A, B S ELEH, TH

WHARCA: AABB.CC; AA fRFE XA, BB AFE/IRAS, CCRFEMIFEA C.C
EHIRA: AABB.CC.CID-DD; DD fREXFHIRA, IDAEFRR ID 5

Z&451]
J%i%: AT+VER
j&[Al: +VER: V1.0.18-release

8.2.AT+MAC

Dife: B MAC
2
P if
AT+MAC<CR>
<CR><LF>+MAC=<mac><CR><LF>
ZH:
mac: FEET MAC (f#1 41 01020304050A)
%5451«
Ki%: AT+MAC
iR[E: +MAC:D8B04CDO01234

T N B AR A IR A F]

91 7 o4t 101

WWW.usr.cn


http://h.usr.cn
http://www.usr.cn

FA S n 8
& HAMER ~FH
o

BATEAEHSE! USR-G800V?2 #ftE -0 http://h.usr.cn

8.3.AT+ICCID

Dife: il 8 ICCID 5.
%K
) YT S HUA
AT+ICCID{CR}
{CR} {LF}+ICCID:code{CR} {LF} {CR} {LF}
S
code: ICCID 15,
%441
#i%: AT+ICCID
#&[A]: +ICCID:898600161515AA709917

8.4. AT+IMEI

Difg: EHB&H IMEL 5.,
%
AW LTS HE
AT+IMEI{CR} 8 AT+IMEI?{CR}
{CR} {LF}+IMEI:code {CR} {LF} {CR} {LF}OK{CR} {LF}
ZH
code: IMEI i,
25451
Ki%k: ATHIMEI
IR [A: +IMEI:868323023238378

8.5.AT+SYSINFO

Theg: EHREMEER

ESaW
WY1 S HH
AT+SYSINFO{CR}
{CRYLF}+ SYSINFO:operator, mode {CR}{LFHCRY}LF}
ZH

openrator(GZE): CHINA-MOBILE 1 [H#3)

CHINA-UNICOM - [E Bt
CHN-CT. CHINA-TELECOM i [H H{5

mode( PZ%Hil]=0): 2G mode
3G mode
4G mode

z&45,
Ki%k: AT+SYSINFO
#Z[5]: +SYSINFO: CHINA-MOBILE,4G mode
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8.6.AT+APN

Difg: &/BCE APN i,
e
AW TS B
AT+APN{CR}
{CR}{LF}+APN:code,user name,password{CR}{LF} {CR} {LF}OK{CR} {LF}
WH:
AT+APN=code,user_name,password {CR}
{CR}{LF}OK{CR}{LF}

code: APN

user name: %

password: %5
i’"ig@lj:

Kik: AT+APN

iR[A: +APN:3gnet

8.7.AT+CSQ

Difg: AW AEE SmEER.
ke

AT+CSQ{CR}

{CRKLF}+CSQ: rssi<CR><LF>
25451«

Ki%k: AT+CSQ

R[E: +CSQ:31
HE: BE5HRERE SR 234G W HI A, EX 0 ExR.

7

8.8.AT+TRAFFIC

hge: AWRERES
%

AT+TRAFFIC<CR>

<CR><LF>+TRAFFIC: <dev down, dev up, pro time, at time>, <CR><LF>
24

dev_down: PR RIEKZ I FATHUE, BLT 198 AL

dev_up:  PIRFIEIERZ (A EATHLE, DA N BAL

pro_time: bR RN A]EL

at_time : AR AR L
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i"ig@lj:
#i%: AT+TRAFFIC
IR [A]: +TRAFFIC: 111000000B, 2000000B,1486379553,1486380161
PRI TR [A] () S AT R 111IMB, I TR 8] 1) EAT I & 2MB, Bk BRI [A]8 1486379553
AR _EAR AN AR : 1486380161

8.9.AT+UPTIME

The: B ESIRE (FRIZATE R

e
AT+ UPTIME<CR>
<CR><LF>+UPTIME:<seconds,time><CR><LF>

seconds: RBIEIT AT
time : /\?fﬁf@ﬁ‘ﬁ/ﬂ 9&\ HTJ‘ ) éj\

ZEA1
Y%%3i%: AT+UPTIME
i&[Al: +UPTIME: 2096,34

8.10. AT+WANN

Thie: AWREIRIE]) WAN [ TP (DHCP/STATIC)
1 3
AT+WANN<CR>
<CR><LF>+WANN=<mode,address,mask,gateway><CR><LF>
ZH:
mode: %% IP #i,
static: FfAS IP
DHCP: #)#5 IP (address,mask,gateway S04 i )
address: P bk,
mask: T MHERD.
gateway: [ ICHILE .
25451
Kik: AT+WWAN
iR [A]: +WANN:DHCP,10.1.179.202,255.255.255.252,10.1.179.201

8.11. AT+LANN

Thhe: B HE lan LM, Y

W
AT+LANN<CR>
<CR><LF>+LANN:ip,netmask<CR><LF>
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Ki%: ATHLANN
MR [A]: +LANN:192.168.1.1,255.255.255.0
i’ﬁ%‘:
AT+LANN=ip,netmask<CR>
<CR><LF>+LANN:OK<CR><LF>
Zig@”
Ki%k: AT+LANN=192.168.2.1,255.255.255.0
iR[E: +LANN:OK

8.12. AT+WEBU

Thfg: Aih/scE A S s w Y
rif):
AT+RELD<CR>
<CR><LF>+ WEBU:username,passwd<CR><LF>
%44 Ji%: AT+ WEBU
iz [\l + WEBU:OK
-&E‘ :
AT+ WEBU =username,passwd<CR>
<CR><LF>+ WEBU:0k<CR><LF>

8.13. AT+RELD

Difg: IKEBNLE
2
AT+RELD<CR>
<CR><LF>+RELD:0k<CR><LF>
25451
#i%: AT+RELD
iR [Al: +RELD:OK

8.14. AT+Z

Dihg: #HE
S
AT+Z<CR>
<CR><LF>+REBOOT:0K<CR><LF>
i"ig@lj
Kik: AT+Z
R[E: +2Z:0K
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8.15. AT+UPDATE

Difg: WEAMZEA RS
Ei@ :
AT+ UPDATE <CR>
<CR><LF>+ HTBT:status,ip,point,interval<CR><LF>
25451«
#i%: AT+ UPDATE
iZ[A]: + UPDATE: on, 192.168.1.110,3001,20
W
AT+ UPDATE = status,ip,point,interval <CR>
<CR><LF>+ UPDATE:OK<CR><LF>
25451«
JKi%: AT+ UPDATE =on, 192.168.1.110,3001,20
i&[H: + UPDATE:OK
ZH
status:  on(¥17F), off(5EM])
ip: TR T 20 ik 55 2 Mk
point: TR T 0 55 4 i 11
interval: R&(E B _EARIS[A]

8.16. AT+MONITOR

Difg: WEAMTRERESH
if):
AT+ MONITOR<CR>
<CR><LF>+ HTBT:status,ip,ip,point,interval<CR><LF>
Zig@lj :
Ri%: AT+ MONITOR
iz [Al: +MONITOR: on, 192.168.1.110,3001,20
i’ﬁ%‘:
AT+ MONITOR =status,ip,ip,point,interval<CR>
<CR><LF>+ MONITOR:OK<CR><LF>
Zig@lj :
Ji%: AT+ MONITOR = 0n,192.168.1.110,3001,20
&[E]: + MONITOR:OK
ZH
status:on(¥] HF), off(FK A1)
ip: G FE MR ¥5 i 45 s kit
point: ZCFE %8 il 55 45 o 1
interval: R B AR A]
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8.17. AT+HEARTPKT

Thee: wE AT R OBV
P ifl
AT+ HEARTPKT<CR>
<CR><LF >+ HEARTPKT:interval,data<CR><LF>
%5451«
#i%: AT+ HEARTPKT
iR[A]: + HEARTPKT: 20, heartpkt
WH:
AT+ HEARTPKT =interval,data<CR>
<CR><LF>+ HEARTPK T:OK<CR><LF>
%5451«
#i%: AT+HEARTPKT =20, heartpkt
iR [A]: + HEARTPKT:OK
ZH:
interval: CrBb AL 3% (] [
data: (LBRELEHE, BRI N 200 S5,

8.18. AT+SOCKALK

Thfg: £rif] socket A /& 75 O L iERE .
5w
AT+SOCKALK {CR}
{CR}{LF}+SOCKALK:status{CR} {LF}
S
status: socket A FEFRES, HLHE:
ON: Ci&EfE
OFF: K&
2845 ExiH) socketA R BT
Ki%: AT+SOCKALK
iR[E: +SOCKALK:ON

8.19. AT+SOCK

Thie: wEEREHEE LM S
i)
AT+ SOCK<CR>

<CR><LF>+SOCK: protocol,ip,Port<CR><LF>
i"ig@lj :

Ki%: AT+SOCK

R[A: + SOCK: TCPServer, 192.168.1.110,3001
B
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AT+ SOCK = protocol,ip,Port<CR>
<CR><LF>+SOCK:OK<CR><LF>
Zig@lj :
Ki%: AT+ SOCK =TCPServer, 192.168.1.110,3001
#&[E]: + SOCK:OK
ZHL
Protocol: PRCEAY, B
TCPServer %} % TCP server
TCPClient X} TCP client
UDPServer %J % UDP server
UDPClient X} UDP client
ip: ICFEARSS AR B i Y ip Hudik
Port: Bl 11, YA Client BB % N FE i 115

8.20. AT+UART

Thhe: WE/A# UART #:H3%

e

if):
AT+UART<CR>
<CR><LF>+UART:<baudrate,data_bits,stop_bit,parity<CR><LF>

i"ig@lj :
Ri%: AT+UART
&[El: +UART:115200,8,1
-&E‘:
AT+ UART = baudrate,data_bits,stop_bit,parity <CR>
<CR><LF>+ REGEN:OK<CR><LF>
2441

Ri%: AT+ UART
#&[H]: + UART:0K

ZH
baudrate: VW HFFH

4800,9600,19200,38400,57600, 115200 (HJik)

data_bits: HHEHr 5. 6. 7. 8
stop_bits: fFIEA7 1. 2
parity: s
None (Jotuisf)
Even (ffL4)
Odd (FFRLS)

8.21. AT+REGEN

Thfg: BB EEAE ML)

G NN H AR BRA & 98 T o4t 101 WWW.usr.cn


http://h.usr.cn
http://www.usr.cn

FA S n 8
& HAMER ~FH
o

BAENRHE ! USR-G800V?2 #1111 T+t http://h.usr.cn
)
AT+ REGEN<CR>
<CR><LF>+ REGEN:<status,mode,data type,data ><CR><LF>
24451

Ki%: AT+REGEN

iz [Al: + REGEN:on,start packet, 89860315745311962568
WHE

AT+ REGEN =status,mode,data type,data <CR>

<CR><LF>+ REGEN:OK<CR><LF>
Zi:é’fﬁlj :

Ki%: AT+ REGEN=OFF

IR [5]: + REGEN:OK

ZH
status: ON(¥TJF), off(FK )
mode:: start packet 5558 G LN R IE— IR M
every packet TEFE—NEHE AT A E IR
support all SCRFPA_E P 7
data type: ICCID M4y ICCID %
IMEI EM 53y IMEI 5
user-defined F P H & L5 6
data:: 4 data type IEFEFH 7 EH E AR GRS, MIUE R, BRSNS, BEEKAE 100 M.

8.22. AT+ HTBT

Difg: B A WEL OB L]
A
AT+ HTBT<CR>
<CR><LF>+ HTBT:status,interval,send type,data<CR><LF>
i"ig@lj :
Ki%: AT+HTBT
ik [8]; + HTBT:on,10,send to net ,12
WHE
AT+ HTBT=status,interval,send type,data<CR>
<CR><LF>+ HTBT:OK<CR><LF>
i"ig@lj :
JXi%k: AT+ HTBT =on,10,send to net,12
iR [A]: +HTBT:OK
ZH
status: ON(4TJF), OFF(3KH])
interval: CoBk/E0 8] F ) (7]
send type:: send to net [l 5548 A% OB EL
send to serial [m] & [ &% O B
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data:: (CoBRELEHE, T SEERIEORZE, BIEKE 100 S

8.23. AT+ LINUXCMP

CMP :linux 7%
Difg: AT linux #74FF HiR BIHATE S
&2
AT+ LINUXCMP=cmp<CR>
<CR><LF>+ LINUXCMP: result<CR><LF>
i"ig@” H
Ki%k: AT+ LINUXCMP=pwd
iRME: + LINUXCMP: /bin
e LIREMEE KT 10 47 R EIRAT 10 /T2
2A6H cd A&k H %
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9. BRRAF A

2 G A NERM B A R A

Mo bk LD ZRAE VR T R R OR AT 1166 5 B KE 154 11 2
M 4ik: http://www.usr.cn

& FFH 0 http:/h.usr.cn

M3 #6: sales@usr.cn

1= Mk QQ: 8000 25565

ML 1. 4000-255-652 (3 0531-88826739

BNEF: SO TR M Fug A R Ak
ARXAL: B AENRBE

FMES. AR WE MRSE

BNEHR: RiEWE BEERY LRBK RRRR

10. TP EHA

ASCRARIZ AR FIR AU VE AT, R DLWZR B, AR IR & s e 5 s8R P AR RIR AR AT
B AE L7 i (B B 2R AR A A I SR 2 4, A FIARSE M E ST, JFH, BRA R A i (1
AN/ B FRIAS AT AT s BRI 2R 4R OR B0 7 il PR i RS G F I, S P OO AEAT  RARL, ROSL ElH e e
PR AR GRS A B OR . AR W) T BE BB X0 7 RS L7 b R B 25 AN AT R

11. BEFhSE

i (7] &N (EEEA

2017-11-13 V1.0.1 (Elva

2017-11-17 V1.0.2 BB SO H R R ) 7
2019-09-16 V1.0.3 FTF V1.0.18 EHE SR ATt
2019-12-12 V1.0.4 G ANE

2020-02-21 V1.0.5 PACHER, B RN
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