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BERshoPDiees

IKEhDSED

IKE SR I EE

ESPhoEs

ESPi=ds RN

A=t

EEE A e HOEE(PFS)

A A S

SDES-MDS-DHZ [~

123
SRy © BE, IR - 1-56400.BELA : 28800

e3P [~
3pES-MDSs [~]
456

aggrmode | s

3.3.5.5. ¥ ¥ OPENVPN CLIENT [ VPN &

HABEWT:

TRATTF &L A

VPN-openvpn
REVPNEIEEL

TCP/UDPIEE

- jm]

uFE 1=

ho=tFots
EFRRLZOESS
keepalive23=
MTUSES

TCP MSS

VPMN-openvpn

EEVPNEISET

AES-256 CBC CBC|~|
—
10 120

1500

=

TLSUES:

CANFAS:

=EFumubs:

EFuraEa:

B 3 | A key

—. —. v - dca.crt

= - ~client.crt

‘client.key
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3.3.5.6. 3 SSTP CLIENT ¥ VPN &

HAREWT

IEEVPNEYEEL

BTEmA  ER
AESS SR HmhE -
A= root
=iz . =

TRIF&E A

IEEVPNEIEEL

FRAmiEias 255.255.255.0

EEMTU 1500

1277 &E A

3.3.6. B I RE

RhE
FREREER T EiEa A EE.

&= Bigihk TR TES

ethl v 0.0.0.0 0.0.0.0 192.168.4.1 m e

(4 &0

PRI LABCE G781 M thR, el A SR Al .
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33788 IP4e

HFEIPHIMAC

P MAC

00:60:08:11:CE4E 192.168.1.11 + | & il

=]}

00:60:08:11:CE:3E 192.165.1.22 + | & il

Bt

AT Ll DR, 1P il 5 MAC BT, G781 # ARz It £ 73 BolHl 52 i 1P Hidik .

3.3.8. &AW & ENT

USR-G781

HREDNS A EE— T EsprhinalEe | Eixms R RpIPrI AR .
PIEERELIIREA : ethO-BZEWAND |, eth1-HEELAND | eth2-4G

MYDDNS

A= O
2
C S0 ethl v
> [kig @ DDNS&sIREED
> =EE FRESEELE phlinux3.oray.net v
> EE
RAFs admin
o T . -]

A A @A, B DDNS, R4y hias i B M4, W5 =77 (RS SR, SeBlmad vy R34 177 50
Ky ) i e 25
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3.3.9. 1R HNMEIE

FELETEEN IR AL W BRI 53, T ASEIL e & R A B ok 5 B
WFIT R, AdrRA&MNH], ER R, TUH 2 Eos SN AR S &R
BN RS WA B

USR-G781

pide T T
SRR SRS BRI E TR ENTERE SER
> s
HEEDNS
SNI3 OFFLINE
TETAREE
N s OFFLINE
TEEE
> [ @ shEE |@ =X
> VPN
> Tkis 2ERE x|
>
0

o AERAMFEERM

USR-G781

SEER A RN AR SRR S TR

> HE

s foovs

AIESDNS

SNE USRS0430c0dcf010
TR
— R ONLINE
ImiEEE

ZE] O sieR || @ ==

F
¥
Ji]
o
I

E
o
i3

- ==

o MHAERAMNFEERE

33

Tre A N BARAT R 7 %25 W

=

t 50 WWW.UST.cn

N


http://h.usr.cn/
http://www.usr.cn/

XN
@.° tk??
?(ﬁkwﬁm

BATEAEHSE! USR-G781 #i 81 http://h.usr.cn

3.3.10. 2512 W Th B

BEipinglIAT R EMEETEE

| www._baidu.com

FPING wuw. baidu. com (61.135. 168, 121): 56 data bytes
64 bytez from 61,136, 169.121: =zeq=0 tt1=55 time=20.668 m=

—== www. baidu. com ping statistics ———

1 packetsz tran=mitted, | packets received, 0¥ packet loas
round-trip mindavg/max = 20. B68/20. 658/20. 655 m=

HE! BHFEER

Fi PRI DB T AE, ping —AMEE HOHIE, SN M AT AR A T IE
3.3.11. B k15 ThEE

MR LUE I % Th e, B BT K B e R N AT AR BN, B R g 4. R DLE I B
iptables fir 4 A7 SRR MIER ABCB KEEH .

> T ER

FeMda-iT s

SR EE VT EE(fitter) FNTERIAL.

Ay =775 L HSHEY

oAl o NIEEERE R USSR
ZEFEE BE BE BE v
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> RN

FnkiE-sneds

I I ERET I M P EER IR (nat BOF IR,

SH->FIM PP > el

HiTEIIE =i

> BERE

FhkdE-wn 1Rt

Bagttit

Biss0 Bheithl i

i ERET = W BB EE s (nat) RO FEIERINY.

‘ iptables -t nat -L

Chain PREROUTING (policy ACCEPT)
target prot opt source

Chain INFUT (policy ACCEPT)
target prot opt =ource

Chain OUTPUT (policy ACCEPT)
target prot opt source

Chain POSTROUTING (policy ACCEPT)

destination

destination

destination

target prot opt =ource deztination
MLSQUERLDE all -- 182, 168.1.0/24 arywhere
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3.3.12.  WHEIEZB(NTP)

REEETEFTPIEE , B ARSI

> E
. e —
> W
> PAME BRNTPEFIR ¥
> B ERANTPESE O
v RS
EFEEE (min) 60
EfigE
BFX(-12~12) 8
iy El| =ik
Fai=prine BRESSEtbHE cn.ntp.org.cn
AFEE
B

e AR T DL ARAE NTP 25 P iU NTP R 55 aetial, e by ds ] DA ZS RN IR, 8 /RS
55 o

3.3.13. HPEE

m liilg=itd
AERTEAREHEE,

> W&

> BRE
Jislar=% admin
> IR

> VPN oy admin

> BEKIE

> EE
BERgE
A [EIE
EEIEE
BFeE
EHFFHR
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33.14. SHEREFERER

EXgl REER. AE5EA

> s

> RS

> WS

> VPN
> TR
> EE
I -
v FRFH
ErigE
EiEEE

REEH 28

iESi
BreER
B

3.3.15. LOG

SCHF log R4t EEASE: mREHE. AMHE. HEELRTE.
SCHRFR AAE A, BOARERS 10 0B ORAF— G

SCHRFAR AN A SE RAF R GEH &5
SCREAEAIAEAT H & KT — e AT H &

YHEHESH IR

YRS A E N M. VPN HERER
KRR E S BRI AR

FHEARWE:

FEEEHEE R 200
It loglRIS S8 192 168.13.40
it logBESSa8um 1 512

SESTES N L
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PIEETERSR @8 v BB RERS R v

or GSM modem (l-pore)
2.200000] usbcore: registersd new interface driver ITe_ev
u; ror zre_ev

kern.info
kern.info
Kern.infro

2624 max)

nitialized,
F_TPROXY: Copyright (c) 2006-2007 BalaBit IT Ltd.
me: kernel timezone is -0000

IPv4 over IPv4 tunneling

version 4.1.0

er Core Team
IP: ClusterTP Verasion 0.8 loaded succesafully

(C) 2002 David 5. Miller

regisvered

unable to open an inicial console.

.0t GSM modem (l-port) converter detected

GSM modem (1-port) converter now atrached to ttyUSBO
-1: GSM modem (1-port) converter detected

xern.info
kern.infe
rn.ing

2: GSM modem (1-port) converter detectaed
modem (1-pOXt) converter now Attached to TTyUSB2

3: GSM modem (1-port) converter detacted

modem (1-POrT) CONVEITEr now ATTAChed To TTYUSBI

2.660000] GobiNet 1-2:1.4 eth2: register 'GobiNet' at usb-nuc®70-shci-2, GobiNet Ethernet

S 8¢

kern.info

¥ern. infe karnel: [ 2.6A00001 craAring acomiz

BT ES =k TEEE

3.3.16. Hf5 AT $84

G781 L Frfi s AT 1584, #X: AFIMHEHAT 154, il www.usrcn#AT+Z.
YH) AT $642 0. 5.25AT 44

P (D ) ”;Al ZE-.l:;

+USRISBE!
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3.3.17. 44+ 2%

W PE TR S NBORSCRFIR R, DIZIBE R 9, IERRBCE IR TH DI 271U i i s, 4
FHwoR “REEF RS JE, J7 B L.

USR-G781
B %

> s RISHFHIEE
> RS EHeETfe: LN iR
> R
> VPN TEE
2 [ BETM R
> %S

- THTE

EFigE

EIGES

EEEE

ArEE

El4FHR

1 s uoees ||
I TN
BEEEETRA

SOCKET D TCPC/UDPS/UDPC

ST

HTTPCHETL

S[ATHES
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4.1.1. THEES,

4.1.1.1. M BEHER

4.1.1.1.1. #RPH

BRI E G781 Eif
4G
SBOEiE I ¥IiE
:iE_ A
B EESDTURIEE EHDTUIT B 18R -
ABC ABC
ok : : TCP/
" UDP
i G781 iR
B | prussisEne: TCPIUDPIR S 5258 BIHIHIR « =
& < 123 B 123 o8

17 MEBEEEN

FEMBCT, HP A9 8%, W RUE G781 As il 2 (%% E ik E kS 4s. G781 AT LAk H
55 s R, IR R R B DB

FPAS 5 BEORTE A T Hdie 5 M 8 S8 0 2 T) (SR A i id 72, A R@ g i i 280k B, BI T seailes M
e 55 R 4 1 55 45 2 TR PR B HiE 8 IR

AR R FVU S SOCKET %82, 73 %1y SOCKET A, SOCKET B, SOCKET C #il SOCKET D, Ef1&
FHE ST . Horh SOCKET A 3¢ TCP Server. TCP Client. UDP Server. UDP Client DU, ] SOCKET
B. SOCKET C 1 SOCKET D 3§ TCP Client. UDP Server. UDP Client =f#& .
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3 BHEATHLE

842 HK 84 Thae RASH
AT+WKMOD B E AR NET
AT+SOCKA Tifl/i% E SOCKET A % TCP,test.usr.cn,2317
AT+SOCKB T ifl/i% E SOCKET B &% TCP,test.usr.cn,2317
AT+SOCKC T E SOCKET C % TCP,test.usr.cn,2317
AT+SOCKD T E SOCKET D 2% TCP,test.usr.cn,2317
AT+SOCKAEN Tl E Tl HE SOCKET A ON
AT+SOCKBEN Tl BTl HE SOCKET B OFF
AT+SOCKCEN T E &l e SOCKET C OFF
AT+SOCKDEN TR E L HE SOCKET D OFF
AT+SOCKALK 25 SOCKET A EHR A o
AT+SOCKBLK 251 SOCKET B i##ak A& o
AT+SOCKCLK 25 SOCKET C &R A o
AT+SOCKDLK 251 SOCKET D &8RS o
AT+SOCKIND ik E 27 o~ SOCKET ID Thfig | OFF
WE I RERE:
,ﬂUSR—GY!ﬂVl.D.D.ZU " 8 " aate L A 21 AL 000 AAAL VARAY sass [E=SEER =)
3% Language ¥EEN
|[PC.%EI§§M:.%EIE CoM3 - EEE 115200 * 23/ 2E/ S HONI ~ 8 1 - Iééiﬂ-%l:lll
EETHER WATHRS EET 5
[ mansss |3 © HTTPDRES | EE J | Bl essmrmass |
TCP/UDP TCP/UDP o0 2| )&)\EEEM{S I l ]&)\@ﬂ{:{ﬁ,ﬁ l
*e 6
P s MM 7 . I ST ] HEER ] | Bags ]
B [ AR ] | AR | [ tEwras J
A MO [festuscn N 3 | HRSER | [ mweemee | Hiliid J
g TCPC - — = - -
OK
[ iR s |
B £l AT+SOCKIND=0OFF
4 AT+SOCKIND=0OFF
Diéﬁ%ﬁﬁ%é% l OK
AT+UART=115200,8,1,NONE,NFC
= i[‘)ii%ﬁlﬁ%é% AT+UART=115200,8,1,NONE,NFC H
oK 3
=REH EHEERES -
= im)ro BOFEE WWW.usr.cn
1ais /RS 8 - 1 -
- HEREGyes) 00| BivEOsE - 0xz -
Bi18 HwERHEREHE
VELIRBIE S H AR F 3.1.1.1
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4.1.1.2. HTTPD 5%

4.1.1.2.1. HEXHH

HiRiLE G781 i HTTP AR 22

g‘ —

2HDTUA B SRIEH 2R
EERERE TR GET /1.php? SEND=ABC HTTP/1.1

Host: www.abc.cn
Accept:text/html
Accept-Language:zh-CH
User-Agent: Mozilla/s.0
Connection: Keep-Alive

SEND=ABC

hJ

k4

HTTP B35 2512 [EIR 21 1R -

HTTP/M .1 200 OK

G781 Date: Wed, 24 Jun 2015 04:08:35 GMT
Content-Length: 19

Keep-Alive: timeout=15, max=99
Connection: Keep-Alive

Content-Type: text/html

&5 5
T
Mo i 23 o
u

Hjt

RECV=ABC

A

DTUBHT /& »
1B s w Eh1EE
_ RECV=ABC

'

B 19 HTTPD #x
R, AP & i s, R GBI A B & AT REAE R TR E 1 HTTP fRdsas, AR sk iok A
HTTP AR5 a5 s, SR AT IR 4 R 2 D

PN ZORTE & DUl 5 M B B 2 18] i Bt e Bt 7, A s@d e R S 8o E,  BIm) sEles Lis
Fo i HTTP 5% a8 1 Bt 3K o

B BOA L BRI R A BeHs , FURE R Bl v o3 R 0 R 1, 7 ) URE A AT 52 i 362 153 JE HTTPD

R4 SEATHELSE
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AT+WKMOD A E TR NET
AT+ HTPTP WEIAW HTTP TIE R GET
AT+ HTPURL BB/ URL /1.php[3F]
AT+ HTPSV BCEEW H bR AR SS ds it Ik A s test.usr.cn
AT+ HTPHD WE/AH HTTP B HEAD & Connection: close[0D][0A]
AT+ HTPFLT 1% B/A 2 75 F i HEAD 1 3E2hit ON
AT+HTPTO VB A HTTPD -3 i ] 10

BEE B A

4 Usr-G78L V10020 *a T - AR ¢+ & L. LAY vams L (=[5 il
3% Language FEED
|Posmizsn - 208 COM2  + g 115200 - fm/EEfEENON -8 -1 - @zmsEn|]
HETIEES WiTHSBIET 5
© PR 3 | B J | B s mrrasn ]
HTTP HTTP O
| 2| HABEIS | HENBiRS |
*e 6
HTTP server s M2M 125 # 0% [ Bahizn ] ] GHER ] | BRER |
HTTPDEREREH [ AR ] IRERPSHA ] | WELEE |
[ BEEEE | | =meumemzs | | TwE |
HTTPiES S5, GET - S = = ,
oK
HTTRERRIURL /1.php[3F]
FREEMAL test.usr.cn AT+50CKIND=0FF
FEEE0 80 4 AT+S0CKIND=0FF
AR 10 OK
HTTPIES:ASE. Connection: close[0D](0A] AT+UART=115200,8,1,NONE,NFC
(@] iEHT TP |
AT+UART=115200,8,1,NONE,NFC
oK 3
=REH PSR ES -
BO2H SOmEE 115200 ~ Www.usr.cn l
RIGANEMELE  NONE - s - 1.
D= iTHEE(Bytes) 1000 | BRI - 05 -

K20 #EREREE

VEAT I B BB T 3.1.1.2
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4.1.2. 80

4.1.2.1. BEASH

K5 BOEELSH

TH ¥
N 1200, 2400, 4800, 9600, 19200, 38400, 57600,
115200, 230400, 460800
7Y DA 7.8
(AR 1,2
NONE (TeA:3647)
L LA EVEN (k56
ODD (&5
. NFC: JClffiiiss
"T¥2/485 485:485 {5

e WIS R, 15EIAEE NFC 5% 485 it
4.1.2.2. R

4.1.2.2.1. BHE/flR R

G781 fEHUCK H UART HIEEET, S AN A 2 AHAR 2 AN 715 O Ta) B i (] o 4n SR (] B s 8] K 145 3 —
COTIEIERME” , NI R, B B ECEE B RR TS T AKE CBRIE 10000 5. Fix — %
PiAEN—A TCP B UDP Uk [m] W 2% g o 3% BL (1) “ B[] B 4 7 B D 47 G m) B B ) o ] 8 5 190 9 L
10ms~60000ms. H/) Ekik 50ms.
XAZHTURYE AT &KX E, AT+HUARTFT=50.

T1 12
T2-T1=T, TR¥TEIEIIRETE]

A9IE]

ENTEIES EN+114UER
Ea—1TFD NE—TF1

B 21 AFE R AR
4.1.2.2.2. ¥KEMRER

G781 fEfUCK H UART KIS, AW SRR 7 5 8. iR ERai B 8l B — K
JEBIE", WA — Mg o, X — R AR — A TCP 5 UDP A% A 4% g 1 5L K B BB B 4T ALK
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. AIRE TSNS 1~4096. Hi) ERIA 1000,
EANSHOT LR AT &K1 E, AT+UARTFL=1000.
FWMEIRNEND BERFEMFT
M-N=L, UAaFT8E
HiEQE—1T 51 HiEeEL— =D

22 KEMEENR

4.1.2.3. 28 RFC2217

gaos G781

I GPRSETE

LIART TERUDPRE

ey A

e

# OiBfs Tk
ExEEaE ER SRS
(8800 > —
14
EXBEHE EHEEHE
(9800) -
4 ' <
ot TH Y R RFC221THHM 2= A
RFC.:.::[J.E-:EL; agsz‘s,u G y 115200 .
7
-f 8 i
J &
& Ex @ik ! ——— s
& (1152000 > - - .
EREENE
(115200 EREERE
! <: ]
EEE
EREASE ERkEE
>

B 23 K RFC2217 HEernEE
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UEDIRERALT RFC2217, R 2 umah A BT S 8. MRS AR AT A Rr g PR Bt RIVAT e
B HIZH, RSO RIRRER), W& E R e, WEERINSH. VA B S5 A sot- i
3.1.2.3.

4.1.3

SHRBI)RE

4.1.3.1. FEMEThEE

_3

TCP Server

B 24 EARERRE

FEM R IZEALAE T, FIP AT AR ib e o i 55 2 AR TE MR o VEMMRLZ DY 1Al IR 5% 25 RE WS VR 4 KA

B

SRR 55 AR DO RSN 65 o EMHEL AT DATE e S5 IR S5 A8 S SRR IN R0k, tnT AR Bt

s A S R R, Ao — R . FEM R ERE AT L2 ICCID #3, IMEI 1, A NiEfemei A e X

ICCID, SIM HyME—iR5S, EHTET SIM RIRA N .

® IMEI, DTU &% W EM DTU ME—iRnls, &M TRETRARAMMBAH, 5HANZRER SIM <X,
® CLOUD, %:TH Ntz AR, 880 IR R A S5, BRIl A A%
e % o
® USER, H P HEXEE, wIRHTH @ SR s .
K6 SEATHESE

E(FR 2y i R4 ke BINSH

AT+ REGEN )R B SRR OFF

AT+ REGTP )5 B Y R A USER

AT+ REGDT AR E B E SCEHE R 7777772E7573722E636E

AT+ REGSND A5 B AR 2 T 5 DATA
wERMREE:
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’a USR-G781 V1.0.0.20 o o0 = - “ L = 11 .99 s .8 [E=EER )
3% Language ¥EEN
[Pemnss - @AS cOM3 + misE 115200 - gEa/AE/EL NON - 8 - 1 - @ k@sn|]
ETIES e RET 4
© FEHERGES O HTTPDIES, | [2, S I [ B asiitisss |
TCP/UDP TCP/UDP 0 R
| 21 BAREIAT 1 AR |
‘e 5
PC e M2M i — [ EiEs ] T ] | BEES |
Rl A e [ AR ] | ERIAA | [ wesrus J
S TESEE | [ mezmmmzs | | TiEs |
S oK |
AT+SOCKIND=0FF
[ gAHiE AT+SOCKIND=OFF
oK
= = AT+UART=115200,8,1,NONE,NFC
EMmLEaS AR5 EEENE R -
SRR SRy EiE - 3 AT+UART=115200,8,1,NONE,NFC i
BEX$E 7777772E75737226636E | [V Hex OK -
SRRkt - _ '
2EEH BbERES -
=nss SOpHE 115200 WWW.UST.Cn l
RIS/HUR/EL  NONE 8 - T |
p— Thfemeyes) 1000 | BiEOIEE - @, %k -
> — 2
B25 @REREREE

HSERABOE T 3.1.3.1

4.1.3.2. Lo EhENLE]

MCU

LR EE]

BOOBRE

%] 26

LR ISR

A

TEM R ZEAAET, HIP AT DUk FEil DTU Ak OBkl ok AT DAJR) R4 45 IR 55 4 im A, AT BAe) &

BRI,

Ir) X 2 iy A% HE H IR A T 5IRG B R FRERE, ALK a2 N IR [A] 9 AN 23 [l IR 45 2% i i)

f¥) DTU PR {75 M 5545 i R 4%

TE 55 4 ) B2 RO [ 8 ARSI, 9 TR/ @ E e, P AT A, R0 A 1R i A
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BhE (EFEL) , KRB MNIRS 2 KIEE TR S
KT  BEHEATHLE

EiFRR a2y S R4 Dise BRiINSH

AT+ HEARTEN Bl E AR OB e OFF

AT+ HEARTDT A5 O BB 7777772E7573722E636E
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