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USR-G781-V: 3¢#F B4/13@FDD-LTE
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FIE AL USR-G781-42. USR-G781-43, HEAMKSHS N TFE.
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EESH

Band 38/39/40/41
TDD-LTE — —
3GPP R9 CAT4 4T 150 Mbps, 47 50 Mbps
Band 1/3/8
FDD-LTE — ~
3GPP R9 CAT4 47 150 Mbps, 47 50 Mbps
USR-G781-42 Band 1/8
WCDMA — -
PBE R HSPA+ F{7ii% 21 Mbps F4Ti#% 5.76 Mbps
Band34/39
TD-SCDMA — —
3GPP RO TF47##% 2.8 Mbps LATi##% 2.2 Mbps
Band3/8
GSM/IGPRS/EDGE — —
MAX: F4Ti##% 384 kbps 17 % 128 kbps
4T % 130Mbps, 17 % 35Mbps
TDD-LTE
Band 38/39/40/41
TATi# % 150Mbps, 4738 % 50Mbps
FDD-LTE
Band 1/3/5/8
TATIEZE 42Mbps, LAT#*% 5.76Mbps
WCDMA
USR-G781-43 B1/B8
WBE B T47#E 3.1Mbps, {TH#E 1.8Mbps
CDMA2000
CDMALX/ 1xEV-DO rel.0/ 1XEV-DO rev. A: 800 MHz
TATHEZ 4.2Mbps, L4T#EZ 2.2Mbps
TD-SCDMA
Band 34/39
TATH## 384kbps, LATi#E# 128kbps
GSM/GPRS/EDGE
900/1800MHz
SIM/USIM & FrvE 6 £F SIM F#:0, 3Vv/1.8V SIM &
SIM k5K ,
REL SMA $%10, 5dBi 24Kk
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B2 HLEM
HLZ LAN O LAN*1
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I es, ERbhERZE AN 192.168.1.1 [l 4=, AN P AW, KR5S il eE.

Windows 225 LX)
fir T Web Server Authentication BIEBSESE 102.168.1.1 EREAENE
5.
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& 6 Web &~ E D

XTI i) S P A et NN TR IR ETN o Vs P = S P T 1 S B R N S S
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>
>
>
>
>
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SARIFE T | English
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> VPN
> ER
> EE
> E
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E 7 Web Eliﬁﬁ
ST SR, PTDLER RN B ThAE DU, "R B Th AR 2
ARSS T : ALHEENAS DNS JRSS TR NN TS i B HAE A E R,

PIZE T : EFEHE I E . APN BB Fial 1P WE. FaSEt. M2 WThRe i E

VPN BU[Hi: 4% PPTP. L2TP. IPSec. OpenVPN. GRE. SSTP ¥

B ks I DRI IER . AR, DR Gm B E (HE X iptables fig4) s
BT : WEH NS E MM IER (SOCKET) SHiE;

ROUUH, WASEARE. WEFED. MIGESES. HPEE B AT 555

TR N B AR A IR A R % 11 i 3t 120 7T

WWW.Usr.cn


http://h.usr.cn/
http://www.usr.cn/
http://192.168.1.1/

FAS
o HAMBR ait
A

BAAEMHSE ! USR-G781 i 81 F Mt http://h.usr.cn

3. RGEKXIEE
3.1 EXEE

SCRFUUN IR KR B ER s e E)E; mEH & AHE &

USR-G781
BEigE
EXey REEE EERA
> s

> s .

> M

ImEHE

> VPN

> ks =wEE  xa
> B

REZH B "=
EC—— .

AR EsinE

EEIER
ArEE
Bl

B8 SHRESKR
[Za-WIRr
> fELMSHEERE: RGEORARE,;
> AR AR R RE L
> WEM) ZHBE IR SEIER) Reload %I HE—2, K44 5s LLESRERATT, Bt & AATIKRE )
SR EIFEA;
> ENEEARECE &R R EN M R B HE S, BCESERER A T ER.

USR-G781

ExsH REER BEEES

> PE
s I —
> RE
> VPN
> BkiE B —r
> EfE
— EiEEiRE 02:00
DEEERPNES , 24/aTH , B2« Blgy, B 02:30
EERE
IREEH BH =4
riEIR S
B EmitE
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B R
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3.2. WA [l 2B

USR-G781

o
v EH

BEFigs
FEIREZ
ESE
FAFERE
B

NERES

REETTEFTPINE , R EMRSSENIE

BRNTPEFF
ERNTPERSEE
EFEH(min)
BFE(-12~12)

BRESEnt

B 10 BFEFED (NTP) ®E

cn.ntp.org.cn

¢ R A R LA AE NTP 25 7 S B U NTP IR 55 a3, RIVAT A28 3R IR ], th AR R it e 55 4% -

#3 NTP ThEEBRIASH

SR Uik
JAH NTP & P | fHifE
JEF NTP JIR%4% | 251k
FOEREEA Cmin) 60 78

I X

R 8IX, RPAbaTiE

JIR 55 2% Uik

cn.ntp.org.cn

[Z&-WIRFY

> ELEMSHAER: REONERD; ANRAZRENSH;
> R RN, HEJR B
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33 HFPEH

m FAPEE
RERTACEHZSE,

> WE
> EBE

mAFsE: admin
> IR

> VPN =5 admin
> BEKIE
> =L

=g

EFRE

iR ICIE2
BEEE
AFEE
BH4FHR

K11 HPAENRE
WHE I
> ELAMEHEER: REOHPER ANBEAZERENSH
> Rl RN, HE A
> WP 4. EBIAN adnin.

3.4. BT+

W PETH AT 5 NERSCRFRR, Sl B S, DIZIB R4, S & 38 TH0d D121
PATWTBARAT, A FHRoR TR SERR” JE, J7 I B e .
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USR-G781

HE
({75

[EG=]

vV v v

VPN

> dE

EFIRE

R RIRZ
BEEE
AFEE

& WIpES
FEREMSHZESE: RGBT

>

>
>
>

3.5. %M EKR

A 32 5% 5 0 B 4 S

B

FAREH HEEATHETE, BEEEHER.

RIS HHE

REEESH

BT | R | FEETE T FHR |

Caoms

Etr=ERE: LERiEE

EfeEieeh: | EE | REEEETE iz

Bi12  BEHAE

RAHEEL TR ERFTHE G
[P T s A R S A F B A Y 2K

3.5.1. A &4

ZH A il R AL, AT ART SO, SRRSO, Hen
USR-G781-config-backup.tar.gz , F1ff72]4H .

Tre A N BARAT PR 2 7

# 15 7 3120 W WWW.UST.CN



http://h.usr.cn/
http://www.usr.cn/

® VAN
EAMER o2

&)
x BAAEMHSE ! USR-G781 i 81 F Mt http://h.usr.cn

S BAMBRA

T RET S S

USR-G781

FEEHT EEEAHEIE, BEEENER.

RIS HHE

RERESH

Bt | R | RIS FHE.
HH/MRE
=ExigE | EHLMEET EAlED
BElEE LEEhTi: | RS | FEREETE &,
BEEE
AFEE

EHER

H13 RZOEESH

35.2.2% btz
BH A WBHOE Cox tar. g2) EAEFIBR MR, IS4 SHOLAN S BIRIEHAERL

5 HABRA

USR-G781
B
AREEFHEEETHENE, BESSTEE.
> s
RIS HAIE
RERSEH
Bt | g [ FEmEaT picd

ERSRES ERkEL

ARl FEEHNR | mERE | REEEEARS tf=
EELE
BFeE

K14 BEESHLE
<VEE>
> [EERERCE, RTER—RAREM . B TARBRAESEA RS FER I, @H P ER—R A
AT R LA ;
> H RS HEREES, AR 1-2 28
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3.6.LOG

> 3 log A% FEOFE: mEHE. AHHE. HEFLRE,
> ORI, BRINEERE 10 28 fRAF—IK;

> SRR AONE R LR R G H S

> SCRREEAIEAT H G K —iaadT H ks

> XFFHE LI

> RSN EE N R VPN HEE R

> PR ES RN AR

HAWE:

EFxSH, BEE=. OEFEsH

Fm B 200

ITfEloglEsSsE 192.168.13.40

iTElogBRSE=Rm 512

BEICRSER

T

B 15 ZfELOGKERME

meEscReR eV mAESERESR  Bav|

Jan 1 kern.info r 1 support registered for GSM modem (l-port)
Jan 1 USR-G781 kern.info ( 2.200000] usbcore: registered new interface driver zte_ev

Jan 1 USR-G781 kern.info { 2.210000) usbserial: USB Serial support registered for zte_ev

Jan 1 USR-G781 kern.info |3 2.210000) Netfilter messages via NETLINK v0.30. -

Jan 1 USR-G781 kern.info ( 2.220000] nfnl_acct: registering with nfnetlink.

Jan 1 USR-G781 kern.info I3 2.220000) nf_conntrack version 0.5.0 (656 buckets, 2624 max)

Jan 1 USR-G781 kern.info ( 2.230000) ctnetlink v0.93: registering with nfnetlini

Jan 1 USR-G781 kern.info { 2 NF_TPROXY: Transparent proxy Support initialized, version 4.1.0
Jan 1 USR-G781 kern.info ( 2 NF_: Copyright (c) 2006-2007 BalaBit IT Ltd.

gan 1 USR-G781 kern.info t 2.250000] xt_time: kernel timezone is -0000

Jan 1 USR-G781 kern.info [ 2.260000] ipip: IPv4 over IPv4 tunneling driver

Jan 1 USR-G781 kern.info ( 2.270000] gre: GRE over IPv4 demultiplexor driver

Jan 1 USR-G781 kern.info ( 2.270000) ip_gre: GRE over IPv4 tunneling driver

Jan 1 USR-G781 kern.info C 2.280000] IPv4 over IPSec tunneling driver

Jan 1 USR-G781 kern.info ( 2.290000] ip_tables: (C) 2000-2006 Netfilter Core Team

Jan 1 00:00:11 USR-G781 kern.info r 2.300000] ipt_CLUSTERIP: ClusterIP Version 0.8 loaded successfull

Jan 1 00:00:11 USR-G781 kern.info t 2.300000] arp_tables: (C) 2002 David S. Miller

Jan 1 USR-G781 kern.info 3 2.310000] TCP: cubic registered

Jan 1 00:00:11 USR-G781 kern.err kernel: [ 2.420000] Warning: unable to open an initial console.

Jan 1 00:00:11 USR-G781 kern.info kernel: [ 2.540000] option 1 .0: GSM modem (l-port) converter detected

Jan 1 00:00:11 USR-G781 kern.info kernel: [ 2.550000] usb 1-2: GSM modem (1-port) converter now attached to TtyUSBO
Jan 1 00:00:11 USR-G781 kern.info kernel: [ 2.570000] option 1-2:1.1: GSM modem (l-port) converter detected

Jan 1 00:00:11 USR-G781 kern.info kernel: ( 2.570000] usb 1-2: GSM modem (1-port) converter now attached to ttyUSBl
Jan 1 00:00:11 USR-G781 kern.info kernel: [ 2.600000) option 1-2:1.2: GSM modem (l-port) converter detected

Jan 1 00:00:11 USR-G781 kern.info kernel: ([ 2.610000] usb 1-2: GSM modem (1-port) converter now attached to TTyUSB2
Jan 1 00:00:11 USR-G781 kern.info kernel: ([ 2.620000) option 1 .3: GSM modem (l-port) converter detected

Jan 1 00:00:11 USR-G781 kern.info kernel: [ 2.640000] usb 1-2: GSM modem (1-port) converter now attached to ttyUSB3
Jan 1 00:00:11 USR-G781 kern.info kernel: [ 2.660000] GobiNet 1-2:1.4 eth2: register 'GobiNet' at usb-nuc970-ehci-2, GobiNet Ethernet
Device, 72:50:2f:ea:88:ef

Jan_1 11 NSR-G781 kern.info kernel: [ 2.6R00001 creatina acomi2

Bexw | Zmos | Tems
K16 AHHERRFE

R H &

> EFE log JIRZSEL: ik UDP RS SLM TP si3k4%, 24 1P A 0.0.0. 0 I A8 Flimfe H &,

> A2 log RS54 . 1ty UDP IR 554 o 11 5
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> RGHEZAFX KA BRI 200k;
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> R
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muETERSE R mEEEERSR A
Be dm [ =5 |

tail -n 200 /tmp/log/userlogd.cxtdan 1 00:00:52 G781 user.warn syslog: adjusting ipsec.d to /etc/ipsec.d
Jen 1 00:00:52 G781 user.warn syslag Lebelled IPsec not enabled: value 32001 ignored.
Jun 19 07:49:22 USR-G7381 user.debug 4G-LOG[9090]: arge=l argv[0]=httpd. cgl argv[1]l=(null) reg=POST rul=/cgi-bin/httpd.cgi
Jun 19 07:49:22 USR-G731 user.dehug 46-106[9080] : pCmdStr=[func get user_log ]
Jun 19 07:49:23 USR-G731 user.debug 4G-L0G[9104]: arge=l argv[0]=htcpd. cq1 argv[l]—(null) req=FOST rul=/cgi-bin/httpd.cgi
Jun 1% 07:49:23 USR-G731 user.debug 4G-L0G[9104]: pCmdStr=[func get user_log
Jun 19 07:49:23 USR-G731 user.debug 4G-LOG[9123]: arge=l argv[0]=httpd.cgl argv[l]—(null) req=POST rul=/cgi-bin/httpd.cgi
Jun 1% 07:49:23 USR-G731 user.debug 4G-L0G[9123]: pCmdStr=[func get user_log ]
Jun 19 07:49:23 USR-G7381 user.debug 4G-LOG[9136]: arge=l argv[0]=httpd. cgl argv[1]=(null) reg=POST rul=/cgi-bin/httpd.cgi
Jun 1% 07:49:23 USR-G731 user.debug 4G-L0G[9136]: pCmdStr=[func get user_log ]
Jun 19 07:49:24 USR-G7¢1 user.debug 4G-LOG[9149]: arge=1 argv[0]=httpd.cgi argv[l]=(null) reg=POST rul=/cgi-bin/httpd.cgi
Jun 19 07:49:24 USR-G731 user.debug 4G-LOG[9149]: pCmdStr=[func get user log ]
Jun 19 07:49:40 USR-G781 user.debug 4G-LOG[9465]: arge=l argv[0]=httpd.cgi argv[1]=(null) reg=POST rul=/cgi-bin/httpd.cgi
Jun 1% 07:49:40 USR-G731 user.dsbug 4G-LOG[9465]: para sec user.log.log localkernleve=info
Jun 1% 07:49:40 USR-G721 user.dsbug 4G-LOG[9465]: para set user.log.log_localappleve=debug
Jun 19 07:49:40 USR-G721 user.dsbug 4G-LOG[9465]: pera set user.log.log changed=yes

Bt EmBE | THEE

B17 AHHEERAE

PEEFCRER
B

[@an 1 00:01:17 G781 localS.info ipsec[3295]: 000 algorithm IKE 1a=0, name=(null}, blocksize=16, keydeflen=131
gan 1 00:01:17 G781 local5.info ipsec[3295]: 000 algorithm IKE 3a=5, name=OAKLEY 3DES CEC, blocksize=s, keydefle A
wan 1 00:01:17 G781 localS5.info ipsec[3295]: 000 algorithm IKE encrypt: id=7, name=0AKLEY AES CBC, blocksize=16, keydeflen=128
Wan 1 00:01:17 G781 local5.info ipsec[3295]: 000 algorithm IKE 3 name=0AKLEY MD5, hashsize=16
Wan 1 00:01:17 G781 localS.info ipsec[3295]: 000 algorithm IKE name=0AKLEY SHA1, hashsize=20
gan 1 00:01:17 G781 local5.info ipsec[3295]: 000 algorithm IKE neme=OAKLEY_SHAZ 256, hashaize=32
gan 1 00:01:17 G781 local5.info ipsec[3285]: 000 algorithm IKE ORKLE 512, hashaize=64
gan 1 00:01:17 G781 local5.info ipsec[3285]: 000 algorithm IEE dh i6=2, name=CAKLEY GROUP MODF1024, bit
wan 1 00:01:17 G781 local5.info ipsec[3295]: 000 algorithm IKE dh id=5, namedOAKlEY GROUF_MODP1536, bit:
Wan 1 00:01:17 G781 localS.info ipsec[3295]: 000 algorithm IKE dh 1d—14, namES()AKLEY GROUP. '_MODP2048, bits=2048
gan 1 00:01:17 G781 local5.info ipsec[3285]: 000 algorithm IKE dh nene=ORAKLEY GROUE MODF3072, bits=3072
gan 1 00:01:17 G781 local5.info ipsec[3285]: 000 algorithm IEE dh nane=ORKLEY GROUE MODP4096, bita=4036
gan 1 00:01:17 G781 local5.info ipsec[3285]: 000 algorithm IEE dh nane=ORKLEY GROUE_MODPG144, bits=6144
wan 1 00:01:17 G781 local5.info ipsec[3295]: 000 algorithm IKE dh name=CAKLEY GROUP_MODP3192, bits=8192
gan 1 00:01:17 G781 localS.info ipsec[3295]: 000 algorithm IKE dh neme=OAKLEY GROUE DH22, bits=1024
gan 1 00:01:17 G781 local5.info ipsec[3285]: 000 algorithm IKE dh : neme=ORAKLEY GROUE DH23, bits=2043
gan 1 00:01:17 G781 local5.info ipsec[3295]: 000 algorithm IKE dh group: id=24, name=ORKLEY GROUP DH24, bits=2048
gan 1 00:01:17 G781 local5.info ipsec[3285]: 000
gan 1 00:01:17 G781 leocal5.info ipsec[3295]: 000 "test": ESP algorithms loaded: 3DES(3) 192-MDS(1) 128
gan 1 00:01:17 G781 local5.info ipsec[3295]: 000 "test”: ESP algorithm newest: 3DES O00-HMAC MDS: pfsgroup=<N/A>
gan 1 00:01:17 G781 local5.info ipsec[3295]: 000
Jan 1 00:01:17 G781 localS.info ipsec{3285]: 000 #2: "test”:500 IKEv1.0 STATE QUICK I2 (sent QI2, IFsec Sh established): EVENT SA REPLACE in 27964s; newest IPSEC:
ercute cwner: isalmp#l: idle; import:admin initiate
Jan 1 00:01:17 G781 localS.info ipsec[3295]: 000 #2: "test™ esp.38485c8e@192.168.13.127 esp.7£137bce@192.168.13.186 tun.08192.168.13.127 tun.0@192.168.13.186
ref=0 refhin=1294301761
Jan 1 00:01:17 G781 localS.info ipsec[3295]: 000 #1: "test”:500 IKEv1.0 STATE MRIN I4 (ISAKMP SA esteblished); EVENT SA BEPLACE in 2834s; newest ISAKMP: lastdpd=—
ls(seg in:0 out:0); idle; import:admin initiate
Wan 1 00:01:17 G781 localS.info ipsec[3295]: 000
Jan 1 00:01:17 G781 localS.info ipsec[3296]: The ipsec start log end, See the ipsec log web for more informaticn v
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AP T FITT ¢
B e
TS . WinRAR [ESEF (7.7 KB)
S : hitp;//192.168.13.186

I Fire fox AFIREAMIEST A4 7

=]

8s  mi |7 s

]

i E

O OFIFT L MITQ) | WinRAR FERRST{HRTRAR (REA) B
| REEHE |
[ LS P shm AR s (4, (A)

6781 kern. info kernel: [ 115.140000] optionl ttyUSBO: GSM modem (1-port) converter now disconmected from ttyUSBO
6781 kern. info kernel: [ 115.150000] option 1-2:1.2: device disconnected
6781 kern. info kernel: [ 115.190000] optioni ttyUSBi: GSM modem (i-port) converter now disconnected from tryUSBL
6781 kern. info kernel: [ 115.220000] option 1-2:1.3: device disconnected
6781 kexn. info kernel: [ 115.220000] optioni ttyUSB2: GSM modem (1-port) converter now disconnected from ttyUSB2

Jun 18 07:46:26 G781
Jun 19 07:46:34 G781
dun 19 07 6781
Jun 19 07:45:34 G781
Jun 19 07:45:35 G781

116, 270000] option 1-2:1.4: device disconnected
124, 7300001 usb 1-2: new high-spead USB device number 7 using nucd70-shei
124, 9200001 cde_sther 1-2:1.0 eth2: register 'cdc_ether’ at usb-nuc70-ehci-2, CDC Ethernst Device, 00:a0:c6:00:00:00
124, 9400001 option 1-2:1.2: GSM moden (1-port) converter detected

124.990000] usb 1-2: GSM modem (l-port) converter now attached to ttyUSBO

Jun 18 07:45:35 G781 kern. info kernel: [ 125.010000] option 1-2:1.3: GSM moden (1-port) converter detected
Jun 18 07:45:35 G781 kern. info kermel: [ 125.030000] usk 1-2; GSM modem (1-port) comverter now attached to tiyUSBL
Jun 18 07:45:35 G781 kern. info kermel: [ 125.070000] option 1-2il.d; GSM modem (l-port) converter detected
Jun 18 07:45:35 G781 kern. info kermel: [ 125.130000] usb 1-2: GSM modem (1-port) comverter now attached to tiyUSB2

6781 kern. info kernel: [ 137.620000) ush 1-2; USB disconnect, device mumber 7
6791 kern. info kernel: [ 137.620000) cde_ether 1-2:1.0 eth2: unregister 'cdc_ether' ush-nuc@70-ehci-2, CDC Ethernet Device

G781 kern. info kernel: [ 137.680000] GSM moden (1-port) comverter mow disconnected from ttyUSBO
G781 kern. info kernel: [ 137.690000] option 1-2:1.2: device disconnected
G761 kern, info kernel: [ 1377400001 optionl ttyUSBI: GSM modem (1-port) converter mow disconnected from ttyUSBL
G781 kern. info kernel: [ 137.7600001 option 1-2:1.3: device disconnected
G761 kern, info kernel: [ 1377700001 optionl t1tyUSB2: GSM modem (1-port) converter now disconnected from teyUSB2
G791 kern, info kernel: [ 137.760000] option 1-2i1.4: device disconnected
G761 kern. info kernel: [ 147.280000] ush L-2: new high-spesd USD device number § using nucdi0-ehei
G761 kern. info kernel: [ 147.480000] cde_sther 1-2:1.0 eth2: register 'cdc_sther' at usb-nuc@70-shei-2, CDC Ethernst Device, 00:a0sc6:00:00:00
G781 kezn. info kernel: [ 147.500000] option 1-2:1.2; GSM modem (L-port) somverter detected
G781 kewn. info kernel: [ 147.540000] ush 1-2: GSM modem (1-port) comverter now attached to tiyUSEO L
G781 kewn. info kernel: [ 147.580000] option 1-2:1.3; GSM modem (1-port) somverter detected
G781 kewn. info kernel: [ 147.610000] ush 1-2: GSM modem (1-part) converter now attached to tiyUSBL
G781 kewn. info kernel: [ 147.650000] optian 1-2:1.4: GSM modem (1-port) somverter detected
Jun 18 07:45:57 G781 kewn. info kexmel: [ 147.720000] usk 1-2: GSM modem (1-port) comverter now aiiached to ttyUSB2 =
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4.1.1. 8BRS

USR-G781

> ORE
> S

- =
=0 . o
o
=1p g::: 192.168.2.1
HSEEE LAN MAC: DE8:BO:4C:EE93:5D
—— B e
> VPN Subnet: 255.255.255.0
> ks 5 Gureway: 102465397
2R W2 e
O Mode (TE
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€5Q: 31
B22 BEORERAE
SFTRSEMERINT, WRER “Not Alive” , REAMEARBERIIIZIT.
F4  EEEOKRSE
75 4R X
1 MAC Hshl: A4z E i MAC Huik
2 IPv4 REARM AL 1Pv4 3L
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>

vV V VYV VY

AEFE “WAN D E” . PhIGERE

SR WM E 5 R IERE, SRR ISR AT, SRl 35 00 5 LA K B 5E 3
WA SR, SR 1P, BRIA 114, 114. 114. 114 BIw[;
sl “ORAFENIF” , R4

> HEAMER

TIERPEER SR

USR-G781

> s
> RS

APNIZE

ey
EeSEEE
FRERLHT
VPN

rarie]

N

5

4.3.3.PPPoE # 5

P T B B 5 ¥

& 30

A 31

BeE

R ERER T EA.

WAN/LANZERZE

#il  DHCPEFEE v

SEEL  WE v

WAN Hi%E DHCP & i

“ERSHbEE” , SHNERE NS AU

B

RERRER T 7.

WAN/LANZEE

HHY

V14

IPvAFFIER

IPvARI

EEER

el

WAN % E DHCP fIR% 4
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TEAM LIRS KD HE

FMEERE “WAN OB ” , PhSGESE “PPPoE” , EANEWBMSHUL;
SRR WO 8 X PIFERE, R IE B SCRIAT, AT I8 O¢ LR B 58 s
B EE U, SR 1P, BRIA 114, 114, 114. 114 BPA];

il ORI, EERE.

S EABBR

YV V V V VY

USR-G781

BEREEMTEA.
> s

> s L

=0

APNiZE

thi%  PPPOE

=P
= 3 11 usemame
LaEs ]

FIEISHR #H

&

VPN ddns1 14.114.114.114
e}
=

8388

RV
o
o
(¥

= sEEN mE v

B 32 WAN O E PPPoE

4.3.4.WAN/LAN %

W BT %

> AELMSHERE: R,

> AR SE “WAN/LAN GE$7 , #iigse “LAN”
> Rl RN, ER B

USR-G781
Briss
eEREEON TR,
> ORE

: AGEIRES

APNEE

Bl AN v

BEIP

PR ET

? VPN
> BGE
> B
> R&;
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4.4. & IP 4 E

HSIPiEE
SBEIPAIMAC

50:7B:9D:A6:01:3B 192.168.1.11 + | m kR

3 & e
B34 #HESIPHERENE
AT LGE Zh6E, 5 TP Huht 5 MAC BEITHEE, G781 K& N &/ BL CL 6 € 1 TP $thhik, 1A
M dhep Hudikith 1 1% 5 4520 Bt . W19 MAC 25 50: 7B:9D:A6:01: 3B HI¥ &40 BE—AMEE [ 1P hhik 192. 168. 1. 11
R®7 IPHUHBESH

MAC FEOERTEE P 54 MAC
IP 192.168.1.200

wE T
> FELMSAUEERE: RS TP
> AMPIENERERSH: MAC F1 IP;
> i RN, ERBE

4.5. BASBEHIThRE

A HA WIS
®8  EBSHEASHR

N 5% EE R U BRAT ()3 eth0 (54 WAN [1)
H stk B ) B X R bk b VE | 192.168.2.0

T HERY LU 7] R0 G R 285 1 - 9 R 255.255.255.0
e CF—BkD L R B Bk 192.168.2.1

B A I AR 1 DA R S0l 0 5 e A

W AR 254
WAFREE, 8% &8 N OERPI TS 4% A (G781) Al Bl th#s) , Wi/ e as N s e
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AR PCL M PC2, WA,

WAN : 192, 168. 0. 200 IF: 192,168, 2. 200
LAN: 192,168, 2.1

USR-GTE1
&3 LTE BT

TR

LAN: 19Z2.1688. 0.1

WAN : 192,168, 0,100
LAN: 192.168.1.1

IP: 182,168, 1. 100

B35 EAEERLEE
PR EHAS A B (1) WAN I #R424E 192, 168. 0. 0 [FMZ5 P, BEHI#E A (1) LAN [H125 192. 168. 2. 0 7, BXH#E B
fK) LAN 2N 192. 168. 1. 0 7M.,
BAE, GRIRATEAER HEE A Bn—2kB% e, (EFRATU5R 192. 168. 1. x Huhkiy, H a4 4 B,
JAEH s A L ESEE.

BESER T SRS EE.
FIsEETRER: wan-HEWAND, eth2-4G.

FSIPvAZER

=0 Efuht FRIEED %

wan ¥ 192.168.1.0 2552552550 192.168.0.100 i e
G &

Bl 36  BHERGIMATE
7E PC1 E, F ping frAEV5i 192.168. 1. 1 (Wit /2 M H1%8 B (9 LAN [ IP)
C:\Users\Hdministratur}ping 1?2 .168.1.1

BA 32 F¢

E]i Ping 192.168.1.1 B :
5 Fip-32 H[E<ins TTL=255

ZH 192.168.1.1

: 192.168.1.1 FTp=32 BY[8]<ims TTL=255
= H 192.168.1.1 f Fh=32 Af[8)<ims TTL=255

B 37  ERERINEENHR

1
1[0

192.168.1.1 q% Fu=32 B[8]<ims TTL=255
e
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[ SRS
'.K BEAYBR
BATEAEHE ! USR-G781 i1 Tt

ATLLER], #AREHOSER, SWTEEMM PCL Uil 28K 48 B /) LAN . an RIRATILAE 2295 B N
W, Hln PC2, BT EAN N AR,
FEHE A B P KB B, FTF WAN 3] LAN DR, SX PR WAN ISR IEOE G, o m] UL R 316 Hh 4%
B[] LAN W% o X B A S P 2 p 45 10 10 B v
Bk - R E

RS Vi fiten BT EAIY,

A e s b
HiEAR NIhERE RRERE HihIERE
ReEE BE v By BE
B 38 G781®EFE
TP-LINK
nrmE i
bR R Uit
PoRERE SR LAN- > WaAN
P BERE o
v EERE 2408 p—— ————
» EMEEE scH:
v dReEN . - ' TP L k
y RGN Wil Hm: 1FE L =LINn
B e e
* WEFERER A FimEtA
- BrERhP FoRhiEicE: W =
- mcide ] Al Ll
 RiEHE e
o fiAmEE
B ERE &k MEsE =SSy e Wi AR BISAINE  iasE  GR
M [T
VORISR '.‘ - Foi¥ AL WAN - LAN IFE_FAmIP IHA_REWDE EeEE
POREETIR
il L L] oE
B 39 TP-LINK B HiE

4.6. M £52 W

M AT LUERL ZDRE, ping —MRERIMIE, SRAIMT ZHFT 2R A IEW .

AT

> FELMSHEEEE: MEDMZIS T,
> AMIENZE ping FHbhE, sidit%sl “ping” .
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B pingh AR ENEES TSR
> s
> BE m www baidu.com
64 bytes from 1. 136, 168, 126: seq=d 11264 tine=d0, 000 ns
&0
—— . baidu. com ping statistics —
- | packets transmitted, | packets received, O packet loss
APNIZE round—trip min/avg/max = 40.000/40. 000740, 000 ne
smp
HE! EHFEER
ESEEH
e
> VPN
PN E ]
> EE
> EE BEEETX

B 40  Ping MM

5. VPN & EIhkE

5.1. R

VPN (Virtual Private Network) FE#LEFK, 43 Client 5 Server, fF=2¥ k¥ 43~ PPTP. L2TP. GRE.
IPSec. OpenVPN. SSTP %, & NK4 41— F X JURH LB VPN /3.

PPTP:

PPTP & —h 55 s (I BEE B, 4 F— AN TCP (g 1 1723) JE 425 s T 30047 4 4, ik FH 388 FH 7 4% ey 28 (GRE)
BRI L 1 25 % PPP s it B A2 3%, 78 %5352 PPP i v (1) S B8 30 47 & 5UE 4 . L MPPE K@i
FH MS—CHAP. MS—-CHAP V2 5% EAP-TLS £ 36 1iF ik 2 v 25 s 1) in 2 25 5% PPP Mitidk A7 s

L2TP:

L2TP &5 — 2B WM, 5 PPTP 28Mbl. SCHFRFIE R AL IAIE. CHAP &2 FGE 730 N 7 A3 MPPE
fn 4,

IPSec:

[PSec HhlAR—NEIPITIL, Al TNHS 1P 2 RS 2 r——ERREGEH, BN IAE
P AH. ESP. TKE AT~ W9 BR DAIE A DN i) — L8 509255 . Forh AH BhSURT ESP B SUH TR it 22 42 Ik g%, IKE B
PURE Tiee 8

OpenVPN:

OpenVPN j&—3ET Openss1 PERIM]JZ VPN SEHL. HSCHRpZE TR AIXUAIAE, Wi %/ i 5 AE
k55 s, IS5 it AR i o

GRE:

GRE PSRN FELE 28 W Can TP A TPX) (it A7 304, (I So 3 3 B R BEAS 72 77 — A
ZE P (i IP) HAEHT. GRE SRA T Tunnel (f%iE) MIHIAR, & VPN (Virtual Private Network) W58 =)Z

GEr A N BAA FR A ] % 33 71 3L 120 W WWW.USF.CN


http://h.usr.cn/
http://www.usr.cn/

VAN
& 5 AUBR ~H
A

BAEAEME ! USR-G781 i 81 F Mt http://h.usr.cn
[SESERINNE
SSTP:

SSTP, MFR%AEEHFEIENL, & MR T EEM AN, En LA —ANE HTTPS L AL2% ) VPN fiz
o SSTP HuE T imFEVT M), ASRESZHRFu, 5530k 5 2 (Al ) VPN Fi%iE .

R XJUMERT DA H VPN, BT LIRS B SR Bk RERLEE & M ICRIER.

HE: JVPNEIM)E, WHTFNEELE, WITEN T8 a2 P i in 240 m i iS8gm (IPSec B

5.2.PPTP B P hqig

SCFE PPTP WA VPN W4, T 7V

> {EEM RIS VPN->PPTP;

> AMEERE “PPTP” A1 “mZiikE” , W RUHS HEM B E S
> ah PR, EE R

-

TEEFHREFE

nEEE VPN-PPTP
fivi=i= BEVPNIISH

e |
APNiZE wOvz || #seE || sze=
Eald
ot 2ZEE  TaEv
S ESEEr 1921681313
BRE  usemame
PPTP
L2TP BT eeeeenes @
GRE EERE mE v
IPSEC
RENEEE 5 DRIEENEE, #OREEEL
OPENVPN
REERRE 3 @FREASHEE RS, SRETES
SSTP
> i
sHiE
IR
> EH

B 41 PPTPEAWERHE
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RS

mEER
TEAES
#0
APNIZE
#mip

Esiam
PIELHT

~ VPN

PPTP
L2TP
GRE
IPSEC
OPENVPN
SSTP

> BiKiE
SHIZE
Peit=se=21

> EH:

<y B>

VPN-PPTP

REVPNETSE

BRE Ergs RRRE

SH¥EE  Only MSChapV2
VPNEFFESHSIP
BENTRAR @ @uesns, BikTRAERE255.255.255255
FREERE 2552552550
LCPIEATEERE 3
LCPIMERE 20

BEMTU 1500

B 42 PPTP B&RERE

> RS EHNE. 4. BIEREARSE, T A PPTP R4S 4 UGHL ;
> B43AIE: Only MSChapV2 K n{V SZHF MPPE %% ; MSChapV2 EAP PAP CHAP 7R 3 #F MPPE % f1%

FAIE; AR A AL, BRUVIRES,
VPN i35 TP SCIFHEAS TP I E, ILINREFREER T 7 BCRE L, TP R ds i
LCP i B[] K% = Dy 2SN T A Lok 2 ELI TRII R, BRIA 120 7D
LCP i 7 4 e BRI+ Ay B 4 326 i o 342 )RR 5

MTU: e RAE4IETC, BRA 1500, FIARYE SEKIE 250N

YV V V VY

BRAINE LT HA CHAP AIIE;

MW A E )G, B]IL PPTP-VPN LM+, s PPTP-VPN & 1% &7,

VPN-PPTP
BEVPNEISE

=0

PPTP-VPN

&...'
ppt

P

IPv4: 192.168.99.240
P-t-P: 192.168.99.1

1 312.0 B(9 £03E4)
Ai%: 318.0 B(9 EiEQ@)
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isatap

DNS

& 43

-local:

IPuv6 I3 .

B 44

5.3.L2TP & P iqiE i

S HE L2TP $ [ VPN 342, R T %E 8 vk

>
>

PPTP IhiE#E
G781 W4 LAN ¥ 451 ping i PPTP Ak 2% v iz 40l Hudik

20981

:@:=7b81 =feBc

2845 :=249e =3F

fe88::2845:249e:3f57:c89bx11

local

fe89

::Sefe:192_168 .55 _ 1808217

PPTP & i F M PING 8RS 233% 1P

M SHUA LR VPN->L2TP;
FERE “FRARE” M “EmPkE”
md “PRAFEN T, EREA.

USR-G781

IPSEC
OPENVPN
SSTP

> IkdE

> =R

> R&FE

o RENIHE R B S

BREVPNIIES

et

Rrs

=8

EERET

{REEEERE

{REEMRE

T

192.168.13.136

username

ssssssss El

=8|

5 PEEEENEE, BTHEEGEN
3 @A REEER, Etnmss

Rrrani
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B 45 L2TP EARE

USR-G781
BEVPNEISE
> S

e ey

> Rz

PPTP

SHEL  =fh

L2TP Only MSChapV2
VPNERREEIP MSChapV2 EAP PAP CHAP D@FES, NEFSIEER

GRE

=it
IPSEC FEBEATER [
OPENVPN B TRIER @UBHIED, BATFMEBE255.255.255.255

SSTP
THREESaE 255.255.255.0

> bR

LCPIBGTRISHE 3
> EfE
> Eg LCPWAREIFR 20

REMTU 1500

B 46 L2TP HRE
<vif>
> RS astiil. P4, B EASH, FEM L2TP kS #ILAC:
> BrAE: Only MSChapV2 RN SCHF MPPE fiN%5: MSChapV2 EAP PAP CHAP 7R SCHF MPPE N 1%
FRIAIE; HARFR AL, BRUCIRAS, BRIATSOL R R4 CHAP tAIE; ASCHF L2TP OVER IPSec:
VPN % P ds IP: SCRFERAS 1P WE, ILINREHEER I/ B 1P J5an;
LCP M i Ifg: ABEREZS NN B0 B3 LRI, BRIA 120 #;
LCP M o7 50 o BRI AL A B A 305 e e L 32 1) R0
MTU: e KAEHT 3G, BRIA 1400, ATHRHE R IE 49800 .

YV V V VY

MW AE)E G, AL L2TP-VPN LM+, Fas L2TP-VPN 2 1% &7,

FEINGE HEARasE [ s
=0 b7
L2TP-VPN IPv4: 192.168.30.10
= P-t-P: 1.0.0.1
I;”;p 1B 26.6 KB(392 BEEE)

A23X: 13.4 KB(208 ZEES)

B 47  L2TP RIEREE
G781 4% LAN [ 4% 7] ping i L2TP AR 2% b e fl ik
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atap.-local

i

8% boms 5
IPue dth

crs Admi

Ping 192 _168.3@a_.1

192 . 168 .30 .1
A92 168 .30 _1

E 48
{#FH wireshark INELH] WL L2TP il

34345 1£5/.311334  NONGKONg_ea:/T:iey oroaacast A
34548 1237.705612  192.168.30.1@ 192.168.30.1 IcMp
34549 1237.785456  192.168.30.1 192.168.30.10@ ICMP
34551 1238.365280  192.168.30.1@ 192.168.30.1 DNS
34552 1238.393946  192.168.13.40 114.114.114.114 DNS
34553 1238.404427  114.114.114.114 192.168.13.48 DNS
34554 1238.404698  192.168.30.1 192.168.30.1@ DNS
34555 1238.407043  192.168.30.10 192.168.30.1 DNS
34556 1238.431280  192.168.13.40 114.114.114.114 DNS
34557 1238.442844  114.114.114.114 192.168.13.40 DNS
34558 1238.443127  192.168.30.1 192.168.30.18 DNS

2001 :9:7b81 :feBc :38A0:1931 =3F57=
FeB8O: 384091931 =3F57:c89bx11

cfe:192_168 .55 _10@:<17

striatordping 192

H{—]__:l'

L2TP FM ping 3@AR%5% IP

OV WNO NAs 1¥Z.10&.L13.17 1811 1¥Z.105.13.3

1d=0xP001, seq=30/7689, ttl=63 (reply in 34549
1d-0x0001, seq-30/7689, tt1-128 (request in 34t

112 Echo (ping) request
114 Echo (ping) reply

111 Standard query 0x@002 AAAA cn.ntp.org.cn
73 Standard query 8x8002 AABA cn.ntp.org.cn

135 Standard query response 0x8002 AMA cn.ntp.org.cn SOA lvdnsl.ffdns.t
175 Standard query response @x8002 AMA cn.ntp.org.cn SOA lvdnsl.ffdns.t
111 Standard query 8x8003 A cn.ntp.org.cn

73 Standard query 8x8083 A cn.ntp.org.cn

89 Standard query response @x@03 A cn.ntp.org.cn A 223.113.97.99

129 Standard query response 8xB883 A cn.ntp.org.cn A 223.113.97.99

> Frame 34548: 112 bytes on wire (896 bits), 112 bytes captured (896 bits) on interface @
> Ethernet II, Src: JinanUsr @:00:al (d8:b8:4c:80:80:al), Dst: HewlettP 65:@e:2a (98:e7:f4:65:8e:2a)

> Internet Protocol Version 4, Src: 192.168.13.112, Dst: 192.168.13.40
» User Datagram Protocol, Src Port: 1781, Dst Port: 1781

*Layer 2 Tunneling Protocol

~PoLNt-to-PU PFOLOCO.
» Internet Protocol V&FSion 4, Src: 192.168.30.18, Dst: 192.168.30.1
e ——

> Internet Control Message Protocol

5.4.GRE &2

7 HF GRE WML VPN 345 . W 0T 158 B 7 v
> TELEMSHUAZIERE: VPN->GRE;

& 49

e

> AR CRARE” M CEPRE”  MNIHE R RN E S

> Rl RN, ER B
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<P B>

> AR GEAEREE L. AR E LR TIEA S T A RS AR UL

USR-G781

> HE

> ES

> R
PPTP
L2TP
GRE
IPSEC
OPENVPN
SSTP

> B

> EE

> =5

USR-G781

> s
> BE
> R

v VPN

PPTP
L2TP
GRE
IPSEC
OPENVPN
SSTP
> BRMGE
> EfE
> EE:

& 50

A 51

REVPNIIEH

RS

S

EREE

{EEREERE

{REEIOREL

GRE &K E

192.168.13.172

wan | ¥

10.10.10.1

10.10.10.2

BA |

3

3

DUREEERRR, SRS

DFFRAATHEEER, SImE T

BEVPNEIBE

TTLgE

MTUZE

GRE RERE

> MTU: B RAEHHIT, BRIA 1500, AIHGE ZRIE L.

MBI SR ER S, AW GRE-VPN BN, 7~ GRE-VPN 1 & 57,

235

1500
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&S EFEE EERE

&0 br e
GREVPN 1Pvd: 10.10.10.2
; P-t-P:10.10.10.1
L= 1B 6.1 KB(75 20EE)
I #i%: 4.6 KB(75 20E4)
B 52 EERIE

PEEEX4: GRE IR S5 v -

B0 E SeAE EAUBL B — 1 GRE K55 25

ip tunnel add grel mode gre remote 192. 168.13.112 local 192.168.13.127 ttl 255
ip link set grel up

ip addr add 10.10.10.2 peer 10.10.10.1 dev grel

B 53 GRER&EREE
G781 %4 LAN #4851 ping 38 GRE AR 5% i e 40l Hhhl:

AEFE %B’J DNs S S =
IPut - - - - - - - - - 20991 cO9:=7b81 cfePc 188 :-396a:3F5 7=
IPve Ithiil . S e FeB8P: 188 :346a-3F5S7-c89b><11

local
FeB8P: Sefe:192 _168._.55 _10@:<17

i B 32 S AR
o 2l £ -3z Q- o

W

5.5.IPSec &%k

SCFF IPSec WAL VPN Bz, WD E J7ik:
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TEA M S ESE: VPN->TPSec;
FHGERE “FEARE” M “EPKE” , SNIESFRENRESE
M “ORAFENH” . BEREA

YV V V

HAKREWMT (A G781, — M . — MRS H, FEERD .
& it

USR-G781 EFRE RS B&

25 R=BA |~

> WS
> BE EEREER Net-to-NetiEr, |~
> R wsm  hEEn |
s amf
PPTP
EEET test
L2TP
GRE FidEL  wan |~
FHFR 192.168.44.0/24
OPENVPN @ FRFETAip/F RS Ai20. 10.10.10.0/24
SSTP FWIFEH  @right
> PIE B tFEEFETIPVAlESL B0, 10.10.10.10, RER@EENATET FIEl.@domain
> EE pur =2:1:ve 1 192.168.13.179
> = @1Pv4 titi AB.CD

parpat] 192.168.55.0/24
O FRZ=TARip/FRIAES, M0, 10.10.10.0/24

puiaat] @left
@ FRERrIP VAl F50. 10.10.10.10 HER@BEENHET Fill.@domain

ez i)

B 55 RKPWREXZE
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USR-G781

> HE
> RS
> g

~ VPN

PPTP
L2TP

GRE

OPENVPN

SSTP
> Bk
> EfE
> BH

> EHRM.

FIRIK) 5

DPD #1F

A A,

vV V V VYV VYV V V V V VY V V V V VYV V V

ESP fin% .

(L IESUtE

IjJEE%’EE::

EFDPDEE

DPDaHEIERE
DPDE2ESEA]
DPDISHE
IKERDZE

IKE4E S

SAZEE

ESPHNE

ESPE#TRIER

(=5
SEEHEFNEPFS)

ExERA

B 56 FPmEmHRE
Net—to-Net 153 (3 i 213 5 B P S 51 55

AT LAy Rk i R e 5
A LL4Y A VPN 2% P Fil VPN AR 45 24

120

Restart_by_peer ~

3DES-SHAL-DHZ |~

28800
@ #35M: 1-86400,2KiA: 28800

ESP |~

3DES-SHAL  ~

3600

Main e

O

]

{FFEFabr

Road Warrior 3, (g Fuk S PC

U T
AR -
R
g

MU R ZERE N AT, PimaiME—, AnfHaifer

I A, XA AR wan, eth2 (fG 46 M) | lan;

XFu ) 1P/ 384 s M BF ARt HON RSS2, Xty [P Al ANIES, 8IS %any;

IPSec AU {RAF W J FPIHERY,  WnSLEHE Road Warrior BLaXf% o, WIATREIAE

X i 94«
KU FRIART: IEIEANARR,
X bR iR E
J2 5l DPD A6«
DPD s [ [&] o «
DPD &R B [A] «
W B AT I R A 5
IKE fhnas:

IKE A& 1 i 1 :
o B BT DL ESP A AH;
BRI A T 2 e Ty

IPSec X Uity R4 W K - 5L 5

TEXF AR IR,
em AR, TR E
W BIERASI (DPD) I} a] 7] & ;
WEERAGI (DPD) R A ] 5

F—brBeEAE IKE B hnas 77 2K
BE TKE fAdn Y, AeED,

SEHEVE R
ERIA: 28800;

FTRAN TP Bl , VEEAEIEA BE € A RHne;
FTRAN TP Bl , VEEAEIEA BE € A RHne;

+ DH ZZ ¥ By

Tre A N BARAT PR 2 7
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> ESPEdnJEM: W ESP AR M, A s, BRIL: 3600;

> A PR BBOA BRI, R R AR AR

> UEMMAAETING (PFS) . WilR4Tey, WIEH PFS, WA EH;

> WIET R H A SRR = B R GE T 1.
Ve

> Ut b E B TP B AL R, SUCRA B A 4G B, U A R AR

> 2 um AN e B, TR R A PR A

> AEHIEAE AH. ESP ALERATE IP S ARFEFAAE, F T End-to-End (Ii®di) IS5

> BERIERIAE AH. ESP AbBE 2 JE 33— /MM IP 3k, FEHT site-to-site (WhiFuhs) MR
l3ib75=¢

> BRERURT DUE H TR 5, AR U seiE A T PC 31 PC 5%

> WERIE, nIJerEd: H LB IPSec SA established #r&, Rz IPSec VPN 5.

2B B REE R (A G781, — AN i, — MRS s, B , #HiS
Al VPN &4, PN 6781 WM AIAHE. ping 38, W FK:
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Realtek PCIez GBE Famil:
ink =i
inet a(dr g2 3
MTU: 150G peec:iuu.uu Mbps

: P Oper status
RX pachet“.40£bq‘“ dropped:2 err unkown : 9
TX packets 3453 dropped:2 errc 7 txqueuelen:

VMware Virtual Ethernet Adapter for VMnetl
ink encap: Ethernet HwWaddr: oe- 6-CO-00-01
inet addr:192 1668.1 Mask: 2 5.0
MTU: 15086 bpeed lﬂﬂ =] Mpr
Admin status:UP Oper status:0OPERATIOMAL
RX packet 9 dropped:8 = 8 unkown:@
TX packets 17 dropped:0 e 10 txgueuelen:@

VMware Virtual Ethernet Adapter for VMnets
Link encap: Ethernet Hwaddr B0 - -g8
inet addr: : 2.1 Mask: 25
MTU: 15080 bpeed lGG.GU Mbps
Admin status:UP Oper status:0PERATIONAL
R¥ packets )6 dropped:8 e 8 unkown:g
TX packets:385108 dropped:0 ors:@ txqueuelen:d

[2018- :
[Administrator * lping

IETE Plng

[2012-06-19 14 . ~
[Administrator p17es504c33] » B

K57 FMEE
WA AFE TPSec HHE S, F R MR

EEVPNIIEE

B 58 EPFWEERIIAE
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2K

H3C MCRS00 % i 25t & -

iZezIPsecEs

(—A g781, & P, % — H3C MSR 800 i&Hise, HFaski) WwiT:

IPseciEiR

PERISRE
0
[SEseivls
e bR
S b inld

FRIASTE

OiE
F=ID

RibwIDZER

gD

iz
s

e[l BE A

vz

E—RhER
et
IEEE

DH
SARETFEIER
ol 153
i
ESPLLEE %
ESPIIEEHEE
HEEE

PFS
SARIETEEER

ETatiEnsE 1A
BETmEnt T A

DPD

IEFEINEF

GigabitEthernet0/0

L Ewass
192.166.13.171

L Ewa-e

L kea-e

RRPEEEID

AIRFIEID

Ofg ®£in

] ) EFEEIE T,
MD5  ~

3DES ~

Diffie-Hellman Group2

6400

@ ~
W
8
Ol

FIRMERRR

usr “=F (1-255)
e Jexm a2

#L (60- 604800, HRiGiH=286400)

ES (%) AninEsm

HRE B

G781 ML :

B 59 JREHBERE
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===m  &8H
EElEEET Net-to-MeEizt
I |
TREEE Ty
EEES test

AdtEEl] wan

FimFE 192.163.44.0/24
B FREETA=p/ T REER AN 10.10.10.0/24

it @usr
B RS AIPVANEAE FIR. 10.10.10.10 2@ E= NS fiRl.@domain

IrEEAE 192.168.13.171
@1Pva HiEht, AB.CD

T 192.163.10.0/24
B FRETA=ip/ TSR AN 10.10.10.0/24

Fareonic] @h3c
B R AP VAR FIEN. 10.10.10. 10, REA@EEWASF Fizl.@domain

Be0 FFimE S wmikE

HERhas [ =Sk

ERDPDEE [
IKEADEE  3DES-MD5-DH2

IKE£EsEFERA 123
@26 - #5858 - 1-86400,885A - 28800

sazm  ESP|v|

ESPANEE  3DES-MDS

ESPE=asfEEE 456

== aggrmode

i ERRNES(PFS) [
SHSRE eeeess &

Be6l FFWEHKE
G781 B E ok J5, HJG; K140 #J5, 7F H3C B s S HA B W 5 B
e |

Psecis
#0 sl Fighh EES BiE—REEER
e test GigabitEhemetdi) 192.168.43 171 Connected ERROR_NONE
ittt FESE sPl frlitiice | HhEEH &
[ S1C 192.168.10.0/0.0.0.255 st 192.168.44.010.0.0.255 in 42415732 [ESP| 1w s06006 ]

protocal [P stc-port 0 dstpot 0 out 3575302486 [ESF]

B | weatEREERE | maswes:

62 REMEATFIWMERER
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P 2% T WA B ping JE

Realtek

inet acd
MTU: 1
Admin
unkown:e
packet 122 txqueuelen:©

VMware Virtual Ethernet

OPERATIONAL
X pi unkown:e
TX packet € 20 dropped:® txqueuelen: o

VMware VWirtual Ethernet Adapter for
Link encap: Ethernet Hwaddr:
inet add M:
MTU : £
Admln E s 1 UP Oper stat OPEPATIONAL
z : dropped:0 0 unkown:0
TX R 96 dropped:© 8 txqueuelen:8

W

2333333333

(0 O O O

5.6.0penVPN & F im#E i

SCRF GRE RSLI¥) VPN 3E 4z . W T B 51k

> TEZMISHRLESE: VPN->0penVPN,

> AR CHEARE” M AR E” , WMMIEEFHRENRESH
> Rl RPN, EEEE.
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VPN-openvpn

EEVPNEEE

TCP/UDPERE  TCP | v |

pert 52l 192.166.13.136

| 1194

Be4 FPWmEALE

VPN-openvpn

SEVPNEISE

=R AES-256 CEC v

HashiiE  sHazse v
EALZOEE
EFETLS
keepaliveiz il 10 120
MTUizR 1000
TCP MSS 1000

ERREE EE |-

REHEAERE s DEEETEE, SRR
EEEMAS 3 DEMEETiEEES, ST

Bes FhmEARE
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VPN-openvpn
EEVPNIIEE]

TLSIEE: | PSS | SREEESCH

CAIEE: | .. | SREEE.
EREES: | AR | REEE

SRS | RIS | REERE LS.

Bl 66 FFURIES L
<y B>
EARE
P ATk #E TUN B B AR ) B TAP (A AR 20
5. LR UDP. TCP #fE
Ui I OpenVPN AR 55 %% W Iy i 11
R AR SSER I 1P/ 34
RKE
I bavE: JEIE NS bR HELFE Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256 CBC, AES-512 CBC
TR IN®E, #AUE A AES-128 CBC, AES-192 CBC, AES-256 CBC;
WIESE: ] SHA256;
i 120 Hedd: 5 F SR AR S B A6 F LZ0 JR44
Keepalive W HE: BRiAN 10 120;
TUN MTU 8. W EIEIE R MTU . BRIN 1000, ATH 5 A0 IR 55 4 i DR 5F — B
TCP MSS: TCP U 15 K7 BEK /N
i k%
> TLSHEH: LRaEmERINERS RIERSHRIE, et h1E) |
> CAIEFS: ARgs#s AN Pt FH R CA HIF13;
> BPUuGIE: & uIE
> BPmAEH: B S

V @ V V V V

YV V V V VY

E
B b S RS AR AT, ca METS, B URIETS, BERE, TLSIET, FREMRS L.
BRUEF A, EARRIAT,
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B EAE, WL OpenVPN-VPN UMK, IR OpenVPN-VPN CLIEH 7.

iR

& WS

openvpn-VPN IPv4: 10.8.0.3
- vp_ P-t-P:10.8.0.3

~- 1 11.0 KB(140 EiES)

e BIE: 10.3 KB(147 i)

B 67 EPimEBRRIIE
G781 %44 LAN 1% 4 7] ping i OpenVPN Mz 55 uifi fE UL 41

PGS HEARE 0)
| it
sers\idministratordping 10.8.0.1 EIRISERY NS 58 local

| it Realtek PCIe FE Fanily Control

Administrat oroping www.baidu

www.baidu.com

Ping 10.8.8.1 EF 3 FC-45-96-8D-74-8E
[ . B8R DHCP 2
IPvd 1y} 192. 168. 1. 100

255.0

IPva Ffiis 25 5
FeH18 SH8A 11:57.38

RN E

B 3HARYE 8 o18F6H11E BHE— 11:57:38
IPve BHAREE 192.168. 1.1
IPv4 DHCP RS SR 182,168. 1.1
IFv4 DNS FRSSZ 192 168, 1.1

[ TP wINS PRETER
| B/ NetBIOS ove. . £
VB TP MfIE  £eB0 b416 41268845 aDdaXI2

Mdninistrator>

B 68 & FMEER ping @RS
fff: linux K OpenVPN R4 umAc B
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sort 1194

proto udp

dewv tun

user nobody
group Mogroup
persist-key
persist-tun
keepalive 18 120
topology subnet

server 1 235

1fconfig- poo1—pera
push
push
push

"dhcp-option DNS
"dhcp-option DNS

crl-veraty crl.
ca ca.crt

cert server_
key server

pem

dh dh.pem
auth SHAZ2S56
G-CBC

-min 1.2

A40gLA4AWINZUNSX
tls-auth tls-auth. key B

"redirect- gatewav-defl bypass -dhcp™

FUNSX .crt

key

#tls-cipher TLS-DHE-RSA-WITH-AES-122-GCM-SHA256

status openvpn.log
verb 3

& 69

5.7.SSTP %% P hqdd &

7 HF SSTP P fr) VPN &b, W 1% B v

> ELAMSHIALESE: VPN->SSTP;
> AR “EAERE” Ml “EHgRE” , MNES
> RN AT, B

BEVPNEIEE

Eezponi

=1

=5

EREE

(RAR EliEfE

FEEEWRE

%] 70

I 9% i i .

i B E S

192.168.13.136

root

sese

@

W

SSTP XA E
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EEVPNEIEEL

FREEEE 255.255.255.0

EEMTU 1500

EiStsstpciElin 100

EWNSIpppdifEi 100

71 SSTP B&RE
> Rssasthl, WA, ERREASEL BT MRS RSSO DL E
> MTU: BORfERIFIT, BRIA 1500, AR ZORE 2% .

MW E)E G, B IL SSTP-VPN LM+, s SSTP-VPN & 14 &7,

EEVPNEISEL

=0 b e
IPv4: 192.168.30.11
= P-t-P: 1.0.0.1
= I 12.3 KB(175 BUEES)
sstp

43iX: 13.0 KB(184 EUIES)

B 72 EERSHRI
G781 ¥ 4% LAN [ 4% 7] ping i SSTP AR 255 e fl ik
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z:Sefe:-192_168.55_.1808:x17

ers AdninistratorOping 192_168.38.1

E Ping 192_.168.38.1 Eﬁ 32 ?‘-ﬁfﬂ@d%
192_.168.3@.1 /Y[O] [(B]=2ms TTL=-127
192 _168.38_1 = = [B]=2ms TTL=127

Eﬂ@ IT' =32 E; [B]=2ms TTL=127
192 _168_38.1 En@? F 5 =32 BJ[8)=2ms TTL=-127

Pi_ng iff
.ﬁ: » E - 8 <@x Ei>,

\-Zns

INUsersAdministrator>

B 73 FEPiRTMEES ping ARSI IP

6. B KiEThAE
6.1. B K 3E Lh e

ADjfeRT Tinux RGFP KA Ciptables) MIBEEZITH. iptables KA “3&” Al “8&” {17 /=45
4, fE Linux "POMERGKE A WT Es.

raw mangle % i nat #& I
PREROUTING# ||| PREROUTING# |||l PREROUTING & |[—~| H2&#N
FE3EMM)
EEEREw | LR TR EEEEEw : INPUT
L OUTPUT# 4 POSTROUTING HPOSTROUTING # =
4 INPUT 4 OUTPUT $# ~| FORWARD %
4 outpuT & [ outPuT
FORWARD #

B 74 Linux &4 iptables #&tER
ARIEER B E TR EESLI T filter RA nat KINRE, H WA SIS E TUH EFEM A iptables fiy
A7 LRI MIBR . B Ys K EERL .
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6.2.Filter RIEE

USR-G781

> W=

> RS

> W
Filterss
NATZ=
BHRRE

> EE

> E&E

- ERE Wi filter) B TESAANL.

AR AR A AR

HiEAm P LAERE
R EE EEY

B 75  Filter #TREE

I LACE Filter RAVERINGRNS CEAEAE, HubAIEA) , AT LR N, i A 5 0 o 45 I s 5

R BRI
WE:

> fELMTAARIERE: BIKEEOFilter &;

> AMPEANZER BN

> Rl RN, ER B

6.3.NAT Ri&% B

USR-G781

> RE
> EBE
> R
> VPN

Filter==
ERERE
> =T
> R

Al LB E AR -> A X (PREROUTING B8) 1PN ->4Mk (POSTROUTING &) FAI%E ki) .

Bk 1
w0

SH->PIR PIF->$H

iTEIE LESd Bttt Biss0 B rht
Baosgsa TP - 192.168.30.10 192.158.1.54|
o 5
B 76 NAT RIREiRE

> TR SHUAZIERE: B KBE-ONAT %;

> HMBEANERE RS

> mdr ORI, HR B

L]

"

=t

TR BT

Tre A N BARAT PR 2 7

% 54 U 3% 120 1T
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<iiHI>
PATEIE: BB, R RREOA

PP TCP. DUP, HR ¥ SRR 75 Bk AT 455
H bk FrE vy i i WAN [H;

H 83 H s B i WAN H i

Wil 7R IP;
BRSSP S 1 4 i 1 o

YV V V V VYV V

6.4 MARE

USR-G781 s
FkdiE-aR1RRG
im] BReTE W PSS HER s (nat) BYFHEAT.
> IRE
> s Chain PREROUTING (policy ACCEPT)
target prot opt Zource destination
v s
i Chain INFUT (policy ACCEPT)
. target prot opt source destination
Filterz=
Chain OUTPUT (policy ACCEFT)
NATZ= target prot opt source destination
s Chain POSTROUTING (policy ACCEPTH
SHEE target prot opt =ource destination
MASQUERADE all -- 192, 168.1.0/24 argwhere
> EfE
> EH

/|77 BAEEREZE

A LA H 5E L iptables #r4>, SRSEPLH & XTI

WEITE:
> ELAMSHRERE: Pk MR,
> AMPEEANZEEE NS
> g4l “iptables” .

TR N B AR A IR A R % 55 B k120 7T
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7. AR5

7.1.3hZ DNS

USR-G781

FFEDNSFAERE—TEEAIPhadEE  ERiETimArel LR,

> RS FIEEiET458  wan-SEWAND | eth2-4G,
HEEDNS MYDDNS
TEEERMEFE F=
JHEEE sE0 et
EUEE (@ DDNS&ErImEED
> RE Erezrr el ddns.oray.com B
> VPN
BrRse admin
> Ak
== =
> e =] &
> E&
=

B 78 DDNS ®EHiE
A4 AT, B DDNS, RABHARNE N4, B = IRSS SCRE,  SeBlm v i 442 1 5 ok
Vi B Ay, X B AEH LA 5T ddns. oray. coms.

+=9 DDNS &#
eSS Uise
FiE FE 75T 5 DDNS BhfE
AR AT RELEMBAS WA 2582 11 _E A% H
IR 25 % b ik DDNS Jlz 55 # ik
P4 DDNS H 4
Y DDNS %14

wE T
> FELMSAURIERE: IRSTDENES DNS;
> AMPEAZEREN S
> Rl RN, ER B

7.2. REFTHNEFE

WA SCREAE N B TRE, AT DAL th 8 & im Bl IR S R 5 EH, B P IR:
D IR, Al RN, ERBE, T2 R SN AR5 B REs
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> #RE
SHEDNS
SN OFFLINE
EEERRFE
_ kw3 OFFLINE
EEEE
> PR EREE -
> VPN
> e == =AY
> EE

> AR

B79 HERAMFEERH

ST RAMEED L BTSSR ENTERESEE

DDNS

SNE3 USRS$0430c0cc20a8

bres ONLINE

o =mee | 0==
e
K80 IAERAMFERR)E

2) gy “EFREB”, BRIFMEATTHIMEE,  (UERAREWHEE I BIIEE T RS R, AN A,
WFEAVFE I A 1D, VRGO admin, 1EHE SN ADE R,
o

=4 K
USRS0430c0cc20a8
IBERNNS SNEBETHEE SicER
B2

B8l AeEFTAMEFE SN L%

3) MR EMAE .

G N AR BR A & 57 7 3 120 W WWW.UST.CN


http://h.usr.cn/
http://www.usr.cn/

YAS
& EAMER oH
A

BAAEMHSE ! USR-G781 i 81 F Mt http://h.usr.cn

RS

FIFF RESEEAPP | fE 53, RiESNEE

B 82 FEAERAMEFEFHEMBIE

4) BRI R RIRBIIEAE TR 5 E 5%

B 83 feARAMFETHRIKS

5) IEFMTER

KSER SNIZ&EF

A yss0520

S =ioEE
L=

B84 IeAFAMEEKSEM
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B85 TAEXTAMFEERE
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©WirER

TKIShR (RIERE)
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8) BLEMU
© kst

1. TSR, SEACSsSSnRRES OFF TEnsl, BEREs (BER) | WERAE)
2. FIRREEREARREEE, NSEELMIAE Oay DNSIRHT, 48B4l =R

RIEBETR: test

A v | HTTPSEREES, HXEA, ARTENsS

BhETEEE EFARAR HTTP80 HTTPS443 SOCKSS
ShREwA: B0 EwmsTht, HEsSERAE, BUEREERO

AR 127.0.01
AR 80

B 87 HAEXTAMFEFERE
IR 28 RN 3 5 e S 1, 3 AL B A R B (3 RIS S SRR R B SEA B i 5 N 44 R I
HE RS 2/ ERD , W ENLUES 75 13 &1 1P shlk, WSR2 ANUAS 127.0.0. 1, HNH
Uity 1 IESS PN PO 162 2% R R X 2 g 11, ASHTLIES 80, 41X ity 1 326 T[] 5 vt 1 75 BE0W %, BRI RIS o 11, SR )5 r
TN

i O S8R
hie SHEE NREERD T
J9; FH 2 52 UL 44 B 52 UL 44
R4 PR AT LR )3k 4 % L F i e S
A Nyt MR T RAS FREFEA R A — g 538 FH N B eT
A v 11 A ) S ] 5 i 11 B8 6 sh A iy | A FH R 42 il B 1 i 1
[
P E AL I A 1P I A5 1 1P
P X 3 1 P A2 AL AAHLIEFE 80 i [

DI e
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B test [ @)

Attt
fe26203015.zicp.vip:45981
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Iﬁq‘%ﬁ_‘ﬂﬁﬁ |www. usr. co# I

BEhEE USE_36

»

[ m

1

124 BEBpTEE

W YA ZS T, % E T4 N AT+CMDPW
TR DLE B S BT a2 A0 2% . www.usr.cn#

BTl B E A, IR 2% socket A Fil socket B (i E . e E)E, EREES, B3
SEHEfE, SRRPUERRS S, EEREIIE, MRS SRR R IS www.usr.cn#AT+VER G EO%Z 745 5 i

JaH—ANEERD) , BHEREE, SIREMNAE S 40T

TR N B AR A IR A R % 91 w3k 120 7T

WWW.Usr.cn
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=anEn X

%5 USR-TCP232-Test RS232 to Ethernet Convert tester

File(F) Options(O)
COMSettings

Help(H)
COM port data receive

Metwork data receive

PartMum |CDM3 j
Baudr [175200 -
DPaity NONE =
DataB |Bbit hd
StopB 1 bit -

@ Open

Recw Options

[ Receiwve to file. ..
[T Add line retwn
[ Receiwe A=z HEX

[~ Receiwe Fause

Sawve. .. Clear

| rSend Options

[ Data from file ...
[7 Auto Checksum

[ Auto Clear Input
[~ Send Az Hex

[~ Send Reeyele

Interwval 1000 ms

usr. cnd

+VER:¥1.0.4

2

Peers: |115.28.2321:12457 =

usr. co#AT+VER

MetSettings
(1] Protocal

TCF Server

[2) Local host IP
115.28 232.174

[3] Local hast part

10000

@ Disconnect

Recw Options

[ Receive to file...
[T Add line retwn
[ Receiwe Az HEX

| Receive Pause

Save. .. Clear

Send Options

[~ Data from file ...
[~ #ute Checksum

[~ Aute Clear Input
[ Send A= Hex

[~ Send BRecycle

Interwval W ms

Send Send
Load. .. Clear 1 Load. .. Clear
[& Eeady! Send: 0 Recy: 0 Reset | [& Ready! Send: 15

Recy : 22 Feset |

10.1.5.  %f5 AT 54

BAE AT F5A 248 TARAEBARET, @i E A FEEIN AT 184 T N E R BT WS H. BAR AT
BT, (AT 18454 .
VRV : ARTNGEERFrEMA R SIM £ FSCFREE IR

Aa atan a

<

it
i
»

EEEE [] #RFC2217

ﬁ%ﬁ_‘ﬂﬁﬁ |www. usr. co# I |

BEhEE USE_36 |
125 WEKMETEE

[

1

AW AR, A/ B E TR0 AT+CMDPW
B T A B AT A A SRS A& www. usr. cndo

Y B Se
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WWW , Usr. cnftat+-netmode
12:50 B

+NETMODE : 6

www . usr . cntat+regdt

14:50

+REGDT:7777772ET573722E636E

Www . usr, cn#fat+socka

14:51

+SOCKA: TCPC, test .usr.cn, 2317

10.1.6. #H4HER

AT $59 N A TR2, N TR B R o 7R FR B A B A0E AT i, "B IR & 4 B [l
RIEE-

H: BRI 3 KNG,
10.1.6.1. ZFEPiE

®16 FFSiHAA

<> Bl AL (1) A 25 R 75 T

I B ELHE 1 A 2 AR 7R T

{} Bl ELFE IR N 2 R SRS R IR 5 SR 7 75 e

~ ZHGEREL, B A~B, SEMTEEZEM A F B

CMD FKRaL

oP FOREAERT
PARA KRSH

CR Fon ASCI i ) B 2457, 7Nkl #R Ry Ox0D
LF Fon ASCI i ) AT 457, 7Nkl £ % 7 9 OX0A

GEr A N BAA FR A ] 93 W 3t 120 I WWW.USr.cn
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10.1.6.2. FESH“m” AR

64 . <AT+>[CMD][OP][PARA]<CR>
® 17 FSUHA

AT+ AT 54k &

CMD B4 I hheE 2

oP BAERE, W=, 2, =2 ?‘5

PARA AT H i

CR 25, iy &4 RAT 7
FRAFAL YL

+* 18 fFSikFA

0 <AT+><CMD>?<CR> PAT TR 2 B E B W 24 5T S 4E

1 <AT+><CMD>=?<CR> EWNZIE S IS EBUE T R BT
2 <AT+><CMD><CR> PAT TR A B E B W 24 5T S 4E

3 <AT+><CMD>=<PARA><CR> wWEIZELSMSHE

10.1.6.3. A& KRR

SRR R UL IV ERS AW R SN B T2 o ETR ALY (N CTRA L [ et DA (= R S P (i N S A [ P
SRJE FE R R S . TE [ R AR BB A, R . £ LU B, BB R
WAL

fir4H: [CR][LF][+CMD][OP][PARA][CR][LF]<CR><LF>[OK]<CR><LF>

#z19 H#HSiHA

CR [A] 2575 &
LF BATHF &
+CMD M 37 3 i
oP BAERE, W &
PARA RIF IS5 =
CR [EEE =
LF BATHF =
CR [EEE &
LF BATHF &

G N AR BR A & 94 W o3 120 I WWW.UST.CN
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OK RREAE LT g
CR [ 247 =
LF BATHE iz
M [ i 4> 2 77 15 B
#£20 Sk
<CR><LF><OK><CR><LF> CRENZIS AR
1 | <CR><LF><+CMD:><PARA><CR><LF><CR><LF><OK><CR><LF> | iR[A] {1 &%
10.1.6.4. HEBRFTSULHE:

fE AT feH, &5 (=) L E5 ()

v HS(?) mE AT HGRRRAT S

PTUASH AT B4

FLES M. TR T
B SCHN: FHDAERR R 5 00Nt fl gt G ok, RN — A+ B flgnfis R ASCI 14,
264 ]S ()RS ERI gD & OX3F, FHIAE S ERE s 267w N [3F].
il e
+£21 FFSikHA
SET5 [3D]
SEASY [2C]
? ] [3F]
<CR> [E] ZE 4 [0D]
<LF> HATFF [0A]
10.1.6.5. IR EI4E D1 -
Fz22 $EIRFG
1 Ttk | i AD+ENTM\ODVAf5&r AT+H5 2K
2 TER & i1 AT+FR\OD\, & FF XA 4
3 TERERERE | I ATHMAC=XXXX\0D\, %354 HEedif), Apef=
4 TR SHL L AT+E=open\OD\, Z¥ATE nJ 1% 75
10.1.7. AT 844
=23 ATIESE

MikfE2

H HE S

Tre A N BARAT PR 2 7
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E B E AT A R
z B
R WEHEE
ENTM B H i A
WKMOD IR E TR
CMDPW B E L H
STMSG BB RS BER
CSQ B YA E S REE R
NETMODE AU Y FT N 2 AR
CPIN i) SIM RIS
APN /B E APN 52
BEESHIES
CLEAR | &AL WHE
EREMIES
VER BHHRRAE S
SN 1) SN fi%
ICCID T ICCID 15
IMEI 2 IMEI 74
B OSHIES
UART B EF S
UARTFT AV AR T B ] (]
UARTFL U E O ARE KT
RFCEN Bl E SRR RFC2217 TjRE
M 2% 454
SOCKA i)/ B socket A 2
SOCKB A if] /% B socket B %]
SOCKC i)/ B socket C &%
SOCKD i)/ B socket D &%
SOCKAEN IR B S T I RE socket A
SOCKBEN IR B S T I RE socket B
SOCKCEN )R B A2 77 i e socket C
SOCKDEN )R B 7 i e socket D
SOCKALK 77if) socket A FEREIR
SOCKBLK 7T if] socket B EFLIRE
SOCKCLK 71 socket C HEHEERA
SOCKDLK 71 socket D BEHEERA
SOCKIND Bl E R SRt IE & BRI socket
a4
REGEN AR E 2 R M
REGTP AR BN A AR A
REGDT R E E o SCEMHE R

Tre A N BARAT PR 2 7
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REGSND B B EM R A T
CLOUD TR EGNHEFMSE
LBkEIES
HEARTEN B E SRR OE
HEARTDT St e RN SO
HEARTSND A E OB LI R 3% T 5
HEARTTM A5 B B 2 AT
HTTPD 4
HTPTP B E HTTP T/E R
HTPURL i)/ E URL
HTPSV AR E H AR IR S5 kA i
HTPHD Eif/EE HTTP ¥l HEAD 15 &
HTPTO A BB IS I []
HTPFLT Bl E SRR ek
L nwpmEBATHS |
AT+NTRIPPARA | #ifi/ 1 & Ntrip fHICHIZ
AT+NTRIPHEAD | #xifi/¥% & Ntrip & XL A%

AT

> Thfg: RS, TN AT i 2 AL T ERES

> &
& Hif:
AT{CR}
{CRYLF}OK{CR}LF}

AT+H

A\

Dife: HHIHEA
W

& i

AT+H{CR}

A\

{CRHLF}help message{CRH{LF}

> B

@ help message: 4B,

AT+E

> Thig: ElE RS AT #5821 ELRRES.

> KR
& HifHHTSHUA:

Tre A N BARAT PR 2 7
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AT+E{CR}&}, AT+E?{CR}

{CRHLF}+E:status{CR¥LF}
’ i&.ﬁ:

AT+E=status{CR}

{CRH{LF}OK{CRKLF}

€ status: [FLEIRE, BFE:
% ON: J)g
%  OFF: &
> fl: AT+E=ON

AT+Z

> Thg: WHEER.

>
AT+Z{CR}
{CRHLF}OK{CRKLF}

AT+R

> DhEg: WAAEE.

> K
AT+R{CR}
{CRHLF}OK{CRKLF}
AT+ENTM

> DhAg: WE AR EIZETH TR
> %
& PATIREIRE:
AT+ENTM{CR}
{CRHLF}OK{CR}LF}

AT+WKMOD

> ThAg: ERAE B TR,
>
& il TS AUH:
AT+WKMOD{CR}&, AT+WKMOD?{CR}
{CRHLF}+WKMOD:mode{CR}LF}
& UE:

TR N B AR A IR A R % 98 ut k120 7T
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AT+WKMOD=mode{CR}
{CRHLF}OK{CR¥LF}
> ¥

€ mode: T/EMZR, 5.
& NET: MZiE£L#
% HTTPD: HTTPD &=
< MODBUS: Modbus TCP<=>Modbus RTU . ##x =
> fil: AT*WKMOD=NET

7

AT+CMDPW

Y

DhRg: AWIBCE S ED.
> KR
& T SHE:
AT+CMDPW/{CR}&k AT+CMDPW?{CR}
{CRHLF}+CMDPW:password{CR}X{LF}
& E:
AT+CMDPW=password{CR}
{CRHLF}OK{CRKLF}
> B
& password: A%, 1~10 ANFIH) ASCI Y,
>  ffl: AT+CMDPW=www.usr.cn#

AT+STMSG

A\

e : A IsCE B UG B
> KRR
& Tl
AT+STMSG{CR}& AT+STMSG?{CR}
{CRHLF}+STMSG:message{CR}LF}
‘ &E:
AT+STMSG=message{CR}
{CRH{LF}OK{CR}LF}
> S
€ message: XMIER, & LHEIGE, FEEREE. 0~20 FIH ASCI .
> fl: AT+STMSG=www.usr.cn

AT+CSQ
> Difig: MRS SEE THREER.

> A%
& EHZHASAUAE:

GEr A N BAA FR A ] % 99 Ti 3L 120 B WWW.USF.CN
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AT+CSQ{CR}=, AT+CSQ?{CR}
{CRHLF}+CSQ: rssi{CRHLF}

HE: AFEP RS NGS5 AR R 2/3/4G M HIIAR, 15X 08K,
> USR-G781-43 7 i~ i&%

& rssi: BG5S AR

i asu fH7R; asu FUYEEIA 1-31, BUEMK, (550,

» USR-G781-42 5 B2 iS5
& rssi: NG SEREE R

#£1 GSM #ill 2UmLi % R

0 NF&5EF-113 dBm
1 -111 dBm

2...30 -109...-53 dBm

31 KF 55+ -53 dBm
99 ARFNEA BT

x2 TD il =AML R (k2 100 J5)

0 /NF-115 dBm
1...90 -115...-26 dBm

91 KT 5% F-25 dBm
99 AR ANEAS AT

x3 LTE =02 &2 (92 100 J5)

0 /NF--140 dBm

1...96 -140...-45 dBm

97 KF 8% T-44 dBm

99 A S EAS w] )
AT+NETMODE

> Difg: EETNESEI.
> Kt
& HifHETSHUA:
AT+ NETMODE {CR}zk AT+ NETMODE?{CR}
{CRHLF}+ NETMODE:mode{CR}LF}

PR S AR, R ZHAB AN
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>  G781-42 RIS {155

€ mode: T/EMZR, 5.
TR%

GSM #i
GPRS #{
EDGE #:{
WCDMA 5 x,
HSDPA ##5{,
HSUPA ##5{,
HSUPA Fil HSDPA # =
TD-SCDMA #
9: TDD_LTE

10: FDD_LTE

< 11: HSPA+fEI

5

8

7
0’0

5

8

5

8

5

8

5

8

7
0’0

5

8

o
IS L L A

5

8

5

8

> G781-43 RS IS4
€ mode: T/EMZR, B
% 0: L%
% 1: AMP &5 (TBD)
< 2. CDMA fiz
< 3: GSM iz
% 4: EVDO iz
< 5. WCDMA =
% 6: GPS #z{(TBD)
% 7: GSM and WCDMA ##={,
< 8: CDMA&EVDO &=
% 9: LTE =
% 10: GSM,WCDMA,and LTE #
< 11: TDS #x
AT+CPIN
> IhfE: i SIM ERRBPRES .
> A
& Tl YETSHUAE:
AT+ CPIN {CR}
{CRHLF}+ CPIN:status{CRKLF}
>
status: READY SIM iR % IFH .
& READY SIM - A4 %R 7
> 5
ki%: AT+CPIN
i&[al: +CPIN:READY
Feraa NP AR A R A % 101 T 3t 120 7 WWW.US.CN
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AT+APN

Y

The:

&
¢

*

g A A

&=

A/ E APN 5,

B LRI SHUA:

AT+APN{CR}& AT+APN?{CR}
{CRHLF}+APN:code,user_name,password,auth{CR}¥{LF}
i&.ﬁ:

AT+APN=code,user_name,password,auth {CR}
{CRKLF}OK{CR}{LF}

code: APN
user_name: /4
password: #15
auth: %8075
AT+APN=CMNET,,,0

AT+CLEAR

>

The:

WEH) WE, R&EZHER,

> kg

*

PATIEE Dhie:
AT+CLEAR{CR}
{CRHLF}OK{CR}LF}

AT+VER

Tne:

%
*

ZH
*

AT+SN

>

Thfe:

AR A [ R AR

eI THIE 2 (UIE
AT+VER{CR}&{ AT+VER?{CR}
{CRKLF}+VER:version{CRHLF}

H

version: [EERRAS .

A SN 5,

> g

*

B HATS A
AT+SN{CR}= AT+SN?{CR}

Tre A N BARAT PR 2 7
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{CRHLF}+SN:code{CRHLF}
> B

€ code: SN

AT+ICCID

Y

ifg: BN ICCID id.
> KR
& HifYETSHUA:
AT+ICCID{CR}&{ AT+ICCID?{CR}
{CRHLF}+ICCID:code{CR}HLF}
> .
€ code: ICCID i,

AT+IMEI

A\

Thag: HMREH IMEI Y.
>
& HiHETSHUE:
AT+IMEI{CR}& AT+IMEI?{CR}
{CRKLF}+IMEIl:code{CRKLF}
> B
€ code: IMEIHY,

AT+UART
> Difg: BMAES DS

> %
AT+UART{CR}#, AT+UART?{CR}

{CRHLF}H+UART:baud,data bit,stop bit,parity,flow contro{CRKLF}

*

WHE:

AT+UART=baud,data bit,stop bit,parity,flow control{CR}

{CRHLF}OK{CR}LF}

baud: 4%, 300~460800 i [ P I ELAE
data bit: 67, ALFE:

S 7 ThiEYE

< 8: 8k

stop bit: {5147, AfE:

S 1. 1 EdE

S 2. 2 ¥

& parity: KRBT, B

L 2R A

*

TR N B AR A IR A R % 103 1T 3k 120 7T
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>

< NONE: TR
ODD: #i4:
< EVEN: {5
& flow control: Jid%, fldh:
< NFC: Liiifz
< RS485: {{iH RS485 Tjfie
fil: AT+UART=115200,8,1,NONE,NFC

R/
‘0

*

AT+UARTFT

Thig: FRARE S DT AR BB H .
W
AT+UARTFT{CR}= AT+UARTFT?{CR}
{CRYLF}+UARTFT:time{CRH{LF}
& WH:
AT+UARTFT=time{CR}
{CRY{LF}OK{CR}{LF}
SR
& time: fIHELEFEETE], JoRZ 10~60000ms, ERIAE 50.
#: AT+UARTFT=50

AT+UARTFL

Dhiee: B E S O EKE.
K
AT+UARTFL{CR}={ AT+UARTFL?{CR}
{CRY{LF}+UARTFL:length{CRHLF}
‘ &E
AT+UARTFL=length{CR}
{CRY{LF}OK{CR}LF}
S
& length: JTEKE, WEHEZ 1~4096 777, ERIAE 1000.
fil: AT+UARTFL =1000

AT+RFCEN

>

Digg: Tk ERAIRESE RFC2217 TRE.

> g

& TilE U
AT+RFCEN{CR}z AT+RFCEN?{CR}
{CRHLF}+RFCEN:status{CR}Y{LF}

& XH:

Tre A N BARAT PR 2 7
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AT+RFCEN=status{CR}
{CRH{LF}OK{CR}LF}
> S
& status: 35 RFC2217 IhREALIRAS, M.

> i

< ON: fififg
% OFF:
AT+RFCEN=ON

AT+SOCKA

> IhRg: &I E socket A IS4,
> g

*

*
*
> i

EERETHIE 2 UK

AT+SOCKA{CR}& AT+SOCKA?{CR}
{CRHLF}+SOCKA:protocol,address,port{ CR{LF}
&E:

AT+SOCKA=protocol,address,port{CR}
{CRHLF}OK{CRKLF}

protocol: #EHHN, BfE:
< TCPC: TCP % J'i
» TCPS: TCP k%%
% UDPC: UDP % i

‘0

% UDPS: UDP fli45#%

address: AR5-asHuhl, ptibhb AT P42 s P,
port: ARZS %% 1, JEH 1~65535.
AT+SOCKA=TCPC,test.usr.cn,2317

R/
*

R/

AT+SOCKB

A\

Tne:

i/ B socket B 153,

> KRR

*

N ELIE SALER

AT+SOCKB{CR}& AT+SOCKB?{CR}
{CRHLF}+SOCKB:protocol,address,port{CR}{LF}
WA :

AT+SOCKB=protocol,address,port{CR}
{CRYLF}OK{CR}LF}

> =¥

*

protocol: GE{EWHMNL, EHE:
% TCPC: TCP % f'ifi
% UDPC: UDP % F'ifii

Tre A N BARAT PR 2 7
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< UDPS: UDP fli%#%
& address: fR&Fasithhl, pHbhEAT DU AZ B 1P,
& port: k& H, JuH 1~65535.
> fil: AT+SOCKB=TCPC,test.usr.cn,2317

AT+SOCKC

> Difg: &/ E socket C IZHL.
> KR
& Tl SHE:
AT+SOCKC {CR}&l AT+ SOCKC?{CR}
{CRHLF}+SOCKC:protocol,address,port{ CR{LF}
& HE:
AT+SOCKC =protocol,address,port{CR}
{CRH{LF}OK{CRKLF}

& protocol: JHEWMN, FLFE:

% TCPC: TCP % "

> UDPC: UDP % /i

UDPS: UDP fii%#%
& address: AR&SasHuhE, bl T RURAZ B IP.
& port: JlRg4sum, ol 1~65535.

> fl: AT+SOCKC =TCPC,test.usr.cn,2317

L)

*

*,

L)

R/
0’0

AT+SOCKD

> ITheg: &M/BEE socket D IS4,
> K
& HiHETSHUE:
AT+SOCKD {CR}&{ AT+ SOCKD?{CR}
{CRHLF}+SOCKD:protocol,address,port{ CR{LF}
‘ &E:
AT+SOCKD =protocol,address,port{CR}
{CRH{LF}OK{CR}LF}

€ protocol: JEFEPML, HE:
< TCPC: TCP % )"
< UDPC: UDP % /)" i
< UDPS: UDP k%%
& address: JR&asthhlb, b AT DU 4L EL IP.
& port: RS H, UM 1~65535.
> . AT+SOCKD =TCPC test.usr.cn,2317

TR N B AR A IR A R % 106 5T 3k 120 7T
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AT+SOCKAEN

> Difg: AW E R SRR socket A
> K
& HHETSHUE:
AT+SOCKAEN{CR}&; AT+SOCKAEN?{CR}
{CRHLF}+SOCKAEN:status{CRKLF}
& HE:
AT+SOCKAEN=status{CR}
{CRYLF}OK{CR}LF}
> .
€ status: socket A THAE(EREIRZS, HLH5:
< ON: ffifk

% OFF: %@JJ:

AT+SOCKBEN

A\

Difig: AWCE 2 S 10RE socket B,
> kgt
& HHETSHUE:
AT+SOCKBEN{CR}} AT+SOCKBEN?{CR}
{CRHLF}+SOCKBEN:status{CRKLF}
‘ &E:
AT+SOCKBEN=status{CR}
{CRHLF}OK{CRKLF}
> =¥
& status: socket B IJEEfHARIRES, -
< ON: fiifE
< OFF: %1k

AT+SOCKCEN

> Dhfg: WA E R SR socket C.
> gk
& HiHETSEUE:
AT+SOCKCEN {CR}zk AT+ SOCKCEN?{CR}
{CRHLF}+SOCKCEN:status{CR¥LF}
& WE:
AT+SOCKCEN =status{CR}
{CRH{LF}OK{CRKLF}

TR N B AR A IR A R % 107 5T 3k 120 7T
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> .

& status: socket C DhREfFREIRAS, 5.
<  ON: ffige

% OFF: #5F
AT+SOCKDEN

> Difg: AW E R SR socket D,
> K
& HHETSHUE:
AT+SOCKDEN {CR}&} AT+ SOCKDEN?{CR}
{CRHLF}+SOCKDEN:status{CR¥LF}
& WHE:
AT+SOCKDEN =status{CR}
{CRHLF}OK{CRHKLF}
> SR
€ status: socket D THAE(HREIRA, LH5:
< ON: ffifk

% OFF: %@JJ:

AT+SOCKALK

A\

INfE: i socket A 75 L TR .

> kgt

& HiHETSHUE:
AT+SOCKALK{CR}& AT+SOCKALK?{CR}
{CRH{LF}+SOCKALK:status{CRHLF}

> SH
€ status: socket A EERD, A
% ON: CiER:

% OFF: R

AT+SOCKBLK

A\

Iifit: 751 socket B f& 15 O %R .
> kg
& HlHETSEUE:
AT+SOCKBLK{CR}& AT+SOCKBLK?{CR}
{CRHLF}+SOCKBLK:status{CRX{LF}
> B
& status: socket B iEBLIRE, B4
<  ON: iR
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% OFF: fi%#
AT+SOCKCLK

> Ihfit: 7 socket C 275 O IEE.
> K
& HifYETSHUA:
AT+SOCKCLK {CR}ak AT+ SOCKCLK?{CR}
{CRHLF}+SOCKCLK:status{CRH{LF}
> .
€ status: socket C EFHIIRA, HHE:
< ON: %R
< OFF: K&

AT+SOCKDLK

A\

IfE: 75 socket D /& 75 L@ ST fE .

> kgt

& HiHETSHUE:
AT+SOCKDLK {CR}& AT+ SOCKDLK?{CR}
{CRHLF}+SOCKDLK:status{CRH{LF}

> .
€ status: socket D ERLRE, O
< ON: EJ@EI%

% OFF: R

AT+SOCKIND

A\

Dife: A% E 2 Bl e s B AL 285 KiE socket.
> gk
& Tl SHE:
AT+SOCKIND{CR}& AT+SOCKIND?{CR}
{CRHLF}+SOCKIND:status{CRXLF}
& THE:
AT+SOCKIND=status{CR}
{CRKLF}OK{CR}{LF}
> 2
& status: FRRIELERE R socket THREMEREIRA, HLHE:
< ON: JF/H
% OFF: XM
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AT+REGEN
> Difg: Ol E R SR T R .

>
& HifHETSHUA:
AT+REGEN{CR}={ AT+REGEN?{CR}
{CRHKLF}+REGEN:status{CR}{LF}
’ i&.ﬁ:
AT+REGEN=status{CR}
{CRKLF}OK{CR¥LF}
> ¥
& status: JFNEIIREERDIRG, GFE:
< ON: g
< OFF: %M

AT+REGTP

A\

Dife: BMAAET MR N SR,

> kg

& TS EUE:
AT+REGTP{CR}& AT+REGTP?{CR}
{CRHLF}+REGTP:type{CRHLF}

& E:
AT+REGTP=type{CR}
{CRHLF}OK{CRKLF}

& type: VEMEIEEA, .
< ICCID: ICCID fi4
< IMEl: IMEI 4
< CLOUD: f ANz=#HEIhRe
% USER: HIJTHEX
#. AT+REGTP = ICCID

A\

AT+REGDT

> Thig: AWARE A E SO
> K
& Tl SHE:
AT+REGDT{CR}& AT+REGDT?{CR}
{CRH{LF}+REGDT:data{CR}{LF}
® H:
AT+REGDT=data{CR}

TR N B AR A IR A R % 110 i 3t 120 7T

WWW.Usr.cn



http://h.usr.cn/
http://www.usr.cn/

VAN
&° 5 AMER “H
x

BATEAEMSE! USR-G781 i 81 F Mt http://h.usr.cn

{CRYLF}OK{CR}LF}
> S
& data: A/ A ECGEMBEERE, AR FEFEKA, RRKE 256 F. il S2HERN
7T777772E7573722E636E, WIRH ASCH f5E RN www.usr.cn
> . AT+REGDT = 7777772E7573722E636E

AT+REGSND

Y

ife: B E T MR K% 77

> g

& Tl SHE:
AT+REGSND{CR}&{ AT+REGSND?{CR}
{CRHLF}HREGSND:type{CRH{LF}

& WE:
AT+REGSND=type{CR}
{CRHLF}OK{CRXLF}

& type: Kk, GFE:
< LINK: EEERR K%
< DATA: VEMEEIRIE Nk
> fil: AT+REGSND = DATA

AT+CLOUD

A\

Difg: BWAREAR N HEDIRerEm 4.
> K
& HiHETSHUE:
AT+CLOUD{CR}& AT+CLOUD?{CR}
{CRHLF}+CLOUD:id,password{CR}H{LF}
‘ &E:
AT+CLOUD-=id,password{CR}
{CRH{LF}OK{CR}LF}
> =¥
& id: AAHEIREMENMN ID, KR 20 7.
€ password: G AZHEINRERBEHN, KEZ 81T,
> fil: AT+ CLOUD = 12345678901234567890,12345678

AT+HEARTEN
> Thg: EiR/RE R SR LB IR

> A%
& EHZHASAUAE:
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AT+HEARTEN{CR}&{ AT+HEARTEN?{CR}
{CRHKLF}+HEARTEN:status{CR}{LF}

’ i&ﬁ:
AT+HEARTEN=status{CR}
{CRH{LF}OK{CRKLF}

> ¥

& status: OBVEIIREERDIRG, Q3

< ON: JF)d

‘0

»  OFF: XH

AT+HEARTDT

Y

Difig: B E CBREEE.
> kg
& Tl YETSHUAE:
AT+HEARTDT{CR}zk AT+HEARTDT?{CR}
{CRYLF}+HEARTDT data{CR}{LF}
L S
AT+HEARTDT=data{CR}
{CRY{LF}OK{CR}{LF}
> S
& data: QBVEEIRE, TNEEHFRE, 2~80 RECN T, Bl SEUENTTTTTT2ET573722E636E”,
WA ASCH #5278 NN www.usr.cn
> fil: AT+ HEARTDT = 7777772E7573722E636E

AT+HEARTSND

A\

hee: Bl EOBvE IRk 7 K

> KRR

& Tl
AT+HEARTSND{CR}&} AT+HEARTSND?{CR}
{CRH{LF}M+HEARTSND:type{CRH{LF}

‘ &E:
AT+HEARTSND=type{CR}
{CRH{LF}OK{CR}LF}

& type: KixJH, B
< COM: [A] & [k A2k OBl
< NET: [\ P 4% & 3% O Bk
> fl. AT+HEARTSND = COM
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AT+HEARTTM

Y

Thige: XA E O b AL I R 3% R I [A]

S

& HHETSEE:
AT+HEARTTM{CR}=k AT+HEARTTM?{CR}
{CRYLFIH+HEARTTM:time{CR}LF}
AT+HEARTTM=time{CR}
{CRYLF}OK{CR}LF}

S

& time: JE[RIBGETE], AIE 2 1~6000S.

. AT+HEARTTM = 30

AT+HTPTP

A\

Dhifie: EWARE HTTP iFR 77 .

LAV

& T SHE:
AT+HTPTP{CR}&{ AT+HTPTP?{CR}
{CRHLFHHTPTP:type{CR}XLF}

& WH:
AT+HTPTP=type{CR}
{CRKLF}OK{CR}{LF}

& type: HTTPiERFN, G
%  GET: get 5=
% POST: post /75

#: AT+HTPTP = POST

AT+HTPURL

A\

IhRE: E/ARE HTTP iR URL.

K

&  HiYETSEE:
AT+HTPURL{CR}& AT+HTPURL?{CR}
{CR{LF}+HTPURL:URL{CR}{LF}

® NHE:
AT+HTPURL=URL{CR}
{CRY{LF}OK{CR}LF}

Tre A N BARAT PR 2 7

% 113 7 3 120 T

WWW.Usr.cn



http://h.usr.cn/
http://www.usr.cn/

VAN
&° 5 AMER “H
x

BATEAEMSE! USR-G781 i 81 F Mt http://h.usr.cn

€ URL: HTTP %KM URL, #140/1.php[3F], % SUHNES% RS =15,
> fjl: AT+HTPURL = /1.php[3F]

AT+HTPSV

Y

Difie: EWARE HTTP iHR MRS 24 S5
> KR
& Tl SHE:
AT+HTPSV{CR}i AT+HTPSV?{CR}
{CRHLF}H+HTPSV:address,port{ CRKLF}
& E:
AT+HTPSV=address,port{CR}
{CRHLF}OK{CRKLF}
> B
€ address: fRgastbhl, bbb nr PUR A E P,
& port: fRFAR T, ¥ E G EE 1~65535.
> fil: AT+HTPSV = test.usr.cn,80

AT+HTPHD

Thee: EWARE HTTP iERLE .
&=
& EHYETSHUE:
AT+HTPHD{CR}& AT+HTPHD?{CR}
{CRYLF}+HTPHD:head{CR}LF}

& XH:
AT+HTPHD=head{CR}
{CRHLF}OK{CR¥LF}

2

& head: HTTP i&ERAIL{E8. HlU Connection: close[OD][0A], #47iLA[OD][0A]S: &, #4 UHENiES
& (CRPRFT S ) BT,
> ffl: AT+HTPHD = Connection: close[0D][0A]

AT+HTPTO

Ihfg: FHEE HTTP &R
*’g’ﬁ:
& TilEr U
AT+HTPTO{CR}& AT+HTPTO?{CR}
{CRHLF}+HTPTO:time{CR}LF}
& WH:
AT+HTPTO=time{CR}
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(CRHLFJOK{CRHLF}

& head: HTTP &R IR, 7% & Jo 2 1~600S.
> fl: AT+HTPTO =10

AT+HTPFLT

hfg: AR E AT HTTP iR FEIEERHLER.
%k
L et LIRS ER
AT+HTPFLT{CR}= AT+HTPFLT?{CR}
{CRH{LFHHTPFLT:status{CRKLF}

& XH:
AT+HTPFLT=status{CR}
{CRH{LF}OK{CRKLF}
ZH
& status: EHLIEHTTP EREIEEERLEER.
< ON: JF)i

%  OFF: xH]

AT+NTRIPPARA

A\

hig: EWAZE Ntrip FHRIISH

> kgt

& HiHETSHUE:
AT+NTRIPPARA{CR}& AT+ NTRIPPARA?{CR}
{CRHLF}+NTRIPPARA:enable,mode,type,mount,define,name,password,time{CRHKLF}
{CRH{LF}OK{CR}LF}

‘ &E:
AT+NTRIPPARA=enable,mode,type,mount,define,name,password,time{CR}
{CRH{LF}OK{CR}LF}

€ enable: Ntrip ThREflifE, LFE:
< ON: fffE Ntrip DIt
< OFF: %tH Ntrip Difg
€ mode: W& TAEZL, GFFE:
SERVER: ¥ {4 Ntrip Server
CLIENT: & #&1E4 Ntrip Client
& type: EPEAIEHNS AE socket [IFRA, ALFE:
< SOCKA: i%F socketA 5 Ntrip Caster #4715
< SOCKB: i%$% socketB 5 Ntrip Caster #4715
< SOCKC: i%#* socketC 5 Ntrip Caster #4715

®
0‘0

®
0‘0
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< SOCKD: i%# socketD 5 Ntrip Caster #17Ti# 15
& mount: Ntrip Caster [{HE85, 4.

< RTCM32_GGB: i## RTCM32_GGB fENH:# &

< RTCM30_GG: i## RTCM30_GG fENHE#H A
e IMEL: A BEE 0 IMEL Ry 30
< USER: M EE CH# S, Sy, define WATE A
define: 4 mount N4 E v USER I, ILIR A BAE NEER A .
name: A4, 4{E Ntrip Client 24225,
password: /.,
time:  FE 3% [R) B INT [R], 2 P2 DR B B3 4 ) B FRD I ()
AT+NTRIPPARA=0ON,SERVER,SOCKA,IMEI,,admin,admin,1
ULEH: WEIIL 8 NS, AFEHSE TN, FEWFE “7 oF.

7

Teeee

AT+NTRIPHEAD

A\

Ihig: /I E Ntrip B2 SCRIIN2 .

2

& Tl SHE:
AT+NTRIPHEAD{CR}zk AT+ NTRIPHEAD?{CR}
{CRHLFH+NTRIPHEAD:head1,head2,head3 {CR¥LF}
{CRHLF}OK{CRKLF}

& E:
AT+NTRIPHEAD=headl,head2,head3 {CR}
{CRHLF}OK{CRKLF}

ZH

€ Headl: HiE H#HLNE 1.

€ Head2: HiE H#HLNE 2.

€ Head3: HiE XHHRAE 3.

%: AT+NTRIPHEAD=Accept: text/xml,,

Yl WEIEL 3N, AFEIHSWE TN, FalRFEE <7 8l
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