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1.2. BEARS#

USR-G810 % FH 8 I AR SE R -

56 T-JE TV IGLR B i 2% USR-G810
TR Tk R T LR AR
5G NR:nl. n28. n4l. n77. n78. n79
R GISETIE LTE:B1. B2. B3. B5. B7. BS. B34. B39. B40. B4l
WCDMA: Bl. B2. B5. B8
EREH 56 NR: ik L AT % 900Mbp, JiK 4T 26bps
LA B LTE CAT12: fK EATIEMEEZ 90. 4Mbps , K FATIEMEEZ 600Mbps
HSPA+: ¢ K _EATIESR 5. 7T6Mbps , ek FATIEZ 42Mbps
R4 T Class 3 (23dBm=1dB)
N S FF IEEES02. 11b/g/n, 2.4GHz, ¥ #¢ AP Hiz{
PRt AL SCHF TEEES02. 11ac, 5.8GHz, 7% AP K
S 2. 46: %%EK 300Mbps
N 5. 8G: i = IE #E 867Mbps
ViFT RAZA INIEFRY S FF WPA-PSK. WPA2-PSK. MPA3-PSK A3 J7 .
TN KR TKIP. AES hnas ik
N FAVEWT/ IO, AR RE 200 K
FERIIAIEE/BEEGY), B PR 40 K CGZEREERZ )
WAN [ 14~ 10/100/1000M LUK T, [H3E R MDT/MDIX, Ho4% 1. 5KV HURERS 25 R
LAN [ 3/~ 10/100/1000M LAAKRAIL, [H3EMN MDT/MDIX, H4& 1. 5KV ELRERG 55 R
FeRAT B “PWR. WLAN. NET. SIG” PY/NE/RAT
R WeEs: 6 bRk SMA RZE: 0 (SMZEPIFL)
ARE ] WiFi: 2 AMHriE SMA R 1 (SHRA 5L)
SIM R0 bR 6 &m0, R 3V/1.8V SIM £, H & 15KV ESD fidp
H YR 1 PRAE 5. 5%2. 1 K2R Sk HUYR 2P Ui 1 F YR, LA IR ) (R4
Reload #%4l | 4% 5s DL EAAIF, EH) HE
TBD & [ R TR .
Bt LR DC 12V/2A
(L) A v ] DC 9 - 36V
TAEHR P35 524mA, K 637mA/12V
Ghie BJESNTE, BiEER 1P30
VPR R~ 200. 0%139. 0%35. 0 (L*WH, AN RN 22 5 44)
EMC %52) EMC 4 2%
TAER -20C~+70°C
TAAEIR -40°C~+125C
Foft 2 -
TARREE 5%~95%RH ( ok )
IR 1%~95%RH (TEkERz)
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=]

IPv4: 192.168.1.1/24

W

imfTadEk Oh 32m 3s

SGEE WAN_56 MAC-ifEtt: 9C:A5:25:00.00:D8
ISR = it 20.14 KB (407 ZoEt) @ k= 4 &%
Mol %% 29,64 KB (370 FaRE)
Tt IPv4: 192.168.225.23/24
WAN WIRED i&fTfE: Oh Om 0s
DHCP/DNS = MAC-Hht: 9C:A5:25:00:00:DC 2wk @ e
e b= 2% 0.00 B (0 HuEE) - -
Elile K 221.62 KB (648 ZuEt)
BSREH
FIERIZHT
BEIE
g4
pES]

& 6  #EOMR

23. FHNBERX

P& 1% H B EHLA BN USR-G810, B X A AL 5t X .

USR-G810
R
RSB S EHS.
W

s

VPN
EAiE PR HE S E= )

s

Hl&  USR-GBI10
BkiE

e 2020-08-06 17:44:08 Thu | ([ FI53RIKEEEAIE]
B
EER
SR AffEIRlA
==

ERNTPE %

IEH

NTPRRS3E8 ]

& 7 FH B XIEERE

ISR E STV ERRI(K 11



& 5 AMEN

Www.usr.cn

BXRkE A USR-G810 i385+

24.NTP &8

A5
Bk B :
e
~ B
58
B NTPESE [
i e
1RENTPERSSEE ntpl.aliyun.com

Ein/FHR timel.cloud.tencent.com
time.ustc.edu.cn

EENTPEF s

==
plEh]

EEPE®

cn.pool.ntp.org

e

B 8 NTPI@E
P AR AT LA T NS AR, BRINJE B NTP % P i T R A NTP JIR$5- A tthhik 52 8

2.5. APERIEE

USR-G810
=D
TR R

HE

RS

=5 LITT) [
@ =iEEE: B, FEIS. FAT16TFE

VPN
iy
Brkis
5
= Con o
=S

/TR

==

B

A

A g

9 HFPRERRERE
BONFRD AT LA E, BN root, M AANTIRE . A 3 2] T W0 0T 55 4% 10 8 SR 3 Y

ISR E STV ERRI(K 12



& HAMER
WWW.USF.Ch E*ﬂ;ﬁﬁA USR-G810 5B BH
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2.10. Log

Log r MEfE HEMAMEE, M T RFE-RANEEKEN .

ZFE Log

> mHE log RS54 i UDP R4S 2% 00 1P Bl 4, 4 1P 5 0.0.0. 0 A5 A2 H &
> IEfE log M55 #um 1 i UDP R 4% 48 b [ o

USR-G810
ERSEBNNSERES,
bres

ERloglkEg | 0.0.0.0
@ |Pvditnl, (EFRudpfEiini, Sy 0.0.0.0' 5 A

EElogREERD iy
@ 1-65535, E=RiaEE

2= EEVTPERE @

% 14 ZIEEE

HH &
> WEZHESES: FFEK. B dE. Bl B, . B8 BE, s ML #iE R
RIK, BodmE; M HE%EHK: [L;
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> HE (Wi, ML VPND SCRFBIIN & . 354, SR HESCP S BRI R, £ A B L AT 52
N, BEANZIH, Sesih “AEMHEY . Al CTEHE S Log, LT R M .

USR-G810

AZEEEE  F

EREEEER AL =

= o 0 KR

Aug B 08:11:50 netifd: wan_5g (5105): Received SIGTERM
ERER Aug 8 DB111:50 netifd: Interface ‘wan_Sg' is now down
lAug 8 08:11:50 kernel: [58103.656000] device ethl left promiscuous mode
EHaFHE Aug & 08:11:50 netifd: Interface 'wan_3g' is disabled
Aug B 08:11:50 netifd: VLAN 'eth1.2' link is dovn
== |Aug 8 08:111:50 netifd: Interface 'wan_Sg' has link connactivity loss
lAug 8 0B:11:50 dnsmasq[5367]: no servers found in /tmp/resolv.conf.auto, will retry
; Aug B 08:11:58 netifd: Intarface 'wan_Sgq' is enabled
Ed Aug & 08:11:58 kernel: [S8111.796000] device sthl entered promiscucus mode
Aug B 0B:11:58 netifd: VLAN 'eth1.2' link is up
Aug 8 0B:11:56 netifd: Interface 'wan_5q' has link connactivity
Aug B 08:11:58 netifd: Interface 'wan_Sg' is satting up now
Aug B 08:11:58 netifd: wan_Sg (24555): udhcpe: option -h NAME is deprecated, use -x hostname:NAME
Aug B 08:11:58 netifd: wan_Sg (24555): udhcpe (v1.23.2) started
|8ug 8 08:11:58 netifd: wan_Sq (24555): Sending discover...
lAug 8 0B:11:58 netifd: wan_Sq (24555): Sending select for 192.168.225.23...
Aug B 08:11:58 netifd: wan_Sg (24555): Leass of 192.168.225.23 obtainad, lease time 43200
Aug B 0B:11:58 netifds Interface 'wan_3g' is now up
|Aug & 08:11:58 dnsmasq[5367]: reading /tmp/resolv.conf.auto
|hug 8 08:11:58 dnsmasq[5367]: using local addresses only for domain lan
Aug B 08:11:58 dnsmasq[5367]: using nameserver 192.168.225.1#53
Aug B 10:42:39 netifd: wan_Sg (24555): Received SIGTERM
|Aug B 10142:59 netifd: Interface 'wan_Sg' is now dovm
lAug B 10:42:59 kernel: [67172.968000] device ethl left promiscuous mode
Aug 8 10:42:59 netifd: Intarface 'wan_sgq' is disablad
Aug & 10:42:59 dnsmasg[3367]: no servers found in /tmp/resolv.conf.autg,mill retry
|Aug B 10:42:59 netifd: VLAN 'eth1.2' link is dovn
|Aug 8 10:42:58 netifd: Interface 'wan_Sg' has link connactivity los
8

Aug 8 10:43:07 kernel: [67181.112000] devics ethi entered iscuous mode

BEXf @ £mB= | @ FRES

ERAERETHAE

2.11. ENER

AR AR H L R B AR RN A 07 2O B el gt AT E N R A R, S S FRiz

AR ENE. T B E T .

S

T

AT

e

USR-G810
ERER
e
e
s
VPN
-~
P
P ==me 585 [ |
=m Em= ~
het 4 ~|
o 44 ‘v

ENERKRENE
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3. MR E

HEN L84 IR0, FTCAE B 2RI L R, 3G RISITIRA . MAC Hilik. TP Hihk. Yok %k
PR, I LLMAZAE G WAN [T, LAN [, 56 8 b T80k 5k 3% 5% .

USR-G810
10

o
e O8N
EE R we aE
VPN EATHIE: 3h 32m 495
—. MAC-fii: 9C:AS:25:00:00-DA
v R &) 8- 12,30 MB (71537 giEq) & me @ s
o= BiE- 3339 MB (64655 $ER)
1Pvd: 192.168.1.1/24
EATEIE: 3h 27m 335
e MANleS MAC-Hijit: 9C:A5:25:00:00:D8
RS il B4 32,68 MB (65967 #iEQ) 2 == 4 ws%
ethi2 &2 1251 MB (69835 #iEs)
FLRE 1Pvd: 192.168.225.23/24
DHCP/DNS Lo MAC-fisti: 00:00-00-00-00:-00
P 1290 0.00 B 0 gigE) g =z @ mx
FilE ethl3 Eiz-0.00 B (0 #ig2)
B
PIEESHT
Uy
5
B

17 MKEORR

3.1.WAN #[

USR-GE10
— - WAN_WIRED
ERREESOER
wE

= —RRE
==

Wit - MAC-fishi : 00-00.00-00-00:00
e{; o 122 0.00 B (0 #i2a)

5GEE i 0.00 B (0 #i8E)

PlEETHE
DHCPEMH
FEEERE

i v
LN

DHCP/DNS mrElan

TP [PrroE |

#im

i £ EEERR

ks
0
pizhi)

B 18 WAN O®RERE
<iiH>
>  HLZEWAN O: SZRFDHCP %/ 0. R4S IP. PPPoE Hipill. BRI 1P FRELJT 20N DHCP 2% 7 bt
> WAN ORI E N E AT RS RCE s W BRI S 2 WAN $2 DO I I SR I WAN PR .
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3.2.LAN [0

VPN

W JE{TRE: 6h 58m 375
e MAC-Hinik: SC:A5:25:00:00:DA
S5GEE oy 4 20.03 MB (107852 #iga)
B 4971 MB (99435 giEE)

Pl 1Pv4: 192.168.1.1/24
i =
DHCP/DNS Wy ERRHEE ~
Fil= IPvasht 192.168.1.1
L /M—‘HEME 255.255.255.0 ~
PlEEIZ T

IPval g
e |
=i ERAREXAIDNSRERR bl
Bt

DHCPESS ==
#EDHCP [ | g smmmenmDHCE,
Eeent 100
=R 150
D B hEER,
ERsE 12h
@ HniFEs, Sentzm),
ML
E 19 LANO®ERMH
N
<}§_E BE >

> LAN [: BRIAERAS IP ikt 192. 168. 1. 1, T MHERY 255. 255. 255. 0. ASHATUME, LunEEss 1P
B2y 192, 168. 2. 1 CT YRRt % b 2% R FH % btk D

WiFi £ (WLAN) 5472k LAN [ [F]J& LAN f2%

BRINTT 3 DHCP HR45- 28 Thiie. BT B Nk a8 LAN D3 a 3500 [ B3R E S 1P Hhhik

A DA% DHCP VB I 46 5 45 etk DS kAR FH I 1]

DHCP ERI\ZFEC VG 192. 168. 1. 100 ~ 192. 168. 1. 250, ZRINFHI 12 /N

LAN % -V W B AL E A TR LS, Q37 1R A0 5 80 LAN 32 AR AT 5 J5 ) B LAN fic &

YV V V V VY

3.3.5GELE

A% A8 SCRE— 6 5G/4G/3G IS BLIHE O, R Ml AR 2% .
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USR-G810

Wi wE
=T E: Th 16m 27s
i MAC-iBht: 9C:A5:25:00-00:-DA
) I 20.56 MB (111321 #iga)
(= i 50.86 MB (102930 #iga)
IPv4: 192.168.1.1/24
E{THE: 7h 11m 11s
P wanse T wacaik: 9c:A5 25000008
-] B 4872 MB (101457 #igm)
eth12 EiE- 20.26 MB (103619 #iEE)
IPva: 192.168.225.23/24
DHCP/DNS = $#4: 0.00 B (0 SiEE)
L] - 0.00B (0
£ R EEO0EDHEL
mt]
P

20 S5GHEAORE

£S5 WKEFx

BT [H] AF CISRELM 465 i (I FE T ), T2 AN 7
MAC Hiht: A R4z L MAC ik
el K% AR B NERE ST 5 Rt S ORI it
IPv4 REA M RAEF 1Pva P
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3.3.1. 5G it &

USR-G810
HE
BE
VPN

ERENEENAPNSS. EERSER. SIMEPING, HEFm=TE
REFERRREE, LR ESERME

SHRSERNEER. SMESHSCTELR

piim|

e (B
RS D INSAPMNEEF, 0-62
RS BrE
@ APNSIESE, 062 455
DHCP/DNS
=
FHlE @ APNEIEF R, 0-62 o
#Eim -
wEAE £ [l
PIEELHT @ APNESZET
e WiEHEL | AUTO ~
=0 @ T (SARE s GRms
pizh BEERALE  56-4G-3C
SafEM]  XEISG sA ~
@ = SIMEESEEEGG A
PIN{ERS [ @ snmsivEmmspin mmrestmmess ) PING
E 21 S5GEERME

R @ TR, APN BB LEL, R aTER,
ARG T APN &, HRFERD APN Huht, 55270 b AL B APN Huhik, H AR,

#® 6 APNB¥E
ST Uite
APN ikl THEE R APN Hiik .
VR4 BRI, Wil A APN KI5 IEHES
Y BRI, Wil A APN KI5 IEHES
SR APN 5 AUT 2, AR SRR 2 %
) 2 A5 X BINNEB). Alsafl8iE 56 4G 3G M5,
W £ 48 R AL BRIN 5G o ATLLEAT PR T .
SA fiife BRIN G 5G SA. 47 SIM RASCRF SA 2%, 2R IEFTIF.
PIN { & BINAI S . WfFHE, WFHZERA SIM 1) PIN i3,

<>

> WRES R EETYLR, APN REITFELL, BRI,

> WHREERT APN £, HERFERM APN Huhl, NIFEZEAESLABEE APN sk, 4. %5
»  amHBiE 5G, 1NATE 56 N SA P T AERL
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3.3.2. (RIEHMECE

PRI TNACE, M T M AERRE, BRASKRHPIRAS . THR NS ERIMIhRE, B 2 R BOE A (8]
FIEBARE PRI IE, RS BIBOE R, S EBEATIR S .

HTEESENBEZRNORE, FHPEARETZE S K EAMEREE, eyt BE,
BT B MR -

USR-G810

SGMSRE

ERETRENAPNS S, MERGE. SIMEPING, RERNSTE
#E EREARRAEE, TiiakeRERmE

BRE
VPN

&0 .

EHEEEA [ @ mms, EEungesRE
S5GEE

ERlgtiEER 10
- @ A ringtiAREE, S0 ¥
TEERE

FRlgIl 114.114.114.114 |v

DHCP/DNS

D ERENRSEN

—= FEalgar?  8.8.8.8 |v
BaiEn B ERFnSEED

PIEESHT BElrm 4

Fkis ) R E, SR TRS

E=
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USR-G810
SGRHACE
w3

ELSEAAERAPNSEL FEER. SIMEPING. MEEFNEIRE
EEMEERNER, Pl R TR

R
VPN =5
TN N
&0
fEAs: 89100.1000.00.03.06.10
T I 5 FB62LCTBOR
FEEE IMEIS: 864220040202946
DHCP/DNS SIMEHR: READY
e CIMIS: 460015521625317
=R SIM-EICCID: 89850119801174578120
IZE et e
oaple:] IPiiBht: 10.208.100.233
A EEMEE: CHN-UNICOM
B Bee=sicl E-UTRA-NR dual
FEEE E1l
/ RS 521C
ZNERID: 3207508

23 SIMFEEER
<UiBe>
> [SSIRE, WHAWANEREA: dBm il asu. HPH K R E dBm =-113+2*asu
USR-G810 f¥ H asu {H & R: asu TEHEH 1-31, HUEMK, 1559 HLT,
T BIAS [F] (1 9 2% 1 A N XD, A5 SRR EM RN A TG 182 dBm L2 asu, #TCIE BRI .
—fEAEHL T, dBm=-90dBm, asu=12, {55 3R EE MK, W LIRS Y TS 5 R Ik
M 4% 57 UTRAN w/HSDPA and HSUPA==3G; E-UTRAN==4G; E-UTRA-NR dual==5G

YV V V VY

3.4. MLE IR

P B AU AR, BRAIAE L, BRIADIBY: 56 MEg s, wl i B A LM 25

BE 3 AR PRSI 1P stk (AT ABEI A ), AKIKHEAT ping L, IREHS ping 38, U0 W7 k9 2% 1E
W ANEEAT AR D) G

a0 3 HAIANIA TS ping i, WPAT VIR ERAE, 4EEEFEAT ping ELARH -

W1 5G M&% . HLMEEEITLE ping 38, TIHIWr s B &8 Tk IER MM o
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USR-G8&10
®E
EBE
VPM

&0
5GES
FREETE
RS
DHCP/DNS
E= ]
esiii:
FEEESHT
Bk
=
EH

3.5.DHCP/DNS

PR ITHE:
EEAE RGN
]

REE

SRS ~
sEas  OEY I~
EEihnr 1 114.114.114.114 ~

@ PR, 471141141141 14 85 baidu.com”

$3gppt 2 119.29.23.23 ~
@ IPiEhiEER, 07114.114.114.114° 888 " baidu.com”

&kt 3 8.8.8.8 2
@ IPHERFEEEE, 07114114114 114858 baidu.com™

fos =i Bl k] 10
© 1-60080

Ping&# io00
B 32-1024Byte

Ping#EEt 2000
(@ 100-200003E>

24  MEYHRELE

FrSHUBE A C . 76 4% -DHCP/DNS Ab¥E B . 1% 1R 2 LAN 4211 DHCP ¢ B [ IE{H, FH T4 DHCP %% 7 i 23 ic

[ 52 (1) TP ok A EHLAR IR

A5 TR ISk 8 s BRI . FEASTHAE R A LLE MAC AT TP #ibk A48 5E (B2 aldin 20 45) , LA Sl
%€ MAC 7£ DHCP R e 246 ¢ 1P I H #.

USR-G810

N
B
0

SGEE
REEETE
FoEERIE
=k
BskEn
RS HT
[ine-3
5
B

HE
BE
VP
=

ISR E STV ERRI(K

DHCP/DNS
DHCP SFRFIRRSTIPELSE
Bl S B TLDHC iR, FARD 3
ESEEDHCPIES
e IPvdiisit MAC-jtshit PR

OPPO-R17 192.168.1.133 48:95:07:2b587b 11h 9m 505

LAPTOP-ACANB930 192.168.1.227 84:22:d:39:90:35 11h 30m 445

ESibE

E25] MAC-Hit IPya-iint

TR

SR

=& MAC-#3F |Pyd-at

[ [ = azm

% 25 DHCP/DNS & EH
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3.6. L&A E

USR-G810 i5Bg+H

USR-G810 & XU WiFi Ihhg: 2. 4GHz F1 5. 8GHz oL 4% . W ATEREA UL B 152 1 B 5T 6 U WiFi
IS BOEATIEM . WA TEEE WiFi ThRg, W R .

IFI1-2.4G-AP

USR-G810

RE

B

VPN
.

&0

SGEE

TR

Interface: ra0 | Type: AP | SSID: USR-GB10-00DA_5G | Channel: 0 °

BSSID: 9¢:25:25:00:00:dd | Mede: A/AC/AN mixed
DHCP/DNS /

E210

& =R 4 =RER
040

| Type: AP | SSID: USR-GE10-00DA | Channel: 0 °

S1D: 82:35:25:10:00:d | Mede: B/G/GN mode =5 [ =mew

& == 4 =ram

=3 4 maeEE

HEHEA
T
kg
=
B

26 FKLBERE
<V B>
> G810 B e A S —A AP, JLE LA N T A AN BIE ) WLAN M4 . SCRFR % 24 NJogk STA JE4%.
> A WLAN JEIs i 545 28 LAN 11 H a2 #e 75 5K
> WiFi SR i YO W 1oy 200m, 5o =5 S5 AT BEAS b 32 PR B R R R AE 40m 978 o
®7 Ttk WiFi RiAESH

LNV 2 I

SSID K USR-G810-XXXX+ USR-G810-XXXX_5G
(& J5 8 MAC Hitik 5 4 f7)

T E WWW.usr.cn

{518 Auto

N J7 2 WPA2-PSK

1F “TL B E —~WiFi-2. 4G-AP (WiFi-5G-AP) —3Lfilii% B — L% i 150 SSID ATE k256G,

USR-G810
[ AL - WIFI-2AG-AP@rax0
s

WIFIEZER USR-GB10-00DA character (1 ~ 32)

R
=

L ==

.
DHCP/DNS WMMES RTINS
=i
BriEs
s ER
BAskis
B
B

WPAZPSK B
TKIPAES

vaveva.usT.CN
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E “Toeklic B —~WiFi-2. 4G-AP (WiFi-5G-AP) —JLRtiE -~ TR i ” BE %) imiyRE R .

USR-G810

_

= EREE BPEASR
BB
VPN MAC Addr

£0 94:17-00:42-80-84

SGEIE
PRI
DHCP/DNS
EHE
#EkEa
RIS HT
e}

Ein

B

& 28

Snd Rsp Last
RX Rate

o TX Rate TBF RssI e

Ad - EsM P SNR SNR

MCS 66 -4 00 MCs 88
20M, LGI == -17 00 - 20M, LGI
OFDM, STBC -127 00 - MM,

Fik-BFimdIER

TE “TLRALE —~WiFi-2. 4-AP (WiFi-56-AP) — i utE ” BoUZiE. Wik, R IE,

USR-G810

EEALE - WIFI-2.4G-AP

=

BE
VPN

&0

S5GEE
IS THE
DHCP/DNS
E =il
BEEs
[Tttty
inee|

EEfB
EEEE
Tiea=l
(S

EFTE

& 29

3.7. W& IhfE

HK (Hong Kon W

7ichs~iz ]

[Mixed Made ~ |

[ENE—3

[too et 1-100, B 100)

SRBEETEYT HK EFE 9 - B/G/GN mode i)

SERET % WIFI-2.4G-AP i55 9 - B/G/GN mode

=3

& EERENE

P E A n PASE L E B IR AT . B IR EES I A4 (842D , Eeln “usr-pe-linux” BENFEML
%, XN ip Hihk 192, 168. 0. 9. IXFERL AT PLSEEL ENLAZ 2 TP Huht RS X &R .
VER: XN TP Huhb A i hE B T DLSE B S (FRAME— R AMHLEE) o 1ZIDhRERE B A3, DHCP/ERAS

Mok 1) ENLA A SR DURE H 7
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BXREE A USR-G810 i%8B$

USR-G810

FHlE
HAAINERIIE EREEEN

w5
E2) ]

IPitiht

HEETER

SGRE
FIEE TS SR
RS

1AL
DHCP/DNS

[ usr-pe-linu 192.168.0.8 v
FEH®
R ﬁ
[ite |
i
BH

30 FHBRKRERE

C:“Uzers Administrator>ping usr—pc—linux

IEtt Ping wsr—pc—linux.lan [192_168
192.168.8.9 BIOE: =32 A}
192.168.8.9 [0 i
192.168.8.9 B[]

192.168.8.9 [0

E 31  F#1%E PING Ih&e

B 114.114.114.114 8.8.8.8 vaveve baidu.com

@ Ping (@ Tracsrouts @ nslookup

PING 114.114.114.114 (114.114.114.114): 56 data bytes

64 bytes from 114.114.114.114: seq=0 k=75 time=57.099 ms
64 bytes from 114.114.114.114: seq=1 k=65 time=53.279 ms
64 bytes from 114.114.114.114; 520=2 t=72 tim==48.519 ms
64 bytes from 114.114.114.114; 520=3 ttl=84 tim==49.919 ms
64 bytes from 114.114.114.114: s29=4 tI=60 tim==70.359 ms

--- 114.114.114.114 ping stal
5 packets transmitted, 5 packsts racaived, 0% packst loss
DHCP/DNS

round-trip min/avg/mex = 48.519/55.835/70.359 ms
E= [
BEEAE

1]

E 32 MEZiZHE
AR ITEL 12 W ThAE, FE Ping TH, BEEMMT TH, DNS &5F T H.
> Ping & Ping TH, FIUAEBEIER AU, X —Mee ik # 47 ping M.
> Traceroute /&% HIfHT TH, ATRAERECY A — AN Hbhkmy, 20 i eg kit
> Nslookup /& DNS && LH, 1] LKA @A 1P itk
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3.9. FHS IR H

FHASH AW T IV S BOARS I B R P IN 20 2.
® 8 BEOSEEASHE

0 % R BRAT 1 3 lan. wan_5G. wan_wired
X4 CHFritil) B R % R bk B VS | 192.168.1.0

TP HERY L5 1) A5 B 285 1) T P 255.255.255.0

M CF—BkD LA B I Hh 192.168.0.202

BR S B (Metric) FLBRERAN £ HRAE SE R 1 LI S

A R AR 1 DK R Kt A s Rl
LI o3 = a R SRR ]
MAAFREE, APk hids A FIB, W FE.

i WAN: 192. 168. 0. 200 : ' IP: 192.168. 2. 200
Submask: 255.255.255.0 : )
Next Jump(gateway) 192 168 0202 LAN: 192.168.2.1

T1

T3

warows | WAN: 192.168.0.202 '
. LAN: 192.168.1.1 |

T4

- % rrrrrrrrrrrr | ' IP: 192.168.1.7

33 ESKARZAIE
FEHH A A B ¥ WAN [IEREELE 192. 168. 0. 0 M5, BEEH#S A (1) LAN 124 192. 168. 2. 0 T/, EH# B
f) LAN v 192. 168. 1. 0 T M,
WALE, WRATEAER R A B2, MRATUII 192. 168, 1. x HibkE, HENFELA K HI2E B.
JEPEH R A A bV E S
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USR-G810

BE
BE
VPN
&0
SGRE
PSS
FoEEEE
DHCP/DNS
&
Sk
BkiE
5
B

BETERTHENTSEE,
S PV EEIPVARS, $1: wan _wired, wan 5g

Ba5IPvARRE
&0 bt 1PvA-F R Pyd-R% B
AT
SERB:
0 g 1Bv4-FNEH IPv4-R% Ham
E 2= i FE
van_vire|v | 192.168.1.0 255.255.255.0 192.168.0.202

34  EREFRANINTIE

TETL (FATH—E PCHE T , A ping fy& %15 192.168. 1.1 (st & H#F B 1) LAN [1 IP) ,
C:xUseps Adminiztrator>ping 192_168.1.1

\F7f Ping 192.168.1.1 B

=H 192.168.1.1 {0 e ] TTL=63
192.168.1.1 H[H) =32 [[(B]=2ms TTL=63
SEE 192.168.1.1 HY F=32 B]|8]=15ms TTL=63

B 35 ERERINEEMR

ATULER], BABRBESER, AR TIEMM T1 A5 ) 28 H 48 B # LAN [,

AI{SHRE S TV ER Rk
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4. VPN IhgE

VPN (Virtual Private Network) EILEFHM, 4 Client 5 Server, FEWFN X 43~ PPTP, L2TP. IPSec.
OpenVPN. GRE %%. £ 1R BN — FiX LA BB VPN [f IR B

PPTP:

e P RO R BETE P, A — > TCP (g [ 1723) FEHNT BETE HEAT 4E4, A a8 FH 1 2% eh 35 2 (GRE) BEAR
FEE R BB R PPP A0 WU L BR AL 1%, 7EXFE 2% PPP b (1) S s b AT s sl e 46 . L b MPPE i it
MS—CHAP V2 B4y B ik i A% B A= BRI 3 A% PPP it AT I

L2TP:

S5 R P, 5 PPTP 284k, H AT G810 S HpF%IE B A% YIE . CHAP 55 2 FhiA ik 7 3K, Jn 7 203 KF MPPE
TN AT L2TP OVER IPSec (FL 24N .

IPSec:

PP R — AN B, EAH TS 1P 2 EMSEHE 74— BB IR RGN, SN
ESP. IKE A1H TP S AUE J2 02 1 — Lo 5503555 . o ESP Wl H Tt 2 2 IR %%,  TKE WSl T % 8 20 #te

OpenVPN:
SCRERETAEF AR A, 2 Ui 25 P S s A IE R 55 i, iR 9% vt BE AR 28 7 i
GRE:

GRE (Generic Routing Encapsulation. 1 H i 38 258) Hhi & X L X 2% 2 6 (i TP A1 IPX) A ida i
BEAT BHAE, X Ll S e B R AR B AE 55— g E Eh X (i TP) %%, GRE SRH] 1 Tunnel (FEIE) M4
AR, s& VPN (Virtual Private Network) []%E = ZFFiE ML,

R

LA SCER AT LAHE VPN, EARET DRSS B O 75 SRRk £ LU BOE & 1 P SOR#E 2 .

NI LA ISR AR 5 AR AR S i 7R

R Hrix fA B
1 PPTP V1.10.0
2 L2TP V1.3.15
3 IPSec V5.3.3
4 OpenVPN V2.3.18

4.1.PPTP Client &£

2 i 75 ZAREUE] 1 VPN IR S5 @bl . WK L B R A 7y 5K, 84 58 H PPTP 2 /3, HA ZHUKIKE A .

ISR E STV ERRI(K 30
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.
= PPTP B @ == O,‘Sﬁ
SERVEN WSS test.usron
o Z
L2TP © =2 SrEERUEmsEs
IPSec meE |
LI HFL ssssssssses 2z
VPN o @ eg 192.168.10.0
(T2
TR
Lapre:3 @ eg: 255.255.255.0
i‘ﬁ NAT
B
MPPRENRE
ER
@ EMpppdS i IEE LA B IR
ERERSEHREE PHEIE I:‘
R l:‘ @ FaTelE VPN EEWANKTHI S PPPOES)
(e l:l @ ping=RIFEEEVPN
36  EXEHESANIA VPN $R{EE—
<t BH>
> RS EEHAE: TEE BN VPN RS EE 1P BiE A
> B MRAEECR T AN F ATk $E wan 5g. wan wired. H3l;
> H P4/ % VPN RS ERALIRIL . %A T E T AR
> hnE 77l MPPE N, John®s, A VPN IS5 &8sk, MR SL PRt Bk £ 4] 2 AT 4
> MTURE: WEMER MU, BN 1450, ATBCE T VPN RS S0 M
> NAT WE: ZIIREERATTE . N A TR BN M ERIE T, R A b B 4 e A k. OGP, U
TCiF ST 45 ik 3% 3 T e
> X, RS HEEIEWE, 7ENAT DIReJT/E N, R EERSEEL VPN R BB DR .
> fEREFFSEEE TP sdik: BRUCRAERE, MRS &um HBNAC IP. A TULAMH S §HASERIE 1P,
> HAMICE: BN PPPD S8, BEARTEE, BOAATEMEATAE AR,
> fEfE ping: SEI VPN FEZAG I A2 EENLH] . 3@ ping HiE X IP T, RIEERRE . BIAKREH.
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USR-G810

b=
BRE

~ VPN

L2TP

IPSec
OpenVPN
GRE
VPN
Pl

B2
Bt

BFE

FaE Eac|

T EER

NAT

MPPEEE

MTU

EER

ezt e ol

BiARR

Bz >
@ B FTEEREmREE

192.168.55.0
@ eg: 192.168.10.0

255.255.255.0
@ eg: 255.255.255.0

1450
g 600~1450

@ ENpppdSEAFEUAR SHRIE
L]

[ @ mammaven swaNsPPPOESH

[ fE&8ping

@ pingsTEE=EVPN ]

ping#it
pino &R
pingiRE

& 37

@ EEht 10012

id
@

3
B E%

BREEE B A VPN IRASHEM

PPTP HEF ) : SEMAHRSEINIENG, RIFSH, HEAZR] VPN—VPN RS E B IEBIRE

USR-G810

lil-E2y

PPTP

L2TP
IPSec
OpenVPN

GRE

VPN
e
Bk
2

1=

ISR E STV ERRI(K

VPN
VPNRZE
23 PPTP
TPtthtil: 192.168.111.36
TR 255.255.255.255
PR 192.168.111.30
A 17m,52s
& 38 B&AES VPN EERTE
32



& HAMER
WWW.USF.Ch H*W;tﬁA USR-G810 5B BH

4.2.L2TP Client &

L2TP 255 2P IE B, 5 PPTP 5L HHT G810 SZRFREIE SRS INIE, SZHF MPPE Hn%s )5 s0A1 L2TP OVER
IPSec it =240 N2 7. ik N VPN——L2TP Fii i, k458 L2TP & i, IKIRIEAN S5

= 2TP £
USR-G810 Sl
L2TP B4
OF @
®E Rt 152.168.0.2
=5 &1 B3; M
PPTP e
=B
IPSec
BEEZE 0810
OpenVPN
GRE EEETRE
@ TH0-50)
VPNEE
IPSecliE
s []
bty THETRE 152.168.55.0
=5 © eg: 192168100
B THEFFHER  255.255.255.0
@ eg: 255.255.255.0
NAT
MPPENREE
MTU 1450
@ 600~1450
e

@ ENpppd#8L I 1L B SICRE

ERERSTREEI PHEE l:‘

Eaitzg
l:‘ @ FraFlE VPN BRWANTHISPPPOESH

E#Eping
l:‘ @ pingEHHEEVEN

39 L2TPEFIRBRAEERE
<UiBe>
L2TP S FEREIE 2 INIE. MPPE JII% . L2TP OVER IPSec Ji% .
R 55 ds k. JHS ZERN) VPN RS54 1P B 1844
Fer: MRAEECM T A F T iL$¢ wan 5g. wan wired. H3);
4/ %85: )\ VPN AR 55 88 Ab SRR ;
I /ANGE: BEE %5 0AE . MPPE % . IPSec %, M VPN 45 28 im 3R EUG IE WA ;
fEREFRASPEIE TP Huhik: BRUKRAERE, MRS 48um HAN 0T 1P, W] T AL IS S bEIE 1P,
BAMECHE : JBhN PPPD S, BERTEE, BT EIATAEMHRIE:
NAT W : ZINREERIATT)R o AN T ZE AN AN TR, 4 P ik 5 6 il A F ik . 5GP, T
To i S B 48 L bk S e T g
> ML fER. HEIEMS, 75 NAT DhREFE T, nTEHESCEL VPN R W BB T RE .

ISR E STV ERRI(K 33
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EXMHE A

USR-G810 i5Bg+H

> fHHE ping: SEF VPN FELAGIN K NS BOARE M. $TA4CEE ping RICKE 3% VPN,
> L2TP BT SEMAR RS EIANG, RPN, BEAS] VPN-—-VPN IR A B ERIRE

4.3.1PSec &3

USR-G810
#E
BE
PPTP

LZTP

OpenVPN
GRE
VPN
25
e |
%

B

<>
Bl MRAEEN

W7 R

YV V. V V V VY V

AR iR AT I
> REARIRAF: GHIE
ISR E STV ERRI(K

P ®gm O zn

Fim =)

0 B STRERIEEOEE

Tt 19218802

-

D 1Pt ST B any ng-10010.1 B8, eg-amy

sk =
MilEs | FERITE
AWFR | 192.168.1.0/24
& og: 19 T6R Y2
THFR | 192.168.55.0/24
IKEERE  IDES
IKEfEEE  MDS
Diffie-Helimanifl  Group2{10240its)

IKESTFidE 28300

ihifses | HEWEE

MR eee=eeses
AHER
THSER

ESPIEME  AES-12
ESPIURMIE  SHA-L
SRS PFS) | DH2

ESPmiE | 3500

DPDREN | S0

@ H.DPDIRFL 3706)H SR S18 WA S aiesa

DPCHMIEH] | €0

& B OFDIRFE 370612 I

DPDES WS

W LDPD(RFC 3 MG MLUERT 1 Fo i BT I | T T

& 40 IPSec BRABERNEE

HIAE AT % $E wan 5g. wan wired. H3F);

B (HFERED , BRIA R

34

o
W

o

Xfumihdik: R LL S VPN 26 P i Al VPN IR 45 3 o SN B 1) TP /3844

BEEEA: FRE TR, FREENL EHLE TR EHLE L. AR SRR T Ak
AT : TPSec AT/ Je T RS .
X5 TPSec X 1M J 1 MRS .
AuihriR, ALK IP B FQDN, JERAE 4 HE LA R ne
StufbRi, B RN IP 8 FQDN, JEEIEEA A X4 H ne
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IKE fyina: 55— Bo s IKE B ryn a7 . 5877 %, DH AS# ik

IKE AEdn i A W E IKE fAdn I, A, BRiA: 28800,

WIE 2 H AT SR = S g e T .

ESP in%: 55 BB dE ESP SR Ina 7 3. e &

ESP A:dw i . 1B ESP AEan i, HALNFD, BRIN: 3600

SR A FT IS (PFS) . $RAEAS S FI . DHI. DH2. DH5 3t 4 ANEI. AT B 75 AR IE A< B X i — 2
JE 3 DPD A 2758 FHiZIhEE, FIaRREH.

DPD Al & 3. 15 B EEHAG M (DPD) AR [ ) B

DPD I 1) 5 B ERAS I (DPD) RIS I []

DPD #fF: WEERAMEE. GRES. . REE. 8, BAEE.

IPSec B4R : AN uinilid IPSec 3L MI G, HBEAF] VPN-—VPN RS A& FH IEHARE .

YV V. V V V V V V V VYV V

4.3.1. FMX}F PR

PZNEFH— RS RIS A ELl A, Bl A RIES R, o A FIFEIRYI, AR ST 7 AR I 7
W2 @ s, BIAT %7 .
RFF1E: Ll 15 USR-806 #EN IPSec Server, 2 5 USR-G810 4EN IPSec client, AN F&#HITRE.

F 5 VPN I %5 %% VPN % J7 Bty

W& USR-G806 (i ¥ ) USR-G810 (A¥ii)
WAN [ IP 172.16.14.4 172.16.14.171
LAN [ 1P 192.168.12.1 192.168.1.1
FM T PC TP 192.168.12.235 192.168.1.141

1 2 USR-G806 1~ IPSec server, BEBEFLHUIT o

USR-G806

{EREIpsec
jil7E=
L8 e Net-to-NetiEt
BEE o BB v
R @ fESERS Road WarriorZs,
B TheuEeRl VPN [RSEER
P miE test

] wan_wired

FFR  192.168.12.0/24
@ FisTATp/ F RS Filn. 10.10.10.0/24

b i @server
@ MRREEETIPVARBIL BN, 10.10.10.10 REROBENAIST flN.@domain

SEsmn | 172.16.14.171
@ IPva itttk AB.CD

pure sl 192.168.1.0/24
@ TP/ F RS F0. 10.10.10.0/24

Barcianiaras @client
@ FRREEETOLIPVAtEHE Fig0. 10.10.10.10 SRER@BE VRIS Fl0.@domain

E 41  IPSec MXEE =
ISR E STV ERRI(K 35
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USR-G810 i5Bg+H

USR-G806

ISEHDPDERM

IKESNE

IKEAwsER

SA 23

ESPINE:

ESP4=aREA

B

SIEEAMEINIIE(PFS)

MDA

fEtFER

O
3DES-MD5-DH2
28800
@ O #:35F: 1-86400.8%A: 28800
ESP
3DES-SHAL v
3600
@ Unit: second, Range: 1-86400, Default: 3600
Main v
O
Secret v
ssesse 2

2 5 USR-G810 YEN TPSec client, W& FIMUI K. IPSec MPRAL B 2541

S BAMER

T RS EER

USR-G810

PPTP

L2TP
IPSec
OpenVPN
GRE
VPN
PR
BkiE
=5

piER]

ISR E STV ERRI(K

IPSec 23]

IPSec EHERE

PSec ® =R 2R
B0 wan_wired v

Diffie-Hellmanig

& 42

@ ‘B3 F=rERRARGEIEE

Tt | 172.16.14.4
@ PRl = %any,20:10.10.1.88, eg:any

W e

v

b SEE S S ] v

Fg PR 192.168.1.0/24
@ eg: 192.168.10.0/24

SEFR | 192.168.12.0/24
@ eg: 192.168.20.0/24

IKEMI=E#  3DES

IKEfR# &%  MDS

IKEZETFaTA 28800

Group2(1024bits) v

(@ 400-86400 seconds

NEEE FHEEE v

IPSec Mt AL E 2545 3
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S HAMER

TR S

Diffie-Hellmani&

Group2(1024bits)

USR-G810
IKE4TA | 28800

@ 400-86400 seconds

&
PPTP
FIREFIR @client
L2TP ol
e o anic) @server
OpenVPN @ 1PaiE @S, FRH0-29).69:10.10.1.88, eg:@root
GRE ESPIZE::  3DES v
VPNRZE
. ESPIEEEE  SHA-L v
(2]
SEEWAIME(PFS)  None v
(PFS)
Bkig
R ESPa&ER 3600
@ 400-86400 seconds
1B

ppoEEt | 60
@ #.DPD(RFC 370!

DPDEIERE

DPDER 7 M

43  IPSec MiXBCE 24 4
MEE R (L VPNARS AT EE B “IPSec SR $ax. BEI B ping X1 W 2 i RS -

USR-G810
VPN

®"E VNS

B

:
Sefurity Associations (1 up, 0 connecting): site_to_site[3]: ESTABLISHED 5 minutes ago, 172.16.14.171client]..172.16.14.4[server] site_to_site(2)

PPTP &  INFTALLED, TUNNEL, reqid 1, ESP SPIs: c0e6820b_i 35104845 o site_to_site(2}: 192.168.1.0/24 === 192.168.12.0/24

i (0

L21P

IPSec
OpenVPN
GRE
VPN
Rz
X
1B

E 44  IPSec MXACEZHI 5

B =ES: C\windows\system32\cmd.exe o=k

c
C:sUsers™Mdmninistrator?>

strator’>
dministrator>
Jsers\Adninistratoriping 192.168.1.177 -t

Ping 192.168.1.177 = K -
192.168.1.177 H ) =1 i |E s TTL=62

192.168.1.177 B[O E: FT ol s TTL=62
192.168.1.177 5 s TTL=62
192.168.1.177 B E: Fp=3 [|B]=ims TTL=62
192.168.1.177 = s TTL=62
192.168.1.177 B Fp =3 s TTL=62
192.168.1.177 H =32 B|8]=1ms TTL=62
192.168.1.177 RI[OE: FH=32 A s TTL=62

45 25 G810 THY pc

AI{SHRE S TV ER Rk 37
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EXFEE A

USR-G810 i%BB+

192.168.28.214

[F7E Ping 192.168.20.214 B
H 192.168.20.214 [{[0]

2 192.168.28.214 [Y[0]
tH 192.168.208.214 [Y[0]

H 192.168.20.214 {0

slserssAdministrator?

46 18 G806 THI pc

13

4.4.0penVPN &3

J& F OpenVPN #5728 VPN, N #BAJ % TUN (% A 20 Bk TAP (A 0 -

USR-G810

OpenVPN 2%

b7 OpenVPN ® =5 =
-'E'E‘L EH o Em =]
Ml e B
PPTP
@i UDP v
L2TP
PSec WO 1194
GRE
: OpenVPNEES#HE 192.168.0.2
VPN
A =0 =3 v
- B = =EEERASmErEs
Frrk i }
ThEER =+ v
] CAIESH B | TR,
B
CRTAFES | Sl | =mmEime,
fu4 | Bl | FREEIEE,
TLSEE B | FEENE,
NAT
BAkKeepalive
BHELZOER SiEn
m=RiE  Blowfish{128) v
EERE T v
MTU 1500
& 500~1500
EBping [ @ pingsms=zven

AI{SHRE S TV ER Rk
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47 OpenVPN EHIXERE

> AR AIESE TUN (B A R) B8 TAP (MRS 5

> EIEPMYL: UDP B TCP;

> Ui [1: OpenVPN 25 P bify 1) 4 fr ity 11 5

> VPN JIRg5#Hhdik: OpenVPN JIR 55 #%1) IP/3 4 s

> 40 R X BA R P& wan_bg. wan_wired. H3l;

> CAIETS: HREG2S A1 o A L) CA ET3;

> CRT AJFEH: 2 umilkfh;

> RPuRFAEH: B

> TLS IEEH: 2t E RS 9

> NEESE: . Blowfish—-128. DES-128. 3DES-192. AES-128. AES-192. AES-256.

>  WEFHIE: TG, SHAL. SHA256. SHA512. MD5. N5 FIG 75 5922340 75 A VPN AR 55 2 (45— 2,

> AR LZ0 4. o e AR S 8 8 LZ0 4

> NAT WE: ZIWREERATTE . AN T ERANRIE RS, O N & 4 e A bk . OGPz, )
Toid: SEBL I % bk S 45 Th g

> JaH Keepalive: BRIAEA, BRIAFCE N keepalive 10 120, AT E 75 A1 VPN IR 55 255t B 5

> MTU WE: WEMIER MTUE, BRI\ 1500, ATGCE A VPN IR S5 5] B ;

> fiifit ping ThAE: W Ping Ml bt J5, AT RUMRAIE vpn 76 528 WioF T HE4T g

> OpenVPN IEHERLT): 1 VPN RS #ER MY fE, #EAF] VPN-—VPN ARSI A B EHORE .

e

> B SRS ERIERAT, CAUED. F ik &K A TLS WE%H, XL ERSas et
> BRIUET SO, BEASIE L TS Y 25 2 s i 2 G B A 1 .
fff: linux T OpenVPN 4% v B B

gort 1194

proto udp

dev tun

user nobody

group nogroup

persist-key

persist-tun

keepalive 18 120

topo]ogu qubnet
= : zl:l: Z.:.: II‘__rl:l-'. C|

ifconfig- poo1 -persis

push "dhcp-option DNS &

push "dhcp-option DNS £

push "redirect-gateway defl bvpaaa dhcp™

crl-verify crl.pem
ca ca.crt

cert server 1L4Dq14nw1n_umnn crt
key server A40g1A4AWINZuNEX . ke
tls-auth tls-auth.key @

dh dh.pem

auth SHA256

Ht1a server

#tls-version-min 1.2

HtlS—Cipher TLS-DHE-RSA-WITH-AES-128-GCM-SHAZS6
status openvpn.log

verb 2

AI{SHRE S TV ER Rk 39
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48  Linux T OpenVPN AR iRl &

USR-G810
v
- GRE @ mE O =8

@ unused,eg: grel
PPTP

FHEWAN IP 192.168.0.151

L2TP
IPSec TEHWAN 1P 192.168.0.10
OpenVPN ITEEREIP 10.10.10.1
SHE THRETE 192.168.55.0/24
VPNikS @ eg:192.168.1.0/24
k=4 AHBHEIP 10.10.10.2
[ipe: T 255
=5 @ 1-~255
Ed MTU 1450

@ 600~1450

f&EEping [ @ pingkis=iEven

49 GRE #£AKEE

TERE M. XT3 GRE ff) WAN 1 TP Hbdik
Aumhhhl: Al wan wired. wan_bg [Huhl, P EARHE B 5 AR N
78U PETE MLk 0T % 1) GRE B&3E 1P
X o 0T T RS ] DA B A N e RO 265, 255, 255. 0 HILLE K 1P/24,
255. 255. 255. 255 ] LAE R TP/32. filtn: 172.16.10. 1/24, XfN# IP A 172.16.10. 1, TRIHEL N
255. 255. 255. 0
> AKumBEiE IP: ASHb GRE BEiE IP ik
>  TTL W E: %% GREEIEM TTL, ZRIA 255
> WE MTU: W GRE JEIE ) MTU, BRIA 1400

FEd2EH

D Bl Se e LA — > GRE IR %545
ip tunnel add gre—test mode gre remote 192.168.13.13 local 192.168.13.66 ttl 255

>
>
>
>

ip link set gre—test up

ISR E STV ERRI(K 40
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ip addr add 10.10. 10. 2 peer 10.10.10.1 dev gre—test
PATESE, ifconfig H— FOAH L gre—test M, {HZIX4 ping 10.10. 10. 1 A @

rootlaedu virtual —mach:me t 1fconfig
Link encap -
inet Hif
inet6 i
1netb Hh

Link : -k -4 Ca 2 _OD-A2-P00-00-00-08-B0-08 0-00-00-00-88-006
inet 3 13 5 =]
inets {-HJ{]J: 5
UF DOINTOPOINT RUNNIN
E e

Link enca

1net Hi fE

RUNNIN
118 £513
118 £

root@edu-virtual-machine:
root@edu-virtual-machine:~#|ping 18.108.10.1
PING 10.18.18.1 (10.10.10.1) 56(84) bytes of data.

50 GRE iz 1
v RSB EIF 25, 78 G810 B GRE BLE F M MHN ML E . MdifRreN G, BHEE IP. HdE.
B ] AN N 2 RN $E T

AI{SHRE S TV ER Rk 41
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WWW.UST.CN E*W?tﬁ* USR-G810 i BEH

USR-G810

GRE ® ez O=F

ey

@ unusedeq grel
PPTP

FHAWAN IP 192.168.13.13

L2TP
IPSec FEHWAN IP 192.168.13.66
OpenVVPN TTSEREIP 10.10.10.2
e TR 192.168.1.0/24
VPNkE B eg192.168.1.0/24
ZE FHESEIP 10.10.10.1
gt M 255
A @ 1~255
Bt MTU 1450

@ 600~1450

#EEping M @ pingtmnsEEveN

pingisik  P-t-PHffE

@ select or set address eqr10.0.1.2

pingfEEg 10

pingHeEl 3

Bl 51 GREMK 2
 SRJEAEEAINL AL, XS thaT B ping % 7 i (MBS TE T .

root@edu-virtual-machine:~# ping 10.10.10.1

PING 18.10.10.1 (18.18.18.1) 56(84) bvtEH of data.

64 bytes from 10.108.18.1: 1cmp_reg=1 time=1.2:
bytes from 16.10.18.1: 1icmp_reg=1 4 time=1.2:
bytes from 18.18.18.1: i1cmp_reg=1 4 time=1.:
bytes from 19.10.10.1: i1cmp_reg=1 4 time=1.2:
bytes from 18.18.18.1: icmp_reg=2 4 time=1.03

=2

(Dup!)
(Dup!)
(Dup!)

=2 32 =2

(Dup!)
(Dup!)
(Dup!)

bytes from 19.10.10.1: i1cmp_reg=2 4 time=1.03
bytes from 16.10.18.1: 1icmp_reg=2 4 time=1.03
bytes from 19.10.10.1: i1cmp_reg=2 4 time=1.03

=2

El =
mmmWmmDnmnm

=2

16.18.18.1 ping statistics ---
2 packets transmitted, 2 received, +6 duplicates, 0% packet loss, time 1802ms
rtt min/avg/max/mdev = 1.837/1.143/1.245/0.104 ms
root@edu-virtual-machine:~# ]

E 52 GREMiX 3

AI{SHRE S TV ER Rk 42
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5. B K3 D HE
51.EFE

BRI P2 17 KBS R -

USR-G810
Bkt BRI
b <

X EER RO A TRANEmETER

BE ERas
VPN
BASYN-floodi i} ~
(]
oy sartwgs [
o g
wmOEE spwE BT ‘
E{SHIR
paalli=2e) “m == —‘
=
= |
B - w5 Abhmiz thmE e P mssss
/ lan: lan: ;7| - [ 2% [v == ] == [~ O
o == [~ == ] == [~
Ea
- X ==]
E 53 [pAEEEFRE
EATPIEE

> N Uil AR 1P AR A

k. Bt P BRI

R HmOZ MWL K, AEdsEES

IP B %E: U WAN M5 56 LG &, ViR 1P Rkt i £ 2%
MSS £H . FR&IIRSC MSS KN, —fkSe 1460

Y V V V

A F 1

LAN 124528 WAN TN, DL #E R, IR .

WRAHHERKE T LAN [, ZFEJjE WAN O, SRYFEEREM LAN D8R E WAN 1, XE TR
WA PASE LAN LR, FTH B AT, XE T “Au”

HE 1A B R IEEANN, L FEEDE R, xR s

B. #M 2

WRA NG B, s AFTHE N WAN FUB sk thas 0L, A0 40K 24 e e

WURA “Hiuh” BoEm, s h ama WAN Duk# 56 Ly AR, s el o e

MRS “HR” B, i WAN FOR AR AR R 2 56 1, IaifER R

26 NS LAN DR ZEUF R Bt as e B, B el BT DUEBAN, (EJR A R VF LAN [ iR & i B2
SRR, GBS B TT DK LAN 2 WAN (%% RN & B oA E A EiE 7 (ERMERBEE -

ISR E STV ERRI(K 43
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5.2.NAT Ih&E

5.2.1. IP Zh& 3

IP ZhAsh%e, WS En iR IP e  mik th a8 AN g 1P bk, Wil aiE 1P Zhasthde, Raak
it B R 2 B LR TP HhEAE SO WAN TR TP itk o WAN 322 COAZ50FF JE 1P sh8 P 2% A MSS 4], lan 4%
PR IETF B TP Zhas e F MSS il

IP ZNAS R EMT “BikBE-FEARRE” .

USR-G810
kS DR S
BXERRAROS I FRSREETEE
B

B H4as
VPN

W=

v BE smameRa [
AugE =2 [~
IR himE =T [~
BEAR
ARl ol ’T
EH
B =)
R - 4% AMRE HmE wi Mssias
2 - R == [ == [] == ~ ] @ s
wans v [ ¥ = [ e= ] == ~ 2 B
Ea

E 54 IPultESARRE

5.2.2. g O ¥ K

B 8 R FeVFR A Internet (THSEHLYT R AAAT SR80 P 1 THSEALERIR 55, RIHKS WAN 03t il ) — AN 48 5 i 1
RS 2 Y X — & E AL

USR-G810

WO RmEER netfgit Ry E LRSS
W&
585 wEE
VPN zF ezl ] b B
[T
—
EXgS
e
IS = s SREBIKEL ShERR] PRI PaERIPHBAE PoERA
ShiERR
Web1 TCP+UDP |V |wan Vv | 8000 lan|™ | 192.168.1.2% | 80 i 3w
=5
B

55 ImAREFE—
ISR E STV ERRI(K 44
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BB RN G, & E A d A MRAIn L, AR E A S 2 SR e RUAZ Y

USR-G810

His

VPN
e

EAigs
B
Rl
F5
1B

i

a7 CECHRR fz ] B He

1Pv4-TCP, UDP
Web1 *E FEE T wan 1P 192.168.1.227, port 80 firF lan + || ® ] Bz
BT ArEES sk at port 8000

fiiemlo
=27 iy ShEBE ShaBERC] PISBIXis; PIRRIPIBLE PIEREL

TCP+UDP | ™ | wan v lan | v ~ ) &

NEST

56 IHAREFE_

SRIG A AN RN 40, fFRE AR
0 FEFRATTAE AN AR 22 17 1) SR 3 X PN PR AN e 4%, IS A 75 B B AN 31 PN T TS o T, 139. 224, 114. 36:
8000 ¥iif I 55 /& 192. 168. 1. 227: 80, BIARRIRATM WAN 1375 15] 8000 uiig T8, 17 7] 47 SKoKF £ 4k o i 58]

192. 168. 1. 227:80 k1.

5.2.3. NAT DMZ

S 1 RS R WAN i1k 10— 46 5 i 1RSSBS — 5 5 ML, DMZ DHREREAS WAN I3t () i A S 141
WS B — A ML R, BB S A AR R — AN S, BCE A AN, RO

USR-G810

W&
Bs
VPN
CEE

ErigE
JESH
IR
5
1BH

@i

&F LA Loz ] =] Hi

1Pv4-TCP, UDP
Webi RE AL LT wan IP 192.168.1.227, port 80T lan e | o b R
BT ArEEFEAL at port 8000

FEESRLEA
&= ik ShEBRCE SRR PIRRDCI PaaRIPiELE AER=0
DMZ TCPHUDP |V | war v lan |~ | 192.168.1.7 v 1

R, AR

57 DMZEE—

R ATAINAR A BEAT RAF&NL T o

ISR E STV ERRI(K
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2 AT+MAC MAC Zif]
3 AT+ICCID ] iccid
4 AT+IME| £ imei
5G %
5 AT+NETSTATUS ) W 4% 3% 4 77 20
6 AT+SYSINFO B M EE R
7 AT+APN APN bk
8 AT+CSQ B9 liE
9 AT+MCCMNC B8 WA B (R AE)
10 AT+TRAFFIC HiREGEE (D
RGAHR
11 AT+UPTIME I AT [H]
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17 AT+UPDATE A /15 BT A R S L
18 AT+MONITOR )/ W E TR RS
19 AT+HEARTPKT )/ E R OBVEM S
20 AT+LINUXCMD AT R Gt shell 154

7.1.AT+VER

b)) A W 1 R A

A AT+VER

+VER:ver

ZH ver: BB E A, BSELTHK, TH

#39: AABB. CC; AA ARFERFRAS, BB. CCHRFE/NRAS
25 Ki%: AT+VER

iR [A]: +VER:V1. 0.2

7.2. AT+MAC

T AR MAC

rif] AT+MAC

+MAC: code
SR mac: FEERLH MAC (541 01020304050A)
25451 Kik: AT+MAC

JR[Al: +MAC:D8B04CD01234

7.3.AT+ICCID
Dhag WA ICCID i
i) AT+ICCID
+ICCID: code
ZHL code: ICCID 1%,
2551 Hi%k: AT+ICCID
JR[Al: +1CCID:898600161515AA709917
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YiRe TR B IMET 7%
i) AT+IMET
+IMEI : code
S code: IMEI f4,
24451 Ki%k: AT+IMET
JR[A]: +IMET : 868323023238378
7.5. AT+NETSTATUS
TiRe A BT R
2] AT+NETSTATUS
+NETSTATUS : STATUS
S STATUS ( PH£%25H4) : wired. 5G
251 Ki%: AT+NETSTATUS
JR[Al: +NETSTATUS : 5G

TiRe A A %5 B
i) AT+SYSINFO
+SYSINFO: operator, mode
e openrator (J& 75 i) :CHINA-MOBILE 1 [EF23)
CHINA-UNICOM b [E Bi@E
CHN-CT. CHINA-TELECOM W+ [ HifZ
mode ( PIZ&H|) :  UTRAN w/HSDPA and HSUPA 3G
E-utran 4G
E-UTRA-NR dual 5G
251 HKi%: AT+SYSINFO
JR[Al: +SYSINFO:CHINA-MOBILE, E-UTRA-NR dual
7.7. AT+APN
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i) AT+APN
+APN: code, user name, password
ZH code: APN

user name: F/744
password: ZEfiG
2441 Ri%: AT+APN

iz [A]: +APN:3gnet

ire B AT E S mEE R

i) AT+CSQ

+CSQ: rssi

5 rssi: FHUWE S RETRR

{FH asu fHZ7~: asu HIVEEN 1-31, FUEBOK, {55505

24451 kik: AT+CSQ
jB.IE]: +CSQ: 31
7.9. AT+MCCMNC
ife B A LATEERGEE GRS
rif] AT+MCCMNC
+MCCMNC: code
ZH code: izE R IRAAY
Z& 45 JKi%: AT+MCCMNC
& [H] . +MCCMNC:460015521625317

7.10. AT+TRAFFIC

T HHREERE

A AT+TRAFFIC
+TRAFFIC:dev_down, dev_up, pro_time, at_time

ZH dev_down: PN [AIERZ A FATIR B, LA 19 AL
dev_up: PRI (R B TR] Y AT IR B, DA 19 oy B
pro_time: R _bFiRE TR #K
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at_time : AR RIS (AL
245 Ji%: AT+TRAFFIC

JR[Al: +TRAFFIC: 111000000B, 2000000B, 1486379553, 1486380161
P I )8k 2 (8] B R ATV B 11IMB, R (AR 18] i _EAT9R & 2MB, b
R _EHRIIE TR 8K 1486379553, AR VK _EH PR [a]#k: 1486380161

7.11. AT+UPTIME

ik ARSI BN E] I T ED
T i) AT+UPTIME

+UPTIME: seconds, time
S8 seconds: RGIEITHIMSFIEL

time : RABITH K. B . o
2541 Kik: AT+UPTIME

iR[Al: +UPTIME: 14191, 3:56

hfe P BER REL 2 ¥y WAN [ TP (DHCP/STATIC)
i) AT+WANN
+WANN:mode, address, mask, gateway
25 mode: Mg TP #8550, static: 74 IP, DHCP: zh#4s IP

address: 1P Hudk.
mask: F AR
gateway: Mk,

24451 HKi%: ATHWWAN
JR [A]: +WANN: DHCP, 192. 168. 225. 23, 255. 255. 255. 0, 192. 168. 225. 1

7.13. AT+LANN

Dhag /R E lan DG, HERD

i) AT+LANN
+LANN: ip, netmask

wHE AT+LANN=1ip, netmask
+LANN: OK
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P IP: LAN 1§36

netmask: MG,

241

Ji%: AT+LANN

i [al. +LANN:192. 168. 1. 1, 255. 255. 255. 0
wWHE:

AT+LANN=192. 168. 2. 1, 255. 255. 255. 0

+LANN: OK

7.14. AT+RELD

ik WE W) BN E
i) AT+RELD
+RELD: ok
24451 Ki%: AT+RELD
iR [A]: +RELD: 0K
7.15. AT+Z

Dt HF &
#rif) AT+Z
+7:0K
24451« Kik: AT+Z
iR [A]: +7:0K

7.16. AT+UPDATE

BWEAENZRET NS

AT+UPDATE
+UPDATE: status, ip, point, interval

status: on($THF), of f (5<H])
ip: AR IR 55 2 ik
point: TCFE T 28 AR 55 % ity 11
REE B LA TE

interval:

245

if):

Ri%: AT+UPDATE

j&[H]: +UPDATE:on, ycsjl. usr. cn, 30001, 20
‘&E:

AT+UPDATE=status, ip, point, interval
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+UPDATE : OK

7.17. AT+MONITOR

D WE AT RS
i AT+MONITOR
+MONITOR: status, ip, point, interval
S status: on(§T7F), off (M)
ip: TCF 428 I 2% A Mk
point: TCFE I 8 A 55 s ity 1
interval: CIRZE&(EE _LIRET(A]
24451 2441

Ri%: AT+MONITOR

i [a]: +MONITOR:on, ycsjl. usr. cn, 30001, 600
W

AT+MONITOR=status, ip, point, interval

+MONITOR: OK

7.18. AT+HEARTPKT

T

8- Rogt P AR Gl W S DR S

i)

AT+HEARTPKT
+HEARTPKT : interval, data

241

Ki%: AT+HEARTPKT
iz [A]: +HEARTPKT: 30, heartpkt

7.19. AT+LINUXCMD

T

PAT linux a4 FE HIR FHATE B

i)

AT+LINUXCMD=cmd
+LINUXCMD: result

2451

Ji%: AT+LINUXCMD=pwd
i&[A]: +LINUXCMD: /bin

L

LIREME B KT 10 47 R BRI 10 7T
28 od AU H R

ISR E STV ERRI(K



& HAMER
WWW.USF.Ch H*Wﬁﬁ* USR-G810 5B BH

8. kAL A

n~ wl: BrEA N EARA IR 7]
M ke WLZRAEVER N XS L = S B AR E 12 B 13 )=

P ik:  http://www.usr.cn

P A http://h.usr.cn
M3 %8: sales@usr.cn

B if: 4000-255-652 i 0531-88826739

BB B TR S A R Al
AR BHAENRHE

FmES. R WE MEEHE

ANEH: REHNE BEEBY HREBRK RRERR

AI{SHRE S TV ER Rk 75


http://www.usr.cn
http://h.usr.cn

& HAMER
WWW.USF.Ch H*W;tﬁA USR-G810 5B BH

9. %% = B

ARIAEARIZ FARATHR B VFR], FER LR B 75, BBAEE IR % 5 B e 5 U FAR TR P AR Al
BRAE LT i OB B 2 M SR AF I SR 2 A A FIBARIEfTHETE. IFH, BAFXA M
AN/ B AE FIAEARAT 7R SRR IR AR, 07 il 1R P sl A, TG P BT LRI, AL s B
WP B R STEF LI AMER LR . A2 =) T BEREI X 7 SRS S 7 i R A2 2, AN AT I8 A

ISR E STV ERRI(K 76



& 5 AMEN

Www.usr.cn

EXFEE A

USR-G810 i

10. EH AL

BB RA

V1.0.1

V1.0.2

V1.0.3

V1.0.4

V1.0.5

V1.0.6

EHAE

QISR FERH R Th REHid

STEEHTREEHT G AT HSE. Bl AT S EK AR, BEUHRNE

d

T4 IPSec Zfl. OpenVPN AU HA . e R ~f &
500 PPTP. L2TP. OpenVPN FLTHIAY MTU. NAT. X 3 RS L

I VPN A S . (e E 72N M E B a ] . 1B AT $5 245 1R
B Wik AR RS . B AEE. BRUER AR
&k 5G ME e b NATHE, Hrif WCDMA B

HI SIM RV R AP . /&2 AT+SYSYINFO $54.

B AT 820 BXaFbll. BB IRNE

AI{SHRE S TV ER Rk 77

S8

2020-08-01

2020-09-05

2020-10-10

2020-11-04

2020-11-16

2021-01-23



AC TAMBR | e A A

I~l

W RIR W i @ TEE ) PBRRAER

A S HAYE BT W Y BX WA 4

ACWREAMBRRGERLT

pateabs il LigFan

hk: IWEREFETH TERRRL=SEPRERFILAE2, 138 itk _EEmhRHTXE RS FEFFAS607. 6102
EBLiE: 4000255652 0531-88826739 BBiE: 021-52960996 021-52960879
Email: sales@usr.cn

il pak b HiR7EL
Htik: SRYIFHRE X438 LHE3a T HARERG tht: BRI A6 SR AE 1901
FRIE: 0755-27210561 BaiE: 17754448760

|zt I8 FREBTIERAL
ik SEREEER LSk (RN 15 ) SSE11E1114 fhit: pUERFIEHT R R 138 S &L — =S 142805
HRiE: 18653122839 REiE: 19915569197

HEBRFRAI

HHRAK: BBIE 15553138586 b KX KK 18653122839
#H£hXX: & ¥ 17754448760 H£@AK: BHEE 18665818916

XEEARELRS ERGHRETS




	1.产品简介
	1.1.产品特点
	1.2.技术参数
	1.3.状态指示灯
	1.4.安装尺寸

	2.系统基本功能
	2.1.查询5G覆盖
	2.2.Web页面设置
	2.3.主机名与时区
	2.4.NTP设置
	2.5.用户密码设置
	2.6.参数备份与上传
	2.7.恢复出厂设置
	2.8.固件升级
	2.9.设备重启
	2.10.Log
	2.11.定时重启

	3.网络配置
	3.1.WAN接口
	3.2.LAN接口
	3.3.5G配置
	3.3.1.5G配置
	3.3.2.保活探测配置
	3.3.3.信息显示

	3.4.网络切换规则
	3.5.DHCP/DNS
	3.6.无线配置
	3.7.主机名功能
	3.8.网络诊断功能
	3.9.静态路由

	4.VPN功能
	4.1.PPTP Client搭建
	4.2.L2TP Client搭建
	4.3.IPSec搭建
	4.3.1.子网对子网模式

	4.4.OpenVPN搭建
	4.5.GRE搭建

	5.防火墙功能
	5.1.基本设置
	5.2.NAT功能
	5.2.1.IP动态伪装
	5.2.2.端口转发
	5.2.3.NAT DMZ

	5.3.通信规则
	5.3.1.IP地址黑名单
	5.3.2.IP地址白名单
	5.3.3.拒绝某子网设备访问某指定IP
	5.3.4.禁PING功能

	5.4.访问限制
	5.4.1.域名黑名单
	5.4.2.域名白名单


	6.高级服务功能
	6.1.花生壳内网穿透
	6.2.动态域名解析（DDNS）
	6.2.1.已支持的服务商
	6.2.2.自定义的服务商

	6.3.远程管理
	6.3.1.远程平台
	6.3.2.远程升级
	6.3.3.远程监控


	7.AT指令集
	7.1.AT+VER
	7.2.AT+MAC
	7.3.AT+ICCID
	7.4.AT+IMEI
	7.5.AT+NETSTATUS
	7.6.AT+SYSINFO
	7.7.AT+APN
	7.8.AT+CSQ
	7.9.AT+MCCMNC
	7.10.AT+TRAFFIC
	7.11.AT+UPTIME
	7.12.AT+WANN
	7.13.AT+LANN
	7.14.AT+RELD
	7.15.AT+Z
	7.16.AT+UPDATE
	7.17.AT+MONITOR
	7.18.AT+HEARTPKT
	7.19.AT+LINUXCMD

	8.联系方式
	9.免责声明
	10.更新历史

