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Jun 15 17:44:47 (none) kern.info kernel: [89225.465249] nss-dp 3a001800.dpS etha: PHY Link is down -
ven Jun 15 17:44:47 (none) daemon.notice netifd: wan_sg (4037): udh(p-: received SIGTERM

3Jun 15 17:44:50 (none) daemon.notice netifd: Interface 'wan_s
Jun 15 17:44:50 (none) kern.info kernel: [89228.064884] usb 2- 15 USB disconnect, device number 14
Jun 15 17:44:50 (none) kern.info kernel: [89228.065066] cdc_ncm 2-1:1.0 usb0: unregister 'cdc_ncm' usb-xhci-hcd.0.auto-1, CDC NCM
Jun 15 17:44:50 (none) kern.info kernel: [89228.116265] option1 ttyUSBO: GSM modem (1-} porl) converter now disconnected from ttyUSBO
Jun 15 17:44:50 (none) kern.info kernel: [89228 i
Jun 15 17:44:50 (none) kern.info kernel: [89228
Jun 15 17:44:50 (none) kern.info kernel: [89228
Jun 15 17:44:50 (none) kern.info kernel: [89228
Jun 15 17:44:50 (none) kern.info kernel: [89228
Jun 15 17:44:50 (none) kern.info kernel: [89228.149034] option1 ttyUSB3: GSM modem (1-port) converter now disconnected from ttyUSB3
Jun 15 17:44:50 (none) kern.info kernel: [89228.152026] option 2-1:1.5: device disconnected
Jun 15 17:45:12 (none) kern.info kernel: [89250.915418] ush 2-1: new SuperSpeed USB device number 15 =T xhci-hed
Jun 15 17:45:12 (none) kern.info kernel: [89250.975628] cdc_ncm 2-1:1.0: MAC-Address: 72:ce:a0:88:bd:1
Jun 15 17:45:12 (none) kern.info kernel: [89250.976587] cdc_ncm 2-1:1.0 usb0: register ‘cdc_nem' at usb- th hcd.0.auto-1, CDC NCM, 72:
Jun 15 17:45:12 (none) kern.info kernel: [89250.981345] option 2-1:1.2: GSM modem (1-port) converter detected
EE Jun 15 17:45:13 (none) kern.info kernel: [89250.990696] usb 2-1: GSM modem (1-port) converter now attached to ttyUSBO

Jun 15 17:45:13 (none) kern.info kernel: [89250.996461] option 2-1:1.3: GSM modem (1-port) converter detected
Jun 15 17:45:13 (none) kern.info kernel: [89251.003061] usb 2-1: GSM modem (1-port) converter now atta-:hed tu tyUSB1

e:20:88:bd:15

EIENEE Jun 15 17:45:13 (none) kern.info kernel: [89251.009962] option 2-1:1.4: GSM modem (1-port) converter detect
3un 15 17:45:13 (none) ke o kernel: [89251.015873] ueb 2+1: GSM modem (1-port) converter now attached & ttyuse2
Httpiw[l Jun 15 17:45:13 (none) kern.info kernel: [89251.022105] option 2-1:1.5: GSM modem (1-port) converter detected

Jun 15 17:45:13 (none) kern.info kernel: [89251.029205] usb 2-1: GSM modem (1-port) converter now attached to ttyUSB3
: udhcpe: sending renew to 172.16.11.1
idhepc: lease of 172.16.11.135 obtained, lease time 7200

g 805]: reading /tmp/resolv.conf.auto
BT Jun 15 17:45:50 (none) daemon. 480951: using local addresses only for domain lan

Jun 15 17:45:50 (none) daemon 4805]: using nameserver 8.8.8.8%53 -
=z Jun 15 17:45:50 (none) daemon.info dnsmasq[4895]: using nameserver 114.114.114.114%53 P
IBH
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TUMIERRBRER

el Ry

REEFER s
RFEESSR v
WE
& WA
= Sol
s JUN L5 17352155 (MONe; USErINTO USK_UIALNEN [4775]: [UST_GIaINET.cJ(535]: NETWOrK aial SUCCess .
= Jun 15 17:52:39 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][966]: Network Mode: E-UTRAN(4G), FDDLTE
3un 15 17:52:39 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][967]: Signal strength: 47,-93dbm LTE
VPN Jun 15 17:52:39 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][968]: Network ip address: 10.111.148.97
Jun 15 17:52:39 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][969]: Station information lac: 530C, di: 6244083
e Jun 15 17:52:51 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][859]: ping failed
3un 15 17:53:01 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][859]: ping failed
DTU Jun 15 17:53:11 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][859]: ping failed

3un 15 17:53:51 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][859]: ping failed

Jun 15 17:53:52 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][966]: Network Mode: E-UTRAN(4G), FDDLTE

Jun 15 17:53:52 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][967]: Signal strength: 48,-92dbm LTE

Jun 15 17:53:52 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][968]: Network ip address: 10.111.148.97

3un 15 17:53:52 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][969]: Station information lac: 530C, di: 6244083

Jun 15 17:54:01 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][859]: ping failed

3un 15 17:54:52 (none) userinfo USR_DIALNET[4778]: [fx650/fx650_cmd_table.c][734]: servicecell: M 1,4,460,01,530C,6244083,672,E1,3,100,6,53,53,24 M M

LTEneighborcell: M ~M OK~M

Jun 15 17:55:01 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][859]: ping failed

Jun 15 17:55:02 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][966]: Network Mode: E-UTRAN(4G), FDDLTE

S Jun 15 17:55:02 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][967]: Signal strength: 54,-86dbm LTE

Jun 15 17:55:02 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][968]: Network ip address: 10.111.148.97
p— Jun 15 17:55:02 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][969]: Station information lac: 530C, ci: 6244083
HEIRE Jun 15 17:55:11 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][859]: ping failed
Jun 15 17:55:41 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][: ing failed

Httpik] Jun 15 17:55:51 (none) userinfo USR_DIALNET[4778]: [usr_dialnet.c][859]: ping failed
5 [
I [
{ [
T

Jun 15 17:56:17 (none) user.info USR_DIALNET[4778]: [usr_dialnet.c][966]: Network Mode: E-UTRAN(4G), FDDLTE
Jun 15 17:56:17 (none) user.info USR_DIALNET[4778]: [usr_dialnet.c][967]: Signal strength: 48,-92dbm,LTE
Jun 15 17:56:17 (none) user.info USR_DIALNET[4778]: [usr_dialnet.c][968]: Network ip address: 10.111.148.97
AR Jun 15 17:56:17 (none) user.info USR_DIALNET[4778]: [usr_dialnet.c][960]: Station information lac: 530C, ci: 6244083
Jun 15 17:57:24 (none) user.info USR_DIALNET[4778]: [fx650/fx650_cmd_table.c][734]: servicecell: AM 1,4,460,01,530C,6244083,672,E1,3,100,4,52,52,14 M AM
LTEneighborcell: AM AM OKAM
= Tun 15 17:57-25 (none) nearinfa ISR NIAINETIA7781: Tusr dislnat FIFORAT: Natwork Mada: E-UTRAMAR) ENNITE %

1
1
1
1
1
1
1
1
1
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»  TCPC/HTTPD/MQTT : 4% E RS #et8 R~ 4T 2,

>  UDPC/UDPS: SOCK % TR IhTg AT =,

d

P48 O T R

3.1, EEMIE

3.1.1. 5G#:0

A% B H % SCHF % 5G/4G/3G MBS R ER 11, FHSR VS I AMEE R4S . BTSN R .

o HAMBR | p g 2 A

a5 5H KRR



http://www.usr.cn/

& 5 AMEF
BAMER | BXARHEE A USR-G817 i85

BAEILNEME!

ERRER 7 =

wE BOSS
o= k] S wfE
LSS MAC-Ht: FA70:0C73:0AA6
WAN £ I 675.48 KB (5115 $uE6) [ = B ex
etht Rik: 727.36 KB (5106 224)
LAN 1Pva: 10.111.148.97/8
BATAIE: 23h 32m 155
B RANIVYIRED) MAC-Ht: ICAS:25:AF:90:60
RIEEER & B 80.41 MB (628426 $328) 2 mm [
eths Rix: 1151 MB (44962 SHE4)
T 1Pv4: 172.16.11.135/24
THEEFIR
DHCP
IR
RIS
VPN
e
DTy
g
B

FEEAMEREATRARE http://www.usr.cn/

B 20 5G®ERE
SRS EEME R T, W HIE TR A 0, ARFAM R AL
*£6 RER

e Epd

IBAT I (] AR 117 WA ]

MAC $htik AR 42 171 () MAC Hiuhl:

e/ Kik AR BT I R St
IPv4 FREARM AL 1Pv4 1%

<HAH>

> BREHERISC Sl A 2 WAN T, HRGREH 56 %
> WREEH APN T, 1S EMEIINE.

o HAMBR | p g 2 A

a5 5H KRR



http://www.usr.cn/

www.usr.cn

,‘K‘D HAMER

BEXMikE A USR-G817 i85

3.1.2. ieE

5 SAUBR BAEAEHRE

!
TUmEREESS "

USR-G817

EEBHFSIAPNSEL MARAR. SIMEPING, FEESUSTEE
& EEREERERER, LR RmERE
SHESERNEER, SUESHSCEE LR

R
WAN
LAN
il | nongER | S v
[ZE=202 3 ESAPNEFR, 0-62 MFF
TR Bre
@ APNBIFIFE, 0-62 AFF
TEREF
DHCP =8 _
@ APNMFIFET, 0-62 A3
EEEs
SRAR 7 v
L2 APNEGUETF
VPN
REER AUTO v
e R (RSARE RS RS G
o SAMRE  [EEESG SA v
5 IR SIMEEESESG SA
s PREERELR  5G>4G>3G v

ESEREER, B REERIE

PIN{EEE 0O @ mESIM-EFEPING EEEEHITEAGAPING

FREAABBRNEAERAS  http://www.usr.cn/

21 EERE

*£7 5G iEER
2R HFX BRINME
SIM Ak %:4% fHFEEER SIM BT — RS, “B” Brick LGRS HER | X
) SIM R 3
SIM R H#e JER: A SIM kA E#IAE J& F
A 2R SIM £ E S I ThRE
fil A5 = BI1E SERIE, PTG S FE DN TR 5 5 BE, HBYI%E A4 — | -100dBm
kAR Tk M
SRS RS | BEMIE, ZRIERUA R, KYIIRE S Ah sk R IR 2
B PRI A i OFF : 5% 141 W 2% $R ) SIMI&STM2

STIML: AR STM1 PHZ% R T, S U B0 2 0 Y
SIMZ: AR SIM2 PHE% 15 e, e T B 2 e oY
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TN IEHH SSID FI257G
WIFI 42 F% AP [ FR, AIEEH L USR-G817-XXXX_5G
JnE AP [ 7 5 mixed-psk
A% /mixed—psk/psk/psk2/psk2+ccemp
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dl USR-GB17_56 - 3 192.168.1.129 -59 dBm -9 dBm 7206 Mbit/s 720.6 Mbit/s
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LAN
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R
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[Z1)
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DTU .
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3.3.1. 2.4G/5.8G STA fic &
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BATEILEME!

BRI T =
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HEER
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=
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3.4.1. DHCP IfjRg

LAN [T ) DHCP Server JREERINIT/S (AT LLEFERID , FrA N LAN L2815 %, 1T BL A ShRI e 1P dhhik.
BAENEYS!

BRI T =

Pyaltie  192.168.1.1
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o
WAN EASEUMONSRES 9888 =
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> DHCP BRIAFCya I A 192. 168. 1. 100 FFi&;
> BRUHLER 12 /MR
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3.4.3. VLAN %43

G817 3ZFF 3 (H{ 4) LAN ORI/ VLAN, SZHRIZ> VLAN B AHIEIR, GnSRfEAE VLAN, LAN O IP ¥ EH3hsCk 192. 168. 1. 1,
LAN2 2509 192. 168. 2. 1 LUK,
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DHCP and DNS
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3.6.1. DHCP Z& it
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ZHEAEA EREW S HERE o R RS e H & X
WG 22 ) S E W 25 R3S
ZE bk 1 [ E TP/4R 4 114.114.114. 114
S Mk 2 AIRE IP/1H44 119.29. 29. 29
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LR

> BN EAMHIN, B H, BOAVIMIGT: %Mk,
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PI W Ee 5

> 0 3 MBI SA Te: ping W, MIPATUIRERAE, k82T ping G

> WIERMLS . MRS ping 18, WIS 38 ToIRERANA .
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AR CHRMIE TS ) (006 G0 e i e
T S5 ] (00 5 4 1) P e
P CF—#b) L 3 ) S e
BRAB Qletric) B e
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T
FTREF
DHCP
=)
g2
VPN
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g
B

Static Route
Target IP: 192.168.1.0
Submask: 255.255.255.0

Next Jump(gateway): 192 168.0. 202 LAN: 192.168.2.1

Router A

MainRouter

LAN: 192.168.1.1

Router B

BB BARLAAE
B% A5 A FIB [ WAN FT#B327E 192. 168. 0. 0 FRI R4 4, B% FHA% A (9 LAN 129 192. 168. 2. 0 T/, % tH s B ) LAN 4 192. 168. 1. 0

K 42

IAE, WRBATEERE s A D258, MRATUI 192, 168. 1. x HuhkR, HaIF4A B i 28 B.

ASEm

BRESEATAEOMPIARE.

WAN: 192. 168. 0. 200

WAN: 192.168.0.202

i IP: 192.168. 2. 200

i IP: 192.168.1.7

T5

BAEAE#ME!

BRI 7

[porame

&0 Fis |Py4-F B 1Py4-FisE B
AR
AR
0 % 1PyA-FFIHER 1Pva-F2 BB
EHUPEEFILE WMEHSE RS
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4. VPN ke

VPN (Virtual Private Network) RE#lE&FM, fEWMY X4 PPTP. L2TP. IPSec. OpenVPN. GRE 2. = RRHHNH—
X UFRER AR VPN R B .

PPTP:

S AU R BEE M, A — AN TCP (i 1 1723) R BB BT 44, 487 A 38 A 1026 b 39 2% (GRE) BRI Hi 5 34 2% it PPP
BEwUE I B E A%, TR S PPP i b 1 SR BRI AT I B g . FoH MPPE 4385 B MS-CHAP V2 B 475 3611 i 2 At A= B 14
XS PPP MUEEAT N2

L2TP:
T ERIEYNY, 5 PPTP 2R4Ll. BRI G817 SRR E AL INIE. P B INETT 3, CFF L2TP OVER IPSec ML %
N
IPSec:

BRI, BEEH TRAS 1P 2 EMEHIE 2 AN —BEAR R, AFEMA AN ESP. IKE FIH T M
BRIE SN2 f— s Byk & Horb BSP WSO T #e it 22 &R %%,  TKE WSt T35 H#e.

OpenVPN:

SCREFETAE R R UGIE, A2 0% 7 it s IR AR 25 3, IR 45 o R 2 VIR Wi o

GRE:

GRE (Generic Routing Encapsulation. ifHF e E2s) ViR FEs 4% 26 (4 TP A1 IPX) R kAT 34, ff
Xl st B R BUE AR SCREREAE 55— AN 2 B (o IP) W f&%ii. GRE RAH T Tunnel (FEIE) HIHIAR, /& VPN (Virtual Private
Network) FI%E = )ZFE1E P o

EE:

X URP B SCER AT LASE g VPN, BT DR S B ORI 7 SR RE B L RS & R BORFE 2 .

TR I LR R hR A 5 R B AR RS T R

<>

»  PPTP. L2TP. IPSec Client. OpenVPN. GRE AJ45& USR H 7 XFE/RITIEH, 24 VPN % RS 2% USR #6517 =2,

41.

R A7 BRI R VPN JR &5 ssthht . Wk . SR ANeE 7, AR5 A H PPTP & i, HAWSEUIKIKE XN

W
BE

L2t

Ty | X A5
1 PPTP V1. 10.0
2 L2TP V1. 3. 15
3 IPSec V5.3.3
4 OpenVPN V2.4.7

PPTP Client

PPTP ig&

PPTP EFIR

EEHIn

®orR Oz3
192.168.0.2

=5 v
@ ‘B EREREESEOEE

IPSe =8 2
OpenVPN
= FIET 8 -
GRE @ =g: 192.168.10.0
s SEFREE 255 :
(1 eg: 255.255.255.0, AITAE, WBHAEHA 255.255.255.0
DTU NAT
=7 MPPERIZ
e MTU 1450
@ 600~1450
WHNEE

= 25 AR

a5 5H KRR

EESTREEIPIR

BXR B A

Elpppd EMAFWAS Z1H8E

o

FEEAMEREAETRLE
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ExME A
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44 BRI VPN BIER—

/\

P>

R4l S EERE VPN RS 5% 1P Bl 184,

O WRAEEEM T AR %% celluar. wan wired. sta bg. sta 2g. H3l;
FH P 4 /3500, W\ VPN RS 2o Ab 3K ;

In# 720 MPPE . Jon%, M VPN AR #sum 3R, AR¥E SEPR1E GLk B4 A 8AFH 2

MTU BEE: BEEBIER MTU {8, BRI 1450, ATH B A VPN IR 5528460 B 5

NAT BB : ZIIREERINIT R . M 75 BN BT, K Pyl & e pi A stk oSSR, Ui S B IR 28 Hhit 4 460
hfEs

i T FERD: B IEM)S, 78 NAT ShEETF B, W ELEESEH VPN FH M HEIhAE

fEREFRASPEIE 1P Hobik: BRUCRAERE, MREARuGEZNAT 1P, AT ULAMES F ARG 1P;

WHMICE: BN PPPD 4. BARTEE, BIAATEERATTATELE;

ffifig ping: SCH VPN £ELRAGIN & FENLH] . i ping B TP FI5N, FEERERE.

YVVVYVYYVYVY

YV V VYV

ERIAAE -

BAELEME

|
*

l

255.255.255.0
@ eg: 255.255.255.0, {0z, MBAER 255.255.255.0

SHETRIER

WE

MPPERIE
BES
MTU 1450
600~1450

EHEE

@ Eipppd R AEF AR BibRlE

Ltp

IPSec EESTREE P [m]
OpenvEt FiAR% O @ FamEEvPN BWANTYPPPOESH
GRE

E&Eping @ pingHOSEEVPN
VPNARZES

& pingitith

e @ BEBHLFN00.1.2
DTU

ping@® 10
= @
e pings 3

@ Ex
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K 45 BEe23)E A VPN RAHM
TR LS MBEANGE, RFECM A, ¥ F] VPN—VPN R A i B F E RS .

BAEILNEME

|
o

PPTP & 4% B I :

VPN

W VPNikE
=223

= PPTP
R

e 19216811139

FRAE: 255255255255
PPTP.
J 192.168.111.30

Latp EES
IPSe EEE: 31s
OpenVPN
GRE
VPN
linve |
DTU
g
B

= 25 AR

T SH NMEERE

BXR B A
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4.2. L2TP Client

BEXMikE A USR-G817 i85

L2TP A58 — ZBEIE MY, 5 PPTP 284L) . H A G817 L Hr P& S5 AL IAIE , S FF L2TP OVER IPSec FFidt 2557 %% 5 2 o 3k N VPN—L2TP
S, PR L2TP &/, KIEAS

® N
HAQEA BATEILNEME!
TUEREEER =
TEST .
LoTP igE
- L2TP 23
= LrrErE @ g O =@
Ris REEM 192.168.0.2
— @ ‘57 srEEEEsEOEE
IPSec =z &
OpenVPN
pen BEst
GRE
B 2
bdisas F0-50)
linve |

pSechi® O
SEFM  192.168.55.0
E< @ eg: 192.168.10.0
i TEFAAS  255.255.255.0
eg: 255.255.255.0, PR, MEGAER 255.255.255.0

NAT

MTU 1450
600~1450
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K 47 L2TP Z/ v AwERE

<t BHY

> L2TP Y FrbBiE %5 iiAiE. L2TP OVER IPSec HN%;

> REARHbE: HEEEEN) VPN IREAR 1P BUE A

> B0 WRIBE T A FE A& £ celluar. wan wired. sta 5g. sta 2g. HF;

> FP4/%5S: N VPN B4 28 Ab 3R

> INEE/ANIE: BEEZERSIAE. TPSec IN%E, M VPN R4S 28im 3R E S IEFIEN

> fTREERARRE TP Hbl: BRAKAERE, MRSSAum HBIAC 1P, o] T AL S #SREIE 1P;

> FUSMNLE: B0 PPPD 8. BARFEE, BUAATE BT MRAE;

> NAT W B ZIIReBRIA S . M TR ERAMBIE AR, K Py iRk & e slo A A bl . PRI, T TGV SR ) 4 ik i 460

e

PR T I, HEE: UG ERIS, 75 NAT SHAETFS T, AU ECHESHL VPN FEO TR I AL
A% ping: ST VPN 7E LK % B EENLH. BRUAKIE . 310485 ping 0K € VPN,
LOTP SEBEHS: e MM HUN R, (RAFRIEF, HEAS] VPN—VPN ARA A B BN

>
>
>

HAWEE | 557 A
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4.3. IPSec

BAELEME

|
*

l

1PSec FEHEAE

e IPSec 23
Be PSec ®orER OzA
45
M #0 83 v
~ VPN
Sl 192.168.0.2
e IPitEH B Yoany,eg:10.10.1.88, egithany
L2Tp
mEaE TR v
IPSe
OpenVPN BEXR  TRETR 2
GRE FHFH  192.168.1.0/24
RS @ =g: 192.168.10.0/24
VPNARZES
e} THRAFR  192.168.55.0/24
@ =g: 192.168.20.0/24
DTU
=5 IKENEEE  3DES v
B IKER3EEE  MDS M

Diffie-Hellman®  Group2(1024bits) v

IKE4TFESE] 28800
00-8,

INERE  FREEE v
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48 IPSec HAEREARE
<t BHY
O WRAEEER T AR %% celluar. wan wired. sta bg. sta 2g. H3l;
oot ATBAS> g VPN 5 P 3 A VPN RS 88 . KR IP/ B4 ;
s B0, Bt (AR , BN R
PEERAL TREITM. FREIZN. FHEITW. EPEI N ARIE SRR 7 Ok
Ak F M IPSec Ak ¥ M K MRS ;
St T TPSec ST+ K T 1S 5
AR EEAIFRIN, FTLCA IP B FQDN, Va4 B E L4 ne;
bR JBIET RN, AT LA TP 8% FQDN, JERIEESA H i XA ne;
IKE Fnas: 28— BUaRs IKE BrBiiine 770, se M7 %, DH 2 #5id;
IKE A=fw A . W& IKE A A, AR, ERIA: 28800;
IKE fn#5 %% 3DES/AES-128/AES-192/AES-256;
IKE K& 443 SHA-1/SHA2-256/SHA2-512/MD5 ;
Diffie-Hellman #H: Groupl/2/5/14;
IIETTE: B AR it 8 1 e 7 2
ESP N%5: &5 B BUEdE BESP SRR s, se M T &,
ESP A= JEIHH: & ESP A A, B vEb, BRik: 3600;
ESP H#5 8 %:: 3DES/AES—128/AES—192/AES—256;
ESP Ki0& 535 SHA-1/SH2-256/MD5;
2:iEBAA A /T N 2% (PFS) : None/DH1/DH2/DH5;
JA 30 DPD K : 24 DPD 75 BAXS 45 s N AERT, RAZREUT 44T 305
DPD il . 52 B A I (DPD) IS (] )R 5
DPD BRI (] 52 B AT (DPD) A 7] 5
DPD #:1F: WEEZMMMERIE. BFER. k. fR. L, BRILER;
TPSec RN Th: FXTum@LL IPSec EBMING, AR VPN—-VPN RS EFEEBRE.

VVVVVVVVVVVVVVYVYVYVYVVYVYVYVYYVYYYVY

4.4. OpenVPN

JEiF OpenVPN #5%4 VPN, P#BAIiE TUN (% Hi 5 30 52 TAP (A5 ) «

o HAMBR | p g 2 A

a5 5H KRR
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BAELEME

|
*

OpenVPN i &
" OpenVPN 23

OpenVPN ®@rmA O =R

=3 it AW v
[ - :
PPTP
iy uop v
L2Tp
IPS WO 1194
ec
R T v
ORE OpenVPNEESHEE  192.168.0.2
VPNARZES
g0 B3 v
e} 83 FrEREAEREOEE
DTU NEER v
5
CAFS | BEESE | SRESEHAE
pEE]

CRTAFRES | BHENM | SRR
| EE |REEEEE
TiLsEdE | BEEXH |SREEEATE

NAT
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B 49 OpenVPN EH®ERE

<t BHY
WAL AT TUN (% F AR =0 B TAP (RIAR ) 5
JEIE ML UDP B TCP;
Ut ;. OpenVPN 7 F uify 1) M T ity 11 5
VPN JIR S5 #8131k :  OpenVPN R 45281 TP/ 4%
O WRAEEEM T AR %48 celluar. wan wired. sta bg. sta 2g. H3l;
CAES: R4S AE F i A L) CA ETS;
CRT AFFEF: %ol
B B
TLS NEZH: w5 R M YGESH;
I 5% J6/Blowfish-128/DES-128/3DES—192/AES-128/AES-192/AES—256 ;
WAL J5/SHAL/SHA256/SHA512/MD5;
T A A5 SR TR VPN IR S5 A IR RE— 2
] LZ0 JR46: 3 Pl skt Al AL 5B 4 A LZ0 R4
NAT BB : iZIAEERINIT R . NS 77 BRSNS E AT, K PY St & e pli A stk . SSPZT, U2 S R 2% i bk 4 450
s
J2 F] Keepalive: ZRIAEH, BRIAECE N keepalive 10 120, ASIfiA B 75 A1 VPN R 5528 %61 M 5
MTU BEE: BEEIBIER MTU {8, ZRIA 1500, ASTH B A VPN IR 5528460 B 5
TLS /73: tls—auth/tls—crypt;
ffife ping ThAE: T Ping MMM LS, AT CARAE vpn 78 575 Wit T 3ET E %
OpenVPN EBE I : F1 VPN RS2 EB I E, #ENE] VPN-—-VPN RSB R IEERE.
pE =
B SRR AERERT, CAET . BFuET. B TLS AEEH, XA T ER SRRt
BB FREB G, B AS R AT P25 43 0% n B e B T4 D

: linux N OpenVPN R 4% Ui B

VVVVYVYVVYVVYVYVYVYVYYVYVY

=Z=VYVVVYVVVYVY

CHAMBR | s A
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gort 1194

proto udp

dev tun

user nobody

group nogroup

persist-key

persist-tun

keepalive 18 120

topology subnet

server 255.255.255
ifconfig-pool-persist i1pp.txt
push "dhcp-option DNS

push "dhcp-option DNS

push "redirect-gateway defl bypass-dhcp"
crl-verify crl.pem

ca ca.crt

cert server_Jz40ql4AWInZuNgX
key server 0q14AWINZuNs
tls-auth tls-auth.key @

dh dh.pem

server
% ersion-min 1.2

#tls-cipher TLS-DHE-RSA-WITH-AES-128-GCM-SHA2S56
status openvpn.log

verb 3

K 50 Linux F OpenVPN R%5RACE
4.5. GRE

BATELNEME!

Wi GRE 231
B cRE @ =@ O =R
[ZE FHEWAN TP 192.168.0.151

PPTP FshEEP  10.10.10.1

L2tp
FREFRW  102.168.55.0/24

IPSec @ =g192.168.1.0/24
OpenVPN FghsEP  10.10.10.2
GRE

NAT
VPNA#S

L 255
Bk @ 1-255
DTU

MTU 1450
E< @ 600~1450
B

5Eping
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B 51 GRE E4RE

<y BHD>

> mAEHbhE: XU GRE B WAN [ IP Huhit,

> AuiHbbk: AWH) wan wired. 5G BUE STA Hthdl, HEAEBER 7 A B AAH R AL Btk

> mimBFE b GFIE ) GRE FRiE 1P

> T X TR T RS AT DR IR A E R R 255. 255, 255. 0 AT LB R TP/24. 255. 255. 255. 255 A LA B TP/32.

Bltn: 172.16.10.1/24, XM IP N 172.16.10. 1, TMHEIGN 255. 255. 255. 0;

Ab%IE TP ZSth GRE [%i IP Hhdl;

NAT: ZINREERINTT G o P9 2 T SRR A S AT, K Py 30 Hhhl B e oA bk o SCPRRZI, DU JCvk S ) 265 b bk 5 46 1y
TTL W& : W& GRE @B TTL, BRIA 255;

BE MTU: & GRE IEAI MTU, 2Rik 1450,

>
>
>
>

CHAMBR | Bt 32 A

T SH NMEERE
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5. Bi:kHhThee

51. HARHE

ER AP 25 B K i L

BAELEME

|
*

BaRIE- LR S
BSOS AT RNRHTER
Ws
s
(T
ERSYN-floodR]
VPN
EECT T
=5 :
R R B2 v
BN
s ®E 82 v
VaElRR]
DTU
- [£3:4
B BKi->BiFkXiE ASEEAR ISR 23 1PEhSE Msssts
lant lan: 2 2l 42 - = v 2= v o#E v u] u]
rans . d: gl wan_sg: 2| = B v oms v oEm v

FEEAMEREAERRE http://www.usr.cn,

B 52 BikiERERE

<GB

> N¥E: ViR RS P AR S

> ks BEEES P ERHENE,

> HR: BOZENEERERR, AETEHEA S,

> TP EhADEE: AN WAN 5 56 AT & X, Vil 4RI TP Mk (O3
> MSS #H: PR&IFRSC MSS KA, — 2 1460.

<ERm] 1>

> LAN D2 WAN NS, LRk, Yoz,

> WREHHEAKE T LAN O, ZEXRUR WAN H, IBAARZHN R VFEER M LAN D3R 2 WAN [, X8 THK;
> EEATLSE LAN OF, HIFBHSHMIT, XET “AN”

> Bl A EEEN, HinFEBEE, XET “Hu” .

<ERmp 2>

> HZWAN D556 0, #:5% “Auh” , #% “Hih”, ol “HR” ;

> WA N7 BURA, i AFTHEM VAN DB SREE AR M T, B4k 3 i
> WA CHIE” BURE, it WAN D8 56 T AN, BLahfERE e
> WRAF R BUEG, WM WAN CORFISIE AR R B LAN O, Esh e .
5.2. @EfFHM

5135 B LA B M3 IR R Internet BCR 0, BUJRBHIE Tnternet 7l iR, 83 i £ MU0 38 R 24 1 2 4
B35 KO P PR, 6 A2 AL T LR S
x 16 BEANSEE

I3 ik NS K
A s A
ﬁ%‘ﬂ”ﬁ KRR

o HAMBR | p g 2 A

a5 5H KRR
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B == B \
BoR RoNEEFIRES
P i S P e 2 Syt -
R ] b d1k: PR TPv4 Hiudl L IPv4 Hihk
il PRl R0 A B SRR, m IR TCP+UDP
TCP+UDP/TCP/UDP/ICMP
U TCMP 267 UCHECH TCMP AR, E4% any EPW] Any
PR IX Ik BHERIEX IR, wJk$e: FEXIER, WAN, LAN LAN

LAN:  ZRoR-T- ™7 [l AR
WAN : 7R AW U5 1] P ) A )
P MAC Hiuhil: Tt BT A U 98 MAC 7
7 AREVCELFTA MAC

Pi: DUECYR MAC kR 75K TP Hhhl 8 B =
5 TP Hhhk BT YR TP 7
7 REILEFTE 1P

VLB VCRECYR 1P Huhbi) 750605 MAC Hohki% B A2

P A 5 U I U] F 98 o 1 75
75 ARERUCEE T o
H bR X 5 BT H AR X, Wik [EEXE, WAN , LAN WAN

LAN: 7R 57 [ A1 o AR D)
WAN : 27 M R 11 P I R0

H bt Vi) HAR TP Huhk =z
= AP L

Fl i 1 Vi) bR S =z
= AARIA

21k BRI O B3, %, 54, Tk %

L YRS K K 25
Bz WO Hodie tk e 2
EEE R &2 W € R OV (B4
oA WO Kb K To sl 1

5.2.1. TP Hhhl 4 5

S AEHTE R SR A AU () 4 5, 2R)5 sk “ IS F e % L
S B AMER BAENRBE

TUERBESR

|
*

TEST
Lo =)

BEANELTTRRRENREFE, Fin: B —EEHFENER. TTTTEIWANEIEH.

W&
s
[ a2 i e BB HE
VPN
i 1Pua-icrp 1 type echo-raquest
A,‘,“:W' RE FAEH T wan Accept input < o @ex | @B
=rias g 5 st T
wOFER
ST
&F WY Shahiml
ValEIRRE
TCP+UDP v 0 7&in
] - ]
g
e AN
== e ]
test an  wan | @ mrm... |

Source NAT

B/BF Y HE A HE
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B 53 PBikEELEE—
TEBEL B DU A, YR IXIBGERE 1an, 5 MAC HuhbAIEHbAE AR ATE Chn i 2 R R P 4R 2 TP U5 A E 1P,
M AbFFIES TP Mk sk MAC Hutib) , WFI:

BAEILNEME!

—

BiKIE - BRI - test

FOEIUELEEANSREE, Hin: SNEFEIHRREN.

WE
=223 =R @ x8
R
£F  test
VBN
22N G v
BT
EAFRE i TCP+UDP v
i [EICMPEE  any v
B R
L O @mERE

VIR
DTU @ [lan: lan: Jf e e
5 O  [@nN wan_wired: 2 fwan_sg: &
B

BMACiEEE AT v

@ EELE)LRERIEBVMACs (FILLEAN)

JFIpituir  192.168.2.133 v
@ SEMRNEAENRPHIPEE

ot
@ SEIRASAEMEROTRIEE
BEEE O @y
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K 54 PikEEELEER—
Hobr b S A V7 1) (6 TP, BhfERE$d “Iide” W 2MUs, Sdi “MA” . mrE.

£ H 5 X SR 5 WAN,

BAEILEME!

—

O (@R wan_wired: & fwan_sg: &

BMACHE  ATE v
WS @ SETENSREHEVACs (FLLIE)
B iFIpiiE  192.168.2.133 v
Rz @ EELRALRENEPIPEE
VPN pern]
EFRE e I 2N
wOER O @EERE (£5)
A ~
O [man:z ian: 2 1 2l & &
ValEIRRE
— ® [Wan=N wan_wired: j#lfwan_sg: ;|
=5 S v
B @ BERIES A SRR AT
Elao )
FE=Cue e
shiE BB v

8 EEESE E
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BAEINEME!

—

BikiE - sk
BEANE Y TR 2, fln: ER— RIRGE(E, 17 s,
WwE
BES il
=y EF R WE =] ez
VPN
- . 1Pvd-icmp 1 type echo-request
A i 2e) @nm @
wreE ° 5 e TS
wOEER 1Pva TCRUDP
test SRE IP 1921682133 &F dan Refuse forward ¢ * | @ e || B
e
VAlEIRRE
FTH B
DTU
= 220 SR
<0
B TCP+UDP v 1 &
AR
zF B Elanze 1
lan v wan v| B FptEE...

Source NAT
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K 56 BikiEEZRED
EFERETERE, M T BRI, BUSEEL Mt TP D 192. 168. 2. 133 1 TP 28 1E15 W T A 4

5.2.2. TP Hullk 445

AN E NN 144 B TP B8 MAC sl ARy (5 A0, R e AU s AR 44 5, R iy “ AR g B A
BAEINEME!

1Pva-icmp 1 type echo-request

Alow: B S BT wan

o 2 st P RS
i3
B IR
o = e shamATl
VPN TeP+UDP v 1

EErTE—

R TR
FHER e ) Erse
=3

test [ wan | @ Ea...
TP
]
=5 Source NAT
e &5 P e B

SRS
FiEZSource NAT:
&= o) ] aEp im0
P v wan M ) Fhe.
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B 57 Bk E—
BRI DU, JRX RS lan, ¥ MAC ShhERIVEHLE AR BT Can SR 2 fo i Js sk 9 4 B4R 5 TP )7 Il A1 WX A5 5 TP,
M EAbFFIES TP Mk sk 2 MAC Hutih) , WFK
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BAEILEME!

—

Bk - EISHIN - test

FHETLL BE, Hn: E
Ws
=223 =R @ x8
2]
£F  test
VPN

Falinsr  (Upve v
T

s [EICMPEE  any v

IEIRRA

BXR O gaEm

DTU @ [lan: lan: & 2 5 @ @

E= O Jw@n=N wan_wired: £ fwan_sg: 2
B

M

SERIEMACs (AILLEEA)

IEMACHEIE

JFIpituir  192.168.2.133 v
@ SEMRNEAENEPTIPEE

pern]
@ EEIRASAEMERORIEE

BEEE O mm @y
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& 58 B kiEEARET
£ HARIXIHE ¥ WAN,  H At hb 3 s Se il (9 1P, shfFifesf “#32” W SME, s “ORA7FIENHE” o A,

S EAMER BAENEME!

TUMERBEER

O  [w@naN wan_wired: 2 fwan_sg: &

EMACitE  FTE M
wE 0 =EIE SBMACs (BILUHS)
== FIpituir  192.168.2.133 v
[ @ EELRNERSNEPHIPER
VPN pern]
T .
ENGE SRR O g @

O  H=kXE (%5)

O fianlian: 2 2 & & =

SHTEPRA
® - d: = fwan_5g: [
— WahtN wan_wired: g flwan_sg: ;&
E Bif FA 2
B O EEAEM )\ ERERNABE
St
@ EHlEN \ERENABIARO
V=3 v

B EEESE E
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BT R E K PA B EAE L N, BBy P, BARBHEBRLEY “PrE T, shfRikdE R4 . ER
PR R S SR Y, — 8 R Se VRO RIIAE AT, RZEA0MNITEIG . BMA B E S s i T I
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BAELEME!

—

kI - ISR
BEANE Y TAEK =, fign: ER—L IEESE(E, FTFF im0,
A
B SR
i E&F i e =] R
Asre IPva-icmp # type echo-request

5 AT wan Accept input el o || @ex | @ee

e 5 Srems T RS
1Pv4-TCRUDP
test 5B IP 192.168.2.133 (4 F lan Accept forward | @ e || B mER
Pl B Al T wan
ARIRRE IPv4-TCRUDP
testl =2 FEZH T lan Refuse forward ¢ * || @ e || B
o 3 B F wan
=5
aw AT
zF Y SRR
TCP+UDP v @ &
AR
zF B Elanee 1
lan v wan v| B FptEE...
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<HAH>

> AN 100 S H,

5.3. NAT Iifg

5.3.1. IP Huhtthys

IP bk s, 4SS FFHER AR 1P 8 s s AN L TP bk, WAk 1P A hs, R4 IR e i B0E
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0K

S apn_name:apn Hi fk, TN = [0-62] F W, X FHFFHF U
[a—zA-Z0-9-. #@]
user: 144, AIONAE[0-62] 5711, [33-126] LAPY ) ASCTT 4%
pwi B, WA [0-62] 591, [33-126] LAWY ASCIT F4F
type: £, none/pap/chap

i AT A IEHPAT, TEB RS ERE AR

9.4.1.10. AT+APN2

Ui Erify B B SIM2APN 5 2

i AT+APN2
+APN2:<apn_name>, <user>, <pw»>, {type>

wWE AT+APN2=<apn_name>, <user>, <pw>, {type>
0K

S apn_name:apn Hi fb, TN = [0-62] F W, X FHFFHF W
[a—zA-70-9-. #@]
user: 4, WA [0-62] 77, [33-126] LA 1) ASCIT Z5F
pw: A, A [0-62] 5775, [33-126] LLA ¥ ASCIT “£4F
type: £ 73, none/pap/chap

i A A& IEHPAT, HEE SRR E AR

9.4.1.11. AT+SN

ke AHWH SNEE
i AT+SN

+SN: <sn>
WE ¥
S sn:20 A7 sn i
i

9.4.1.12. AT+CSQ

= 25 AR

a5 5H KRR

Uike BT % 0 8 (5 5 S
nl AT+CSQ
+CSQ:<csq>
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wHE o
S csq:bGE51E

GSM/CDMA/WCDMA/EVDO/EHRPD/LTE: [0-31]
¥ B dBm A F: —113+2%csq=dBm
csq=99 : REABLA T

(ERERIENEER

TDSCDMA: [100-191]

#HHE dBm Ax: —-116-100+csg=dBm
csq=199: B(E5

i A o

9.4.1.13. AT+CPIN

D AW AT SIMRIRES
il AT+CPIN
+CPIN:<cpin>
WE 7
ZH cpin:SIM RIRSE
i

9.4.1.14. AT+IMEI

e AT B TMET

i AT+IMET
+IMET : <imei>

WHE p

ZH imei: %% IMEI 5

i

9.4.1.15. AT+ICCID

Uife )24 [ SIM - TCCID

A AT+ICCID
+ICCID:<iccid>

wHE 7

ZH Tccid:SIM R ICCID &

Vi HA

9.4.1.16. AT+MCCMNC

Uik B4R SIM K CIMT
i) AT+MCCMNC

+MCCMNC : <imsi>
wWE ¥
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ZH imsi:SIM R imsi 5
i

9.4.1.17. AT+CNUM

it B4R SIMRFHLS
& AT+CNUM

+CNUM: <cnum>
WHE 7
S8 cnum: SIM RFHL5
i1

9.4.1.18. AT+SYSINFO

ke A SYSINFO 12 2
il AT+SYSINFO
+SYSINFO:<ops operate>, <ops net_ type>
WwWE y
755%[ ops_operate: :‘@%F’cﬁ% B
ops_net_type: IF B
L]

9.4.1.19. AT+CELLULAR

Theg A 5E W ) 2 1 K

il AT+CELLULAR
+CELLULAR:<ops net type>

WE 7

ZH ops_net_type: FE M

i

9.4.1.20. AT+NETMODE

e P BRI HH A5 FH R A T

i) AT+NETSTATUS
+NETSTATUS:<net>

wE T

ZH net: BLES BRI -RIRES

]
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9.4.1.21. AT+WEBU

Uike i) web 2 [ifi FH 7 44 250
i) AT+WEBU
+WEBU : <user>, <pw>
wE ¥
ZH user:web it 44
pw:web it Y
i

9.4.1.22. AT+PLANG

Uik ) web BIEHES

i) AT+PLANG
+PLANG:<plang>

wE AT+PLANG=<plang>
0K

S plang:zh cn/en
zn_cn: L
en: P

i

9.4.1.23. AT+UPTIME

ifie B RGUISAT I [A]

i) AT+UPTIME
+UPTIME: <time>

wHE &

S time

L]

9.4.1.24. AT+WANINFO

A i) WAN B R A5 5

i) AT+WANINFO
+WANINFO: <mac> | <ip> |<mask>|<rx packets>|<tr packets><rx byt
es>|[<tx bytes>

wE oo
S mac :wan - mac

ip:wan £ IP
mask:wan [T MRS
rx_packets: FEWEEL
tr packets: KEME
rx _bytes: NI E
tx_bytes: RiZHE

A
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9.4.1.25. AT+DIALINFO

Drfig A B A A R A5
i AT+DIALINFO

+DIALINFO: <mac> | <ip>|<mask>|<rx_packets>|<tr packets><rx by
tes>|<tx bytes>

wHE o
ZH mac : #% 55 % £ mac

ip: I MM+ TP

mask : 1§55 W Y - 7 P HERD
rx_packets: FEWEEL
tr packets: KIEEEL
rx_bytes: WK
tx_bytes: KiE &

]

9.4.1.26. AT+LANINFO

DIk 25 LAN B -F{5 B
i) AT+LANINFO

+LANINFO: <mac> | <ip>|<mask>|<rx packets>|<tr packets><rx byt
es>|<tx bytes>

wE oo
S mac : LAN £ mac

ip:LAN R IP

mask : LAN {7 #E55
rx_packets: FEWEEL

tr packets: KIEEEL

rx _bytes: NI E

tx_bytes: KiEifi

VE:

4nfic B VLAN, JUJ it Ay 43R [F] Lan {5 8

A

9.4.1.27. AT+WANN

Uife A WAN DO E
i) AT-+WANN
+WANN: <type>, <ip>, <mask>, <gateway>
wE ¥
S type:WAN [P S8R
ip:WAN IP
mask: WAN T #5455
gateway :WAN X3¢
P
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9.4.1.28. AT+LANN

iR i) LAN OIS
il AT+LANN
+LANN: <ip>, <mask>
WHE ¥
S ip:LAN TP
mask: LAN T M #h5
VE:
Lo B VLAN, M a4 A 1an {5 2
i

9.4.1.29. AT+LAN

iR B/ WE LAN O E
i) AT+LAN
+LAN:<ip>, <mask>
WwWHE AT+LAN={ip>, <mask>
S ip:LAN IP #r#fE IP #idi-A& = x. x. x. x  x:[0-255]
mask:LAN FM#E  x.x. x. x  x: [0-255] & F MRS AR e =X
V:
Unic & VLAN, Uy 43R 1] 1an {5 8
P

9.4.1.30. AT+PING

itie AT ping fird
A bR
BE AT+PING=<ip>
PING IP(IP): 56 data bytes
ZH ip:IP BRI, AFNZE, 45 ping ZHOE

Fltn-c 1 LK

PR [1-200)

:

SHATUIR 1P B4, HALMSE SR, FHREZ R

L]

9.4.1.31. AT+NETSTATUS

Thtie AU BR I B A R A 0
Al AT+NETSTATUS

+NETSTATUS : <net>
BE o
ZH net: BRI ERIMRRES
B
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